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Legal NoƟces, Copyright

Candelis®, ImageGrid®, and ASTRA® are registered trademarks of Candelis®, Inc.

Except as permiƩed under the copyright law of 1976, no part of this user guide may be reproduced in any form or by any electronic or mechanical
means, including the use of informaƟon storage and retrieval systems, without permission in wriƟng from the copyright owner.

All other trademarks and registered trademarks referenced in this document are the property of their respecƟve owners.

Intended Use of this Document

This user manual is a reference guide detailing the soŌware’s proper installaƟon, configuraƟon and general usage. The screens on your monitor may
vary slightly from those in this guide.

This user manual is not intended to be used as instrucƟonal material for implemenƟng medical procedures or as a subsƟtute for live (in-person)
instrucƟon by a trained professional.

Product Intended Use

The Candelis® Radiology Picture Archiving CommunicaƟons System (PACS) is a computer-based image storage/retrieval system that stores and recalls
digital images from different imaging modaliƟes, e.g. CT, digital radiography, nuclear medicine, ultrasound, magneƟc resonance imaging (MRI). Images
and data can be stored, communicated, manipulated and displayed within the system or across computer networks at distributed locaƟons. It may
consist of image acquisiƟon devices, a host computer, image archiving devices, and display staƟons connected by a communicaƟons network.

The ImageGrid® PACS is a system intended for professional use only.

ExplanaƟon of Symbols

The following symbols may appear on the device or product labelling:

Symbol ExplanaƟon

Manufacturer

Manufacture date

PrescripƟon use only

Consult operaƟng instrucƟons

CauƟon

Serial number

Reference number or device model

Compliance with the DirecƟve 93/42/EEC as Class II device

Device may not be thrown in the trash but must be recycled according to the European Waste Electrical and
Electronic Equipment DirecƟve



WARNINGS:

CAUTION   Consult Dell InstrucƟons For Use prior to installaƟon.

CAUTION   Consult EIZO InstrucƟons For Use prior to installaƟon.

CAUTION   Consult Barco InstrucƟons For Use prior to installaƟon.

CAUTION  ImageGrid Measurement Tools are for "reference only" and are not to be used for diagnosƟc purposes.

CAUTION  DO NOT place within 1.83 meters (6 feet) of a paƟent or in explosive environments where flammable gases such as anesthesia
or oxygen may be present.
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Geƫng started with PACS User Manual

The PACS User Manual provides informaƟon for system administrators how to install and configure the PACS web applicaƟon
and for users how to perform work in the PACS web applicaƟon.

The following color-coded secƟons are used to highlight notes and suggesƟons, cauƟon or warnings, and serious errors or
failure condiƟons.

Note

Low – Notes or suggesƟons.

Warning

Medium – CauƟon or warnings.

Danger

Major – Possible error or failure condiƟon.



What is new in PACS User Manual

The following updates to the PACS User Manual support releases of the ImageGrid® PACS appliance.

ImageGrid 4.1.8 Release

WaiƟng for release notes from soŌware engineers

ImageGrid 4.1.7 Release

Added topic Direct-aƩached storage systems and added Dell™ PowerVault MD2412
In topic Rack servers, added Dell™ EMC PowerEdge R760XS
Throughout, changed references of Plaƞorm Service to ApplicaƟons Seƫngs
Added topic Configuring API for Viewer applicaƟons
Throughout, deleted references to UI OpƟons menu label
In topic Adding local applicaƟon enƟƟes, added that the list of AE Titles displays whether the AE Title is promiscuous,
has read permissions, or has write permissions
In topic Verifying associaƟons with remote AEs, added step to verify TCP port address
In topic Adding remote applicaƟon enƟƟes, added step for selecƟng workarounds
Added topic Turning on trusted node updates to paƟent field
In topic Adding prefetching policies, clarified that you must select that you understand risks when selecƟng custom tag
morphing
In topic Adding prefetching policies, added informaƟon about using the Regular Expression Test Tool
In topic Adding prefetching policies, added step for seƫng query horizon limits



Introducing PACS servers

The PACS server is a fully integrated storage and server soluƟon that offers image archiving, image management, visualizaƟon
tools, and workflow opƟmizaƟon capabiliƟes for rouƟng (pushing and pulling) images to and from workstaƟons on the
network.

Hardware profiles for PACS servers

Tower servers

The following tower servers have been used for PACS servers:

Dell™ PowerEdge™ T300
Dell™ PowerEdge™ T310
Dell™ PowerEdge™ T320
Dell™ PowerEdge™ T330

Direct-aƩached storage systems

The following direct-aƩached storage systems are supported for use with PACS servers:

Dell™ PowerVault MD2412

Rack servers

The following rack servers have been used for PACS servers:

Dell™ PowerEdge™ 2950
Dell™ PowerEdge™ R510
Dell™ PowerEdge™ R720
Dell™ PowerEdge™ R730
Dell™ PowerEdge™ R760XS

RAID configuraƟons for DICOM® Standard® storage

All of the PACS server hardware models come with RAID. StarƟng from the T320 and R720, the RAID configuraƟons used
include RAID 1, RAID 6, and RAID 10. The configuraƟon used will depend on the purchased configuraƟon and the number of
drives.

In older PACS servers, RAID 5 may be found.

Turning on PACS servers

Refer to the Dell user manual prior to installaƟon.

To turn on a PACS server, perform the following steps.

1. Ensure both power cords are connected to the back of the PACS server.
2. If you have a supported UPS module, on the rear of the PACS server, use a USB cable to connect the module to an

unused USB port.
3. Verify the PACS server is connected to your network, and use the network cable that was provided to you to connect to

port 1 on the rear leŌ.
4. Check each drive to make sure it is properly seated and locked in place; firmly press the drive into the chassis to ensure

the latch closes.
All drives must be seated correctly for the PACS server to funcƟon.
A hard drive that is not seated properly will be considered missing or failed by the RAID controller. Depending on
the RAID configuraƟon, a few drives missing or failed will prevent the system from funcƟoning.

5. On the front panel of the PACS server, turn on the power switch.
When the power supply is on, then the blue LED indicates normal operaƟon.
When the LED indicator is not lit, then a power supply has failed.

Turning off PACS servers



CauƟon

Never turn off a PACS server by turning off the power switches or pulling the power cords. Always follow the proper
shutdown procedures because a sudden or improper shutdown during heavy server acƟvity may cause data
corrupƟon.



Introducing PACS interfaces for system administraƟon

The PACS server provides the following interfaces for configuring and managing the PACS system.

Console: Access and use the text-based console by connecƟng a keyboard and display to the PACS server. The console
interface is most commonly used for iniƟal setup of the system, such as configuring network interfaces; however, the
console may be used to support the system.
Web applicaƟon: The web applicaƟon includes all the features and opƟons for configuring and managing the PACS
system and is more widely used. The PACS User Manual focuses on how to use the web applicaƟon to configure and
manage the PACS server.

Working from PACS console interface

To access and use the console, connect a keyboard and a display directly to the PACS server.

Rack-mountable servers have a VGA port and USB ports in the front and the back of the unit.
Tower models have USB ports in the front and a VGA port and USB ports in the back.

All of the tasks that you perform in the console may also be performed from the web applicaƟon.

NavigaƟng in PACS console interface

AŌer you connect a display to the PACS server, the first screen displays various server properƟes, including the model, serial
number, and OS version and build.

Select Menu to access the following opƟons:

Network ConfiguraƟon - View and manage network interfaces.
Ping - Verify IP addresses and network connecƟvity.
DiagnosƟc Report - Generate system data for troubleshooƟng issues.
Technical Support Connect - Connect to technical support.
Shutdown - IniƟate graceful shutdown of PACS server.
Reset Password - Reset the administrator password.

Use the following keys on your keyboard to move through the console screens and to select menu opƟons:

Arrow keys: Select menu items.
Tab: Select a different opƟon.
Esc: Cancel an acƟon or go back to a previous screen.
Enter: Perform acƟon for the selected opƟon.

Configuring network interfaces

Depending on the hardware configuraƟon, the PACS server may have two or more network interface cards (NICs), but the
default configuraƟon across systems is the same.

eth0: This NIC is configured to obtain an IP address automaƟcally through DHCP.
eth1: This NIC is configured using the IP address 192.168.0.1.

AŌer you turn on the PACS server for the first Ɵme, configure the network before proceeding. Configure the network using
the following methods:

Using the console.
ConnecƟng directly from a laptop or workstaƟon to the PACS server secondary NIC using the web interface.

Configuring network interfaces using the console

To configure network interfaces from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select Network ConfiguraƟon. The Network Interfaces screen displays.
3. Select the network interface that you want to configure, and then select OK. The Network ConfiguraƟon screen displays

the seƫngs to configure.
4. Select any of the following fields, and enter the appropriate informaƟon:

IP Address: Enter a valid IP address.



Netmask: Enter a valid network mask.
Gateway: Enter a default route for the network interface. Only one default gateway can be assigned to one of the
network interfaces.

5. Select Save, and then select the Enter key. The seƫngs are saved. The system restarts the network interfaces and any
services that depend on the correct IP address.

6. Open a compaƟble browser, and in the Address bar, enter the IP address that you assigned to the system, and then
select the Enter key. The PACS sign-in page displays.

Configuring network interfaces using a laptop or workstaƟon

An alternaƟve to configuring network interfaces using the console is connecƟng a laptop or another workstaƟon directly to
the secondary NIC of the PACS.

To configure network interfaces using a laptop or workstaƟon, perform the following steps.

1. Connect an Ethernet cable between the laptop and the PACS server secondary NIC. (The primary NIC should already
have an Ethernet cable connecƟng the server to the network of the healthcare facility.)

2. From your laptop, go to Start > Seƫngs > Control Panel > Network ConnecƟons. The locaƟon of the network seƫngs
depends on the operaƟng system you are using.

3. From Local Area ConnecƟon, select ProperƟes. The Local Area ConnecƟon ProperƟes dialog displays.
4. Select TCP/IP, and then select ProperƟes. The Internet Protocol ProperƟes dialog displays.
5. Select Use the following IP address, and complete the following fields:

IP address: Enter 192.168.0.2.
Subnet mask: Enter 255.255.255.0.

6. Select OK.
7. Open a compaƟble browser, and in the Address bar, enter 192.168.0.2, and then select the Enter key. The PACS sign-in

page displays.

CreaƟng bonded interfaces using the console

Combine two or more network interfaces into a single “bonded” interface to increase network performance and to add
redundancy.

To create a bonded interface from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select Network ConfiguraƟon. The Network Interfaces screen displays.
3. Select Create Bond. The Bond ConfiguraƟon screen displays.
4. Select two interfaces, and then select Create. The Bond ConfiguraƟon screen displays the seƫngs to configure.
5. Select any of the following fields, and enter the appropriate informaƟon:

IP Address: Enter a valid IP address.
Netmask: Enter a valid network mask.
Gateway: Enter a default route for the network interface. Only one default gateway can be assigned to one of the
network interfaces.

6. Select Save, and then select the Enter key. The seƫngs are saved. The system restarts the network interfaces and any
services that depend on the correct IP address.

Pinging IP addresses using the console

To ping an IP address from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select Ping. The Ping screen displays.
3. In the IP Address field, enter the IP address or host name that you want to ping.
4. Select Ping, and then select the Enter key. The results of the ping display.

Viewing diagnosƟc reports using the console

To view diagnosƟc informaƟon from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select DiagnosƟc Report. System data, such as module names and volumes, display.

ConnecƟng to technical support using the console



ConnecƟng to technical support requires that the PACS appliance is able to iniƟate a network connecƟon to the technical
support servers. Outbound connecƟons to port 22 or prot 443 must be allowed for this feature to work.

Use this feature on an as-needed basis and always with authorizaƟon and knowledge of the customer. Technical support
personnel will tell you which port to use before iniƟaƟng a connecƟon.

To connect to technical support from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select Technical Support Connect. The Connect to Technical Support screen displays.
3. Complete the following fields:

Address: Enter the email address of technical support.
Port: Enter the port provided by technical support.

4. Wait for technical support to authorize and acknowledge your desire to connect.
5. Select Connect, and then select the Enter key.

Reseƫng administrator password using the console

The administrator (admin) is the default user for the PACS web applicaƟon and other PACS system products.

To reset the administrator password from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select Reset Administrator Password. The password changes to password.

IniƟaƟng graceful shutdowns of PACS system using the console

To iniƟate a graceful shutdown of the PACS system from the console, perform the following steps.

1. From the server properƟes screen, select the Enter key. The main menu displays.
2. Select Shutdown. The Shutdown OpƟons screen displays.
3. Select one of the following opƟons:

Halt: The system remains turned off unƟl you press the power buƩon.
Reboot: Restart the system.

4. Select OK, and then select the Enter key. The system turns off.

Working from PACS web interface

The PACS appliance provides a web interface for managing its data and administering the system. For opƟmal compaƟbility,
the following web browsers are recommended:

MicrosoŌ Internet Explorer Version 9 and greater
MicrosoŌ Edge
Mozilla Firefox Version 11 and greater

Signing in to PACS web applicaƟon the first Ɵme

The first Ɵme you sign in to the PACS web applicaƟon, you have to enter contact informaƟon to idenƟfy your PACS system.
This contact informaƟon may be used to send system noƟficaƟons via email, establish a technical support connecƟon, and to
register with ASTRA™ Cloud services. The primary contact name that you provide should be a person who has knowledge
about the PACS server and its locaƟon. The contact informaƟon will not be used for markeƟng purposes or shared in any way
with unauthorized parƟes with nontechnical or service goals.

To sign in to the PACS web applicaƟon the first Ɵme, perform the following steps.

1. In the Address bar of a compaƟble browser, enter the IP address of the system, and then press the Enter key. The End
User License Agreement displays.

2. Read the agreement, select I accept the terms of the license agreement, and then select Accept. The PACS sign-in page
displays.

3. Complete the following fields:
Username: Enter admin.
Password: Enter password.

4. Select Sign In. The Legal Disclaimer page displays.
5. Select the opƟon Don't remind me again, and then select Accept. The Contact InformaƟon dialog displays.
6. Complete the following required fields:

Customer Name



Facility
Address
City
State/Province
Zip/Postal Code
Country
Contact Person
Contact Email
Phone Number

7. Select Save. The Dashboard displays the following parts from leŌ to right:
Dashboard Display icon - Select the icon to display the default PACS dashboard.
Performance Dashboard icon - Select the icon to display just the performance staƟsƟcs, such as CPU, Worklist,
Network Usage, Storage UƟlizaƟon, and Storage I/O Usage.
Server ProperƟes - Displays current server properƟes, including whether the PACS server is registered. In the
Serial Number field, select the Registered link, and the AdministraƟon > System > License and RegistraƟon page
displays. View current licenses and update licenses.
Worklist - Displays acƟve counts for acƟve Worklists. Select Transfers from the top menu to view and manage
worklists.
Storage Usage - Displays storage staƟsƟcs in GB and percentages over Ɵme.
System Status and Alerts - Displays system alerts. Select the link to configure storage seƫngs from
AdministraƟon > Data Management > Local Storage.
Plaƞorm Licenses - Displays licenses for ImageGrid® Plaƞorm Viewers. View and manage all system licenses from
AdministraƟon > System > License and RegistraƟon.
CPU - View CPU staƟsƟcs.
Quick Links - Displays links to commonly used system funcƟonality. Select a link to access the system module.
AcƟve Sessions - Displays acƟve sessions.
AssociaƟons - Displays local and remote associaƟons.
Network Usage - Displays network usage staƟsƟcs.

Changing user passwords

When the system prompts you that your password has expired or you want to change your password, go to the user profiles
opƟon.

Password requirements, such as required characters and required length, are configured by the local system administrator.

To change your password, perform the following steps.

1. From the top menu bar, go to admin > Change Password. The Change Password dialog displays.
2. In the Current Password field, enter your current password.
3. In the New Password field, enter a password.
4. In the Re-enter Password field, re-enter your password.
5. Select OK.

Opening ImageGrid® Plaƞorm

If you purchased a license for ImageGrid® Plaƞorm or an ImageGrid® Viewer, open the ImageGrid Plaƞorm from the PACS
sign-in page to configure the environment for users of the Plaƞorm or Viewer.

You must have the Java™ RunƟme Environment (JRE) installed. The ImageGrid Plaƞorm is deployed using the Java™ Web Start
technology.

For informaƟon how to install and configure the ImageGrid® Plaƞorm, refer to the ImageGrid Plaƞorm Administrator User
Manual. For informaƟon how to use the Plaƞorm, refer to the ImageGrid Plaƞorm User Manual.

Signing out of PACS web applicaƟon

AŌer each working session in the PACS web applicaƟon, sign out of the applicaƟon and close the browser.

Go to admin > Sign Out. The PACS sign-in page displays, and a message displays confirming you have signed out.



AdministraƟon

System

From AdministraƟon > System, access the following modules:

General Seƫngs - Specify business hours for your facility, and enter contact informaƟon for your system.
Network Seƫngs - Manage network seƫngs, including interfaces, rouƟng, DNS, and tuning parameters.
Date and Time - Change system seƫngs for date and Ɵme, Ɵme zone, and automaƟc Ɵme synchronizaƟon.
CerƟficates - Configure cerƟficate seƫngs, including registered cerƟficates, peer cerƟficates, organizaƟon cerƟficates,
and root cerƟficates.
Web Server - Configure the cerƟficate for the web server.
Proxy Seƫngs - Configure a proxy server.
Distributed Worklist - Create PACS appliance communiƟes to streamline viewing of radiology studies.
NoƟficaƟon Service - Configure noƟficaƟons to monitor system health.
ApplicaƟons Seƫngs - Configure seƫngs for client applicaƟons.
License and RegistraƟon - View and update license informaƟon.
Security NoƟces - View security noƟces.
ConfiguraƟon Backup - Create and restore system configuraƟons.
Hardware Monitoring - View the current state of hardware components.
Audit Trail - Configure audit trail services.
Mail Service - Configure seƫngs for mail service.
SoŌware Updates - View the status of system soŌware updates, and download and install updates as needed.
Shutdown - Reboot or turn off a server remotely.

General Seƫngs

Specifying business hours

From AdministraƟon > System > General Seƫngs, specify typical business hours and designate whether to apply the hours to
all days of the week.

The system schedules automated tasks to run outside the designated business hours. By default, business days are Monday
through Friday; if your facility operates 24 hours, 7 days per week, set the business hours when the system is the most busy,
and select the opƟon to include weekends.

To specify business hours, perform the following steps.

1. Go to AdministraƟon > System > General Seƫngs. The General seƫngs pane displays the Site Seƫngs and Server
IdenƟficaƟon secƟons.

2. In the Site Seƫngs secƟon, select the daily business hours from the following dropdown lists:
Start Time - Designate the hour and minute when the business day starts.
End Time - Designate the hour and minute when the business day ends.
Include Weekends - Select to apply the start and end Ɵmes to all the days of the week.

3. Select Save.

UpdaƟng server idenƟficaƟon informaƟon

From AdministraƟon > System > General Seƫngs, complete the contact informaƟon that idenƟfies your system. Technical
support and IT staff may use this informaƟon to find the locaƟon of the appliance or to find the primary person or group
responsible for the appliance. This contact informaƟon will also be used to send e-mail alerts, establish a support connecƟon,
and register with ASTRA™ Cloud services.

To update server idenƟficaƟon informaƟon, perform the following steps.

1. Go to AdministraƟon > System > General Seƫngs. The General seƫngs pane displays the Site Seƫngs and Server
IdenƟficaƟon secƟons.

2. In the Server IdenƟficaƟon secƟon, complete the following required fields:
Customer Name
Facility
Address
City
State/Province
Zip/Postal Code



Country
Contact Person
Contact Email
Phone Number

3. Select Save.

Network Seƫngs

From AdministraƟon > System > Network Seƫngs, perform the following tasks:

View and modify network interface informaƟon, and combine interfaces using link aggregaƟon on the Network
Interfaces tab.
Add staƟc routes to the rouƟng table on the StaƟc Routes tab.
Configure DNS seƫngs on the Domain Name Service tab.
Adjust basic tuning parameters for network connecƟons on the Tuning Parameters tab.
Block specific IP addresses or a range of IP addresses on the IP Blocking tab.

EdiƟng network interface informaƟon

From AdministraƟon > System > Network Seƫngs > Network Interfaces tab, view and edit the interfaces that exist in the
system.

In the Network Interfaces table, an interface displays a status of Connected or Disconnected, which indicates whether a cable
has been connected to or disconnected from the network interface. This status does not indicate whether the interface is
configured correctly.

AŌer you edit network interface informaƟon, restart networking for the changes to take effect. Some services rely on the IP
address of the system.

To edit network interface informaƟon, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs. The Network Interfaces tab displays each interface in the system.
2. In the row that includes the interface for which you want to modify informaƟon, select Edit. The Edit Network Interface

dialog displays.
3. Modify informaƟon in the following fields. You cannot modify the interface name.

Mode: Select one of the following modes:
DHCP: System will aƩempt to retrieve an IP address from the DHCP server in the network to which the NIC
is connected.
StaƟc: Enter the IP address manually. Choose this opƟon when the IP address will never change.
Disabled: Disable the network interface.

IP Address: Enter a valid IP address for the network interface.
Subnet Mask: Enter a valid subnet mask value.
Gateway: Enter the default route for the network interface. Only one gateway can be assigned to one of the
network interfaces.
Speed: Select a speed. If you select Autodetect, the system automaƟcally detects the speed.

4. Select OK. The changes are saved.
5. Restart the network services by selecƟng Restart Networking. The system may lose connecƟvity while the network

restarts. If you cannot access the administraƟon interface aŌer one or two minutes, set the IP address by connecƟng a
keyboard and monitor to the server and then use the console interface to set the correct IP address.

Configuring link aggregaƟon

From AdministraƟon > System > Network Seƫngs > Network Interfaces tab, configure link aggregaƟon, which is the process
of combining two or more network interfaces into a single “bonded” interface. A bond will be grouped with its bond slaves. A
bond cannot be modified aŌer it is created; it may only be deleted.

The purpose of link aggregaƟon, also known as network interface bonding, is to increase network performance and to add
redundancy. Although several types (or modes) of bonding are available, the PACS appliance currently only supports mode-4
(8023ad). This mode is known as dynamic link aggregaƟon, and it requires a switch that supports IEEE 802.3ad.

To use link aggregaƟon, the following prerequisites must be met:

The system must be a physical appliance.
The network must have hardware support.
At least two interfaces must be selected. The Configure Link AggregaƟon opƟon is not available unƟl you select two or
more network interfaces on the Network Interfaces tab.



To configure link aggregaƟon, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs. The Network Interfaces tab displays each interface in the system.
2. Select two or more interfaces that you want to link, and select Configure Link AggregaƟon. The Configure Link

AggregaƟon dialog displays.
3. Complete the following fields:

IP Address: Enter a valid IP address for the network interface.
Subnet Mask: Enter a valid subnet mask value.
Gateway: Enter the default route for the network interface.

4. Select OK. The changes are saved.

Adding staƟc routes

When the system is located where more than one network exists, add network routes manually. From AdministraƟon >
System > Network Seƫngs > StaƟc Routes tab, add staƟc routes.

It is recommended that a network administrator who understands the topology of the network adds staƟc routes.

To add a staƟc route, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > StaƟc Routes tab. ExisƟng routes display.
2. Select Add New. The Add New StaƟc Route dialog displays.
3. Complete the following fields:

Interface: Select the network interface that is affected by this route.
Host-Only: Select to add a staƟc route to an individual host.
DesƟnaƟon: Enter the prefix of the desƟnaƟon network. For example, enter 192.168.10.0. The DesƟnaƟon field
is required to complete.
Subnet Mask: Enter a valid network mask. For example, enter 255.255.255.0. If you selected Host-Only, this field
does not display.
Gateway: Enter the IP address through which the network traffic needs to be routed.

4. Select OK. The changes are saved.

EdiƟng staƟc routes

To edit a staƟc route, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > StaƟc Routes tab. ExisƟng routes display.
2. In the row that includes the route you want to edit, select Edit. The Edit StaƟc Route dialog displays.
3. Edit the informaƟon in the appropriate field, and select OK. The changes are saved.

DeleƟng staƟc routes

To delete a staƟc route, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > StaƟc Routes tab. ExisƟng routes display.
2. In the row that includes the route you want to delete, select Delete. The Delete StaƟc Route dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The staƟc route is removed.

Configuring DNS seƫngs

From AdministraƟon > System > Network Seƫngs > Domain Name Service tab, configure domain name service (DNS)
seƫngs.

To configure DNS seƫngs, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > Domain Name Service tab. Current DNS seƫngs display.
2. Enter or modify DNS seƫngs in any of the following fields:

Host Name: Enter the hostname of the system.
Domain Name: Enter the name of the domain in which the system is located.
Search Domain Name: Enter a local domain name that the system will use to complete unqualified hostnames
(hostnames without a domain name) during DNS resoluƟon.
DNS Server 1, 2, and 3: Enter the IP address(es) of a DNS server.

3. Select Save.
4. Clear the informaƟon in the DNS fields by selecƟng Clear DNS.

Specifying tuning parameters



From AdministraƟon > System > Network Seƫngs > Tuning Parameters tab, specify transmission control protocol (TCP)
parameters.

To specify tuning parameters, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > Tuning Parameters tab.
2. Enter values in any of the following tuning parameter fields:

Idle ConnecƟon Timeout: Specify the number of seconds before an inacƟve TCP connecƟon closes.
Idle ConnecƟon Probing Frequency: Specify the interval in seconds between scanning for idle connecƟons.
Idle ConnecƟon Probing Retries: Specify the number of Ɵmes the system retries a probe.

3. Select Save.

Blocking IP addresses

From AdministraƟon > System > Network Seƫngs > IP Blocking tab, specify specific IP addresses for which you want to deny
access to the server.

To block an IP address, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > IP Blocking tab. The IP addresses that have been blocked display.
2. Select Block Address. The Block IP Address dialog displays.
3. In the IP Address field, enter a valid IP address, and select OK.

Blocking ranges of IP addresses

From AdministraƟon > System > Network Seƫngs > IP Blocking tab, specify a range of IP addresses for which you want to
deny access to the server.

To block a range of IP addresses, perform the following steps.

1. Go to AdministraƟon > System > Network Seƫngs > IP Blocking tab. The IP addresses that have been blocked display.
2. Select Block Range. The Block IP Address Range dialog displays.
3. Complete the following fields:

Start IP Address: Enter a valid IP address that starts the range to block.
End IP Address: Enter a valid IP address that ends the range to block.

4. Select OK.

Date and Time

From AdministraƟon > System > Date and Time, change the system seƫngs for date and Ɵme, Ɵme zone, and automaƟc Ɵme
synchronizaƟon.

Configuring system date and Ɵme

The system Ɵme parameter uses the 24-hour format.

To configure date and Ɵme seƫngs, perform the following steps.

1. Go to AdministraƟon > System > Date and Time. The Date/Time tab displays.
2. On the calendar, select the correct month and day.
3. From the System Time dropdown lists, select the correct hour and minutes, respecƟvely.
4. Select Save.

Seƫng Ɵme zones

To set the system Ɵme zone, perform the following steps.

1. Go to AdministraƟon > System > Date and Time > Time Zone tab.
2. From the Time Zone dropdown list, select the correct Ɵme zone.
3. Select Save.

Configuring Ɵme synchronizaƟon

From AdministraƟon > System > Date and Time > SynchronizaƟon tab, turn on and configure Ɵme synchronizaƟon.



Time synchronizaƟon uses the network Ɵme protocol (NTP). By default, the server is configured to get the Ɵme from a server
returned by ntp.ubuntu.com. This means that the system must be able to access the internet. Some customer sites may
have their own local or internal NTP server. If you use your own server, modify the Ɵme server address.

In instances where the internal clock deviates from the network Ɵme, the soŌware is designed to iniƟate an automaƟc
synchronizaƟon. However, if the Ɵme discrepancy extends to several hours or days, the automaƟc synchronizaƟon feature
may not acƟvate. Under such circumstances, it is recommended to manually adjust the internal clock to closely align with the
current Ɵme.

It is only recommended to turn off (clear the Enabled checkbox) automaƟc Ɵme synchronizaƟon if the site blocks external IP
connecƟons to the Ɵme server, prevenƟng synchronizaƟon, and no local or internal Ɵme server is available. If the site blocks
external IP connecƟons to the Ɵme server and a local or internal Ɵme server is available, then it is highly recommended to
change the Ɵme server address to that available server. Otherwise, over Ɵme, the clock could shiŌ too far and deviate from
the rest of the network servers.

To configure Ɵme synchronizaƟon, perform the following steps.

1. Go to AdministraƟon > System > Date and Time > SynchronizaƟon tab.
2. Select Enabled to turn on automaƟc Ɵme synchronizaƟon.
3. In the Time Servers field, enter the IP address or hostname (DNS must be set) of one or more NTP servers. Separate

addiƟonal NTP server addresses with a space aŌer each address.
4. Select Save.
5. Select Synchronize. The Ɵme synchronizaƟon process completes.

CerƟficates

From AdministraƟon > System > CerƟficates, manage cerƟficates in the system by performing the following tasks:

View exisƟng registered cerƟficates for the system, and request new cerƟficates on the My CerƟficates tab.
View cerƟficates for remote applicaƟons or systems on the Peer CerƟficates tab.
View intermediate cerƟficates cerƟfied by a trusted cerƟficate authority (CA) on the OrganizaƟon CerƟficates tab.
View all root CA cerƟficates installed on the system on the Root CerƟficates tab.
Import and export cerƟficates and delete cerƟficates from all tabs. The steps for performing these tasks are the same
regardless of the type of cerƟficate.

RequesƟng new cerƟficates

From AdministraƟon > System > CerƟficates > My CerƟficates tab, view all the registered cerƟficates used for the system.
One default cerƟficate is always created during system installaƟon.

At least one cerƟficate is required for the system, but you may use one global cerƟficate for all the secure applicaƟons, such
as the Web Service, DICOM Service, and HL7 Service. If you want to use different cerƟficates for each applicaƟon, import the
cerƟficates or request a new cerƟficate.

When you request a new cerƟficate, determine the type of cerƟficate you want:

Self-signed cerƟficates do not require signature by a CA organizaƟon.
CA-signed cerƟficates require signature by a CA organizaƟon.

To request a new cerƟficate, perform the following steps.

1. Go to AdministraƟon > System > CerƟficates. The My CerƟficates tab displays exisƟng registered cerƟficates for the
system. Self-signed cerƟficates display in the CerƟficate secƟon, and CA cerƟficates display in the CerƟficate Signing
Request secƟon.

2. Select Request New. The Request New - CerƟficate Type dialog displays.
3. Select the type of cerƟficate signing method, and then select Next. The Request New - Private Key dialog displays. If you

need to return to a previous page, select Previous.
4. Select the length of the private key, and then select Next. The Request New - CerƟficate Detail dialog displays.
5. Complete the following required fields:

Common Name
Country
State/Province
OrganizaƟon
Email Address
Valid Period (Years)

6. Select Next. The Request New - Review dialog displays.



7. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the
informaƟon, and then selecƟng Review in the leŌ pane. The Request New - Review dialog displays.

8. Review the informaƟon you entered, and select Finish.
A confirmaƟon dialog displays.
A self-signed cerƟficate is automaƟcally signed and registered for this system, and it displays in the CerƟficate
secƟon. This cerƟficate is also available for all the secure applicaƟons to use for secure communicaƟon; however,
you need to specify the cerƟficate on the configuraƟon page for each applicaƟon.
A CA cerƟficate displays in the CerƟficate Signing Request secƟon and requires signature by the CA organizaƟon.
Refer to the procedure for Commiƫng new CA cerƟficates.

Commiƫng new CA cerƟficates

AŌer you request a CA cerƟficate, a CerƟficate Signing Request (CSR) is generated. Export the CSR file to your local drive, and
then submit it to your signing authority. Refer to the procedure for ExporƟng cerƟficates. Complete the cerƟficate generaƟon
process by uploading and commiƫng the CA cerƟficate and intermediate CA bundle, if applicable.

To commit a CA cerƟficate, perform the following steps.

This procedure assumes you have completed the process for obtaining a signature for the CA cerƟficate.

1. Go to AdministraƟon > System > CerƟficates > My CerƟficates tab.
2. In the CerƟficate Signing Request secƟon, select Commit next to the cerƟficate you want to upload and commit. The

Commit dialog displays.
3. Upload the appropriate cerƟficate by selecƟng Choose File, selecƟng the file, and selecƟng Open.
4. Select Import. The cerƟficate file is imported and displays in the CerƟficate secƟon of the My CerƟficates tab.

Viewing details of cerƟficates

From AdministraƟon > System > CerƟficates, view the details of cerƟficates that are located on the tabs for My CerƟficates,
Peer CerƟficates, OrganizaƟon CerƟficates, and Root CerƟficates.

To view the details of a cerƟficate, perform the following steps.

1. Go to AdministraƟon > System > CerƟficates, and select the tab that includes the cerƟficate of which you want to view
the details.

2. In the row that includes the cerƟficate you want to view, select View. The CerƟficate dialog displays the Basic tab,
which includes high-level informaƟon of the cerƟficate.

3. View addiƟonal cerƟficate details by selecƟng either of the following tabs:
Detailed: View specific details, including version and serial number.
Content: View cerƟficate content.

4. Select Close. The main tab redisplays.

ImporƟng cerƟficates

From AdministraƟon > System > CerƟficates, import cerƟficate files, private key files, intermediate CA cerƟficate bundle files,
CA files, and root cerƟficate files on the tabs for My CerƟficates, Peer CerƟficates, OrganizaƟon CerƟficates, and Root
CerƟficates.

It is required to import a cerƟficate file and private key file. If the cerƟficate is generated from an intermediate cerƟficate, you
must import the intermediate CA bundle file.

To import a cerƟficate file, perform the following steps.

1. Go to AdministraƟon > System > CerƟficates, and select the tab where you want to import a cerƟficate file.
2. Select Import. The Import dialog displays opƟons for uploading files, such as CerƟficate, Private Key, and Intermediate

Bundle, based on the tab where you selected Import.
3. For the appropriate file type, select Choose File, select the file, and then select Open.
4. Select Import. The file is imported and displays in the list.

ExporƟng cerƟficates

When you export a cerƟficate, the files are bundled into a .zip folder that you are able to save to your local workstaƟon.

For a cerƟficate, the .zip folder includes the cerƟficate and private key files.
For a cerƟficate signing request, the .zip folder includes only the cerƟficate signing request file.



From AdministraƟon > System > CerƟficates, export cerƟficates that are located on the tabs for My CerƟficates, Peer
CerƟficates, OrganizaƟon CerƟficates, and Root CerƟficates.

To export a cerƟficate, perform the following steps.

1. Go to AdministraƟon > System > CerƟficates, and select the tab from which you want to export a cerƟficate.
2. In the row that includes the cerƟficate you want to export, select Export. The files are generated and saved in a .zip

folder.
3. Save the .zip folder to your local workstaƟon as needed.

DeleƟng cerƟficates

From AdministraƟon > System > CerƟficates, delete cerƟficates that are located on the tabs for My CerƟficates, Peer
CerƟficates, OrganizaƟon CerƟficates, and Root CerƟficates.

To delete a cerƟficate, perform the following steps.

1. Go to AdministraƟon > System > CerƟficates, and select the tab that includes the cerƟficate you want to delete.
2. In the row that includes the cerƟficate you want to delete, select Delete. The Delete CerƟficate dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The cerƟficate is removed.

Working with peer cerƟficates

From AdministraƟon > System > CerƟficates > Peer CerƟficates tab, view all the cerƟficates of remote applicaƟons or
systems with which the local secure applicaƟons communicate. The cerƟficates listed in this category may be referenced by
DICOM remote applicaƟon enƟƟes (AEs) for secure DICOM transfers or referenced by HL7 peers for secure HL7 transfers.

It is not mandatory for remote applicaƟons or systems to have registered cerƟficates for the local secure applicaƟons to
establish a secure connecƟon with them. If both the remote cerƟficates and the local cerƟficates are issued from the same CA
intermediate cerƟficate and the intermediate cerƟficate is registered in the OrganizaƟon CerƟficates category, then the
remote cerƟficates do not need to be imported and registered in the Peer CerƟficates category.

From the Peer CerƟficates tab, perform the following tasks:

View peer cerƟficate details.
Import peer cerƟficates and intermediate bundles.
Export peer cerƟficates.
Delete peer cerƟficates.

Working with organizaƟon cerƟficates

From AdministraƟon > System > CerƟficates > OrganizaƟon CerƟficates tab, view all the trusted CA intermediate cerƟficates
registered in the system.

A peer cerƟficate issued by a trusted CA intermediate cerƟficate does not need to be explicitly registered to be able to
establish a secure connecƟon with this system. For example, if a cerƟficate listed in the My CerƟficates category is issued by a
CA intermediate cerƟficate, aŌer imporƟng the intermediate cerƟficate together with the cerƟficate from the My CerƟficates
category, you may also import this intermediate cerƟficate into the OrganizaƟon CerƟficates category. In this situaƟon, all the
cerƟficates issued by this intermediate cerƟficate are considered trusted. If a remote AE with the same intermediate
cerƟficate tries to iniƟate a secure DICOM connecƟon with a local AE, then the cerƟficate of this remote AE is not required to
be listed in the Peer CerƟficates category.

From the OrganizaƟon CerƟficates tab, perform the following tasks:

View organizaƟon cerƟficate details.
Import organizaƟon CA files.
Export organizaƟon cerƟficates.
Delete organizaƟon cerƟficates.

Working with root cerƟficates

From AdministraƟon > System > CerƟficates > Root CerƟficates tab, view all cerƟficates that idenƟfy the root CA.

The system is installed with a default list of root cerƟficates, but you may import addiƟonal root cerƟficates as necessary.

From the Root CerƟficates tab, perform the following tasks:



View root cerƟficate details.
Import root cerƟficate files.
Export root cerƟficates.
Delete root cerƟficates.

Web Server

The default communicaƟon protocol used by the web server is the secure HTTPS.

Assigning cerƟficates to web servers

From AdministraƟon > System > Web Server, assign a cerƟficate to be used by the web server.

CerƟficates that may be assigned to the web server must be added to the My CerƟficates category from AdministraƟon >
System > CerƟficates. Refer to RequesƟng new cerƟficates.

To assign a cerƟficate to the web server, perform the following steps.

1. Go to AdministraƟon > System > Web Server.
2. From the CerƟficate dropdown list, select the cerƟficate to assign to the web server, and select Save.
3. Restart the web server for changes to take effect. Be aware that all the users will be signed out during the restart

process.

Proxy Seƫngs

Features, such as automaƟc soŌware upgrades, security and firmware updates, and ASTRA services, require internet access. If
internet access requires a proxy server, then add the proxy seƫngs from AdministraƟon > System > Proxy Seƫngs.

Configuring proxy server seƫngs

From AdministraƟon > System > Proxy Seƫngs, configure proxy seƫngs for the web server.

To configure the proxy server, perform the following steps.

1. Go to AdministraƟon > System > Proxy Seƫngs.
2. In the Proxy Server secƟon, complete the following fields:

Host Address: Enter the IP address of the proxy server.
Port: Enter the listening port of the proxy server.
Requires AuthenƟcaƟon: Select to designate whether the proxy server requires authenƟcaƟon.

3. If the proxy server requires authenƟcaƟon, then in the Proxy AuthenƟcaƟon secƟon, complete the following fields:
Username: Enter the username that will access the proxy server.
Password: Enter the password for accessing the proxy server.

4. Select Save.

Distributed Worklist

From AdministraƟon > System > Distributed Worklist, create a community of PACS appliance servers to streamline the
process of transferring and viewing radiology studies among the AEs that are local to each PACS server in the community.

For example, a healthcare organizaƟon may have several facility locaƟons, such as a hospital and a clinic, each with its own
PACS system and its own physicians who read radiology studies. CreaƟng a community of local AEs allows physicians to
transfer paƟent studies from one AE to another AE in the community that is in closer proximity for ease of reading studies.

InviƟng PACS servers to an AE community

From AdministraƟon > System > Distributed Worklist > Membership tab, create a community of PACS appliance servers by
inviƟng other PACS servers to your community. Then from the Community AEs tab, each acƟve PACS server adds its local AEs
to the community.

Only one AE community can exist at a Ɵme on a PACS server, but the community may include an unlimited number of local
AEs.

To invite a PACS server to an AE community, perform the following steps.

1. Go to AdministraƟon > System > Distributed Worklist > Membership tab. Any PACS servers that are part of the
community display with the status AcƟve.



2. Select Invite, and complete the following fields:
Site Name: Enter a descripƟve name for the site or PACS system that you want to invite to the AE community.
Host ID Address: Enter a valid IP address of the PACS appliance that you want to invite to the community.

3. Select Send.
The invited PACS displays in the Membership list, and the Status field displays InviƟng.
Next to the Status of the invited PACS, the Accept Invite opƟon displays.

4. From the interface of the invited PACS, in the row that includes the invited PACS, select Accept Invite. The PACS server
is added to the community, and the Status field displays AcƟve.

5. Select Refresh to update the list of PACS in the community and the Heartbeat Ɵmestamp, which indicates the last Ɵme
the PACS checked in and may represent whether it is accessible.

Adding AEs to an exisƟng community

AŌer an AE community has been created, each invited PACS server adds its local AEs to the community from AdministraƟon >
System > Distributed Worklist > Community AEs tab. An AE must be added from AdministraƟon > DICOM > ApplicaƟon
EnƟƟes before it can be added to an exisƟng community. When an AE that is not local to your system is added to a
community, then that AE Ɵtle is automaƟcally added as a remote AE to your system and displays from AdministraƟon >
DICOM > ApplicaƟon EnƟƟes > Remote tab.

To add an AE to the exisƟng AE community, perform the following steps.

1. Go to AdministraƟon > System > Distributed Worklist > Community AEs tab. AEs that are part of the community
display. AEs that are local to your system display with a Remove opƟon next to it.

2. From the AE dropdown list, select an AE, and then select Add. The AE displays in the Community AEs list with a
Remove opƟon next to it.

3. Select Refresh to update the list of AEs in the community.

Removing AEs from an exisƟng community

From AdministraƟon > System > Distributed Worklist > Community AEs tab, remove a local AE from the AE community. You
can only remove an AE from a community if that AE is local to your PACS appliance system. Removing an AE from the
community does not remove the local AE from your system.

To remove a local AE from an exisƟng community, perform the following steps.

1. Go to AdministraƟon > System > Distributed Worklist > Community AEs tab.
2. In the row that includes the local AE that you want to remove, select Remove. The AE is removed from the community.
3. Select Refresh to update the list of AEs in the community.

Distributed Worklist

From Studies > Distributed Worklist, view the PACS servers that are parƟcipaƟng in an AE community, and view a list of
current (unread) studies that are located on the local AEs that have been added to the exisƟng AE community.

If an AE community has not been created, then the Studies > Distributed Worklist will be empty.

To create an AE community, go to AdministraƟon > System > Distributed Worklist > Membership tab.

Transferring studies to AEs in an AE community

From Studies > Distributed Worklist, send current studies to AEs in your AE community. If an AE community has not been
created, then the Distributed Worklist will be empty.

If you want to transfer a study to a locaƟon, such as a remote AE or an ASTRA™ peer, that is not part of an AE community, go
to Studies > Study Search.

To transfer a study to an AE in your AE community, perform the following steps.

1. Go to Studies > Distributed Worklist. The PACS servers that are part of the AE community display.
2. Expand the list of studies to find the study that you want to transfer to an AE in the community.
3. Select the row of the study, and from the Transfer dropdown list, select the AE to which to transfer the study, and then

select Send.

View the studies from an image viewer.

NoƟficaƟon Service



From AdministraƟon > System > NoƟficaƟon Service, manage methods for delivering system messages and maintain
recipient records by performing the following tasks:

Add users who need to receive system noƟficaƟons, and modify and delete recipient records on the Recipients tab.
Specify message delivery methods on the ConfiguraƟon tab.
Configure an SMTP server on the SMTP Server tab.

The PACS appliance provides two separate mechanisms for delivering system noƟficaƟons to users. The system can either be
configured to send email messages and/or SMS noƟficaƟons through the Candelis ASTRA™ Cloud-based service or to send
email noƟficaƟons only by connecƟng directly to an external SMTP server.

To turn on ASTRA noƟficaƟons, the system must be licensed and registered with ASTRA. To
prevent unnecessary or unintended spamming, noƟficaƟons must also be turned on for the
registered account. Contact your sales representaƟve or technical support for more informaƟon.

Adding recipients to receive system noƟficaƟons

From AdministraƟon > System > NoƟficaƟon Service > Recipients tab, add users who need to receive system noƟficaƟons,
which are grouped by topic, such as system administraƟon, connecƟvity, and rouƟng. For each recipient, assign a severity to a
topic noƟficaƟon, which means the user receives noƟficaƟons that meet or exceed that severity.

To add a recipient, perform the following steps.

1. Go to AdministraƟon > System > NoƟficaƟon Service. The Recipients tab displays a list of recipients.
2. Select Add Recipient. The Add New Recipient dialog displays.
3. Complete the following required fields:

Name: Enter the name of the recipient.
Email Address: Enter a valid email address for the recipient.
Phone Number: Enter a valid phone number for the recipient. A phone number is only required when SMS is
configured.

4. In the Severity column dropdown list, select the severity for each noƟficaƟon topic.
5. In the Email column, select whether a topic noƟficaƟon is delivered to the recipient via email message.
6. (OpƟonal) In the SMS column, select whether a topic noƟficaƟon is delivered via SMS.
7. Select OK. The recipient informaƟon is saved.

EdiƟng recipient informaƟon

From AdministraƟon > System > NoƟficaƟon Service > Recipients tab, edit recipient informaƟon.

To edit recipient informaƟon, perform the following steps.

1. Go to AdministraƟon > System > NoƟficaƟon Service. The Recipients tab displays a list of recipients.
2. In the row that includes the recipient record that you want to edit, select Edit. The Edit Recipient dialog displays.
3. Modify the informaƟon in any of the recipient fields or Topic informaƟon in the Severity column or Email column.
4. Select OK. The recipient informaƟon is saved.

DeleƟng recipient records

To delete recipient records, perform the following steps.

1. Go to AdministraƟon > System > NoƟficaƟon Service. The Recipients tab displays a list of recipients.
2. In the row that includes the recipient record that you want to delete, select Delete. The Delete Recipient dialog

displays.
3. Confirm the deleƟon, and select Yes. The record is removed.

Configuring delivery methods for system messages

From AdministraƟon > System > NoƟficaƟon Service > ConfiguraƟon tab, configure delivery methods for sending system
messages to recipients.

To configure delivery methods, perform the following steps.

1. Go to AdministraƟon > System > NoƟficaƟon Service > ConfiguraƟon tab.
2. From the Delivery Method dropdown list, select the desired delivery method, and select Save.



Configuring SMTP servers for system noƟficaƟons

From AdministraƟon > System > NoƟficaƟon Service > SMTP Server tab, configure an SMTP server.

Most external SMTP servers require the system to have a dedicated email account to send
outbound noƟficaƟons. Contact your mail service provider to ensure the system has the proper
credenƟals.

To configure the SMTP server, perform the following steps.

1. Go to AdministraƟon > System > NoƟficaƟon Service > SMTP Server tab, and complete the following fields:
Host Address: Enter a valid host address for the SMTP server.
Port: Enter the listening port for the SMTP server.
Username: Enter the username for the email account used to connect to the SMTP server.
Password: Enter the password for the email account used to connect to the SMTP server.
Email Sender: Enter an email address that will display for recipients of the email messages.
Use SSL/TLS: Select to use a secure connecƟon when connecƟng to the SMTP server.

2. Select Save.
3. Clear the informaƟon in the fields by selecƟng Reset.
4. Send a test email message by selecƟng Send Test Email.

ApplicaƟons Seƫngs

From AdministraƟon > System > ApplicaƟons Seƫngs, configure the general and remote access seƫngs for the Plaƞorm
Service, turn on veterinary mode, and configure the Viewer applicaƟon API.

Configuring seƫngs for Plaƞorm Service

From AdministraƟon > System > ApplicaƟons Seƫngs > ImageGrid Plaƞorm Service tab, configure the general and remote
access seƫngs for the Plaƞorm Service.

Consider the following when working with the listening interface:

The listening interface will be updated automaƟcally if it is or becomes part of a bonded interface.
If the Plaƞorm Service is listening on an interface and that interface is used to create a bonded interface, then the
seƫng will be changed automaƟcally.
If the Plaƞorm Service is listening on a bonding interface and that interface is destroyed, then the seƫng will be
changed automaƟcally to All (0.0.0.0).

Saving changes to Plaƞorm Service seƫngs requires restarƟng the Plaƞorm Service. This restart will automaƟcally sign out all
users of the viewer or RIS. Studies that are downloaded to workstaƟons will need to be downloaded again.

To configure Plaƞorm Service seƫngs, perform the following steps.

1. Go to AdministraƟon > System > ApplicaƟons Seƫngs. The ImageGrid Plaƞorm Service tab displays.
2. In the General Seƫngs secƟon, from the Listening Interface dropdown list, select the interface where the service will

be listening for incoming connecƟons.
3. In the Remote Access Seƫngs secƟon, complete the following fields:

Allow Remote Access: Select to allow access to the Plaƞorm products for remote users, such as referring
physician viewers.
External Port: Enter the port that is reachable from the public side of an organizaƟon firewall.
External IP Address: Enter the IP address that is reachable from the public side of an organizaƟon firewall.

4. Select Save. The Save Seƫngs and Restart Plaƞorm Service dialog displays.
5. Confirm that you want to restart the Plaƞorm Service, and select Yes.

Turning on veterinary mode

From AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab, turn on veterinary mode to display
veterinary-specific fields in search results and other informaƟon for paƟents and study records. When veterinary mode is
turned on, users must sign out of the system, and then sign in to see the changes.

To turn on veterinary mode, perform the following steps.

1. Go to AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab.
2. Select Enable Veterinary Mode, and then select Save. A message displays confirming the configuraƟon changes are

saved.



Configuring API for Viewer applicaƟons

From AdministraƟon > System > ApplicaƟons Seƫngs > API ConfiguraƟon tab, configure which Viewer applicaƟon, such as
ImageGrid Universal Plaƞorm Viewer or ImageGrid Universal Viewer, displays when users sign in to a Viewer applicaƟon.

1. Go to AdministraƟon > System > ApplicaƟons Seƫngs > API ConfiguraƟon tab.
2. From the Viewer ApplicaƟon dropdown list, select the Viewer to display when users sign in to a Viewer applicaƟon.
3. Select Save. A message displays confirming the API configuraƟon changes are saved.

License and RegistraƟon

From AdministraƟon > System > License and RegistraƟon, view and update license informaƟon.

Physical appliances are shipped to customers pre-installed and licensed, but virtual systems that are installed by customers
require a license before use. When customers purchase new licensable features or when other licensable items require a
change, a new license is needed. The following methods are used to obtain the license file.

If the system has access to the internet, the license will be available on the soŌware upgrade server at
upgrade.candelis.com. Customers are able to check whether the license is available and download it automaƟcally.

If the system does not have access to the internet, tech support provides a license file via email to customers.
Customers are able to upload the license file, save the license file locally, and then upload the license.

Viewing licenses

The View License tab displays license informaƟon, such as system model, serial number, and the unique device idenƟfier
(UDI). If no license informaƟon displays, contact technical support.

To view license informaƟon, perform the following steps.

1. Go to AdministraƟon > System > License and RegistraƟon. The View License tab displays the specific license
informaƟon.

2. Filter the license items that display by entering some text in the Filter field.

UpdaƟng licenses

From the Update License tab, change or update the license. For example, if your soŌware has been updated, then you need
to upload a new license file.

To update a license for a system with internet access, perform the following steps.

1. Go to AdministraƟon > System > License and RegistraƟon > Update License tab.
2. Select Get New License. The system checks the upgrade server for an available license and automaƟcally downloads

the license.

To update a license for a system without internet access, perform the following steps.

The following steps assume that you have already received a license file from technical support and that you have saved the
license file to your local system.

1. Go to AdministraƟon > System > License and RegistraƟon > Update License tab.
2. Select Choose File, browse to the license file that you saved locally, and select Open.
3. Select Update. The system automaƟcally uploads the license. Some services will be restarted for the changes to take

effect.

Security NoƟces

From AdministraƟon > System > Security NoƟces, view the list of common vulnerability exposures (CVE) that are addressed
by the security updates currently installed on the server. Security updates are provided monthly (or as needed) at the
soŌware repository located at upgrade.candelis.com.

When a security patch is applied to the system, its CVE number is recorded in the database, enabling you to search for
security noƟces by the CVE number.

Searching for security noƟces

To search for security noƟces, perform the following steps.



1. Go to AdministraƟon > System > Security NoƟces. The list of security noƟces displays by CVE number.
2. In the Search field, enter a specific or parƟal CVE number or filter term, and then select Search. The results that match

your search display.
3. Browse through the list of noƟces by performing any of the following tasks:

Go to a specific page of results by selecƟng the page number from the Page dropdown list.
Go to the previous or next page of results by selecƟng the corresponding arrow next to the Page dropdown list.

4. Clear a search or filter term by selecƟng Clear.

Viewing details of security noƟces

To view details of a security noƟce, perform the following steps.

1. Go to AdministraƟon > System > Security NoƟces, and search for a security noƟce. The results that match your search
display.

2. In the row that includes the noƟce of which you want to view the details, select the corresponding link in the Reference
column. The noƟce opens in a separate webpage.

ConfiguraƟon Backup

From AdministraƟon > System > ConfiguraƟon Backup, create and restore the system configuraƟon, including, but not
limited to, the following seƫngs:

System network seƫngs
DICOM seƫngs and applicaƟon enƟƟes
RouƟng/prefetching/posƞetching policies
HL7 peers and data mappings
ASTRA peers
Archive and backup seƫngs

ExporƟng system configuraƟon seƫngs

From AdministraƟon > System > ConfiguraƟon Backup > Export ConfiguraƟon tab, export current configuraƟon seƫngs.

The configuraƟon backup mechanism is specific both to the version of the PACS appliance soŌware present on the system
and to the current configuraƟon seƫngs. To ensure ongoing compaƟbility of the configuraƟon backup, it should be
performed immediately aŌer either an upgrade (to a later version of the PACS appliance soŌware) or subsequent to any
changes to the configuraƟon seƫngs. Note that neither paƟent data nor study data are exported as part of the configuraƟon
backup.

To export the configuraƟon seƫngs, perform the following steps.

1. Go to AdministraƟon > System > ConfiguraƟon Backup. The Export ConfiguraƟon tab displays.
2. Select Export. The configuraƟon informaƟon is generated and automaƟcally downloaded to your computer.

ImporƟng backup configuraƟon files

From AdministraƟon > System > ConfiguraƟon Backup > Import ConfiguraƟon tab, import a backup configuraƟon file.

Only a configuraƟon backup from the same version of this PACS appliance should be used for restoring configuraƟon seƫngs.
ImporƟng an invalid configuraƟon may result in incorrect system behavior.

To import a backup configuraƟon file, perform the following steps.

1. Go to AdministraƟon > System > ConfiguraƟon Backup > Import ConfiguraƟon tab.
2. Select Choose File, select the file, and then select Open.
3. Select Import. The configuraƟon file is imported. Some of the services will restart for the changes to take effect.

Hardware Monitoring

The PACS appliance soŌware can be installed either on a physical hardware (an appliance) or on a virtual machine.

When the product soŌware is installed on a physical appliance, go to AdministraƟon > System > Hardware Monitoring to
view the current state of various hardware components. When the product soŌware is installed on a virtual machine,
hardware monitoring is not available, and the Hardware Monitoring module does not display.

Viewing hardware components



To view hardware components on a physical appliance, perform the following steps.

1. Go to AdministraƟon > System > Hardware Monitoring.
2. View hardware informaƟon by selecƟng one of the following tabs:

Sensors: View temperature, fan speed, and the status of power supplies.
RAID Device: View the current state of the RAID controller(s), virtual disks, and physical drives.
UPS Device: Only available on certain models. View basic UPS values obtained from a UPS connected through
USB to the server.

Audit Trail

From AdministraƟon > System > Audit Trail, configure the seƫngs for archiving and exporƟng audit trail records.

Configuring seƫngs for archiving audit trail records

From AdministraƟon > System > Audit Trail > Archive tab, determine when audit trail records are automaƟcally archived.

To configure seƫngs for archiving audit trail records, perform the following steps.

1. Go to AdministraƟon > System > Audit Trail. The Archive tab displays.
2. Complete the following fields:

Auto Archive Trigger Threshold: Enter a threshold value that when the number of online audit records exceeds
this value, the audit trail archive operaƟon will start at midnight.
Minimum Online Count: Enter the number of audit records to be retained online.

3. Select Save. A message displays confirming the configuraƟon is saved.

Configuring seƫngs for exporƟng audit trail records

From AdministraƟon > System > Audit Trail > Remote Syslog tab, configure seƫngs for exporƟng audit trail records to a
remote system using the standard syslog protocol.

To configure seƫngs for exporƟng audit trail records, perform the following steps.

1. Go to AdministraƟon > System > Audit Trail > Remote Syslog tab.
2. Complete the following fields:

Enable: Select to turn on the audit trail syslog export service.
Transport Mechanism: Select the syslog protocol, such as UDP, TCP, or TLS 1.2.
Remote Syslog Host: Enter a valid IP address of the remote syslog server.
Remote Syslog Port: Enter a valid port number of the remote syslog server.
Secure Transfer CerƟficate: If TLS 1.2 is selected as the transport mechanism, then select a cerƟficate for the
local syslog client. The cerƟficate must be added from AdministraƟon > CerƟficates > My CerƟficates category.
Record Submission Policy: Choose whether to submit audit trail messages in batches at scheduled Ɵmes or in
real Ɵme. SelecƟng the real-Ɵme submission opƟon may impact performance of the system.
Scheduled Time: Select the Ɵme when the audit trail export starts on the scheduled days.
Scheduled Days: Select one or more days when the audit trail export is acƟve.

3. Select Save. A message displays confirming the configuraƟon is saved.
4. Clear the archive configuraƟon seƫngs by selecƟng Reset.

Mail Service

From AdministraƟon > System > Mail Service, configure seƫngs for incoming and outgoing mail service.

Configuring mail service

To configure the mail service, perform the following steps.

1. Go to AdministraƟon > System > Mail Service. The ConfiguraƟon tab displays.
2. In the Digital Signatures secƟon, configure digital signatures by compleƟng the following fields:

Enable: Select to turn on digital signatures.
My CerƟficate: Select a cerƟficate for the digital signature. The cerƟficate must be added from AdministraƟon >
CerƟficates > My CerƟficates category.
Digest Algorithm: Select the algorithm to use.

3. In the EncrypƟon secƟon, configure encrypƟon by compleƟng the following fields:
Enable: Select to turn on encrypƟon.
My CerƟficate: Select a cerƟficate for the encrypƟon. The cerƟficate must be added from AdministraƟon >
CerƟficates > My CerƟficates category.



Peer CerƟficate: Select a peer cerƟficate. The cerƟficate must be added from AdministraƟon > CerƟficates >
Peer CerƟficates category.
EncrypƟon Algorithm: Select the encrypƟon algorithm to use.

4. In the Return Receipts secƟon, configure mail receipt noƟficaƟons by compleƟng the following fields:
Enable: Select to turn on return receipts.
When Sending Mail: Select whether to never request or always request a receipt when sending mail.
When Receiving Mail: Select whether to never send or always send a return receipt when receiving mail.

5. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring incoming mail server

To configure the incoming mail server, perform the following steps.

1. Go to AdministraƟon > System > Mail Service > Incoming Mail Server tab.
2. Complete the following fields:

Protocol: Enter the protocol, such as POP or SMTP, used for the mail service.
Host Name: Enter the hostname of the incoming mail server.
Port: Enter the listening port for the incoming mail server.
Username: Enter the username for the email account used to connect to the incoming mail server.
Password: Enter the password used to access the incoming mail server.
Security: Enter the security service, such as SSL/TSL, used for the incoming mail server.

3. Select Save. A message displays confirming the configuraƟon changes are saved.
4. Clear the configuraƟon seƫngs by selecƟng Clear.

Configuring outgoing mail server

To configure the outgoing mail server, perform the following steps.

1. Go to AdministraƟon > System > Mail Service > Outgoing Mail Server tab.
2. Complete the following fields:

Protocol: Enter the protocol, such as POP or SMTP, used for the mail service.
Host Name: Enter the hostname of the outgoing mail server.
Port: Enter the listening port for the outgoing mail server.
Username: Enter the username for the email account used to connect to the outgoing mail server.
Password: Enter the password used to access the outgoing mail server.
Security: Enter the security service, such as SSL/TSL, used for the outgoing mail server.

3. Select Save. A message displays confirming the configuraƟon changes are saved.
4. Clear the configuraƟon seƫngs by selecƟng Clear.

SoŌware Updates

From AdministraƟon > System > SoŌware Updates, view the status of soŌware updates on your system, and download and
install available updates.

Installing soŌware updates

When the system is up to date, the opƟons to Download Updates and Install Updates are not available to select.

To install soŌware updates, perform the following steps.

1. Go to AdministraƟon > System > SoŌware Updates. The Status tab displays the current status of soŌware updates
available for download.

2. Select Download Updates. The Download Updates dialog displays.
3. From the dropdown list, select the type of update you want to install, and then select OK. A message displays

confirming that updates have been downloaded and are ready to be installed.
4. Select Install Updates. The Install Updates dialog displays.
5. Select when you want the updates to be installed, and select OK. The updates install based on your selecƟon.

Shutdown

From AdministraƟon > System > Shutdown, remotely reboot or turn off the system remotely by selecƟng one of the
following opƟons:

Reboot: Reboot the system.
Shutdown: Turn off the system.



DICOM

DICOM® (Digital Imaging and CommunicaƟons in Medicine) is the internaƟonal standard for medical images and related
informaƟon. It defines the formats for medical images that can be exchanged with the data and quality necessary for clinical
use.

From AdministraƟon > DICOM, access the following modules:

ApplicaƟon EnƟƟes - Define and maintain local and remote applicaƟon enƟƟes (AEs).
DICOM Services - Configure DIMSE server seƫngs for the DICOM Service.
Assisted Rendering - Define and maintain policies for assisted rendering.
RouƟng Policies - Define and maintain policies for rouƟng incoming studies to other remote AEs.
Prefetching Policies - Define and maintain prefetching policies, and configure the seƫngs for prefetching jobs.
Posƞetching Policies - Define and maintain posƞetching policies.
Tag Morphing Policies - Define and maintain tag morphing policies, and configure seƫngs for anonymizaƟon.
DICOM Mapping Policy - Define inbound and outbound DICOM mapping policies.
Availability NoƟficaƟon Policies - Define and maintain policies for availability noƟficaƟons.
Teaching File Policy - Change the default teaching file policy.
Import Service - Define and maintain study import policies, and configure seƫngs for the import jobs.
Study Status - Configure a default status for incoming studies.
Transparent Proxy - Define and maintain transparent proxies.
RT Service - Configure the RadiaƟon Therapy (RT) Service.

ApplicaƟon EnƟƟes

An applicaƟon enƟty (AE) idenƟfies a DICOM-compliant resource that can connect with and exchange images with the PACS
appliance server. DICOM® enƟƟes include modaliƟes, such as EMR and RIS systems, and PACS systems. The PACS appliance
server can accommodate mulƟple local AE Ɵtles that can be used to isolate the storage of DICOM studies received from
modaliƟes or other PACS systems. For the PACS appliance server to communicate with other AEs on the network, the
administrator must define a remote AE for each.

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes, maintain both local and remote AEs by performing the following tasks.

View, add, and edit local AEs on the Local tab.
View, add, edit, and verify AE associaƟons on the Remote tab.

Adding local applicaƟon enƟƟes

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Local tab, add local applicaƟon enƟƟes (AEs). An applicaƟon enƟty has
an applicaƟon enƟty Ɵtle (AET), IP address, and port for DICOM communicaƟon.

Filter the list of local AEs by entering a term in the Filter field. The Local tab displays whether the AE Ɵtle is promiscuous, has
read permissions, and/or has write permissions.

To add a local AE, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes. The Local tab displays.
2. Select Add New. The Local AE - ConfiguraƟon dialog displays.
3. Complete the following fields:

AE Title: Enter a name that will idenƟfy this DICOM applicaƟon to other DICOM applicaƟons on the network.
DescripƟon: Enter a brief descripƟon of the AE.

4. Select Next. The Local AE - Permissions dialog displays. If you need to return to a previous page, select Previous.
5. Determine which applicaƟon enƟƟes can access the studies currently stored in the local applicaƟon enƟty by selecƟng

one of the following opƟons:
Enable Promiscuous Mode: Select to accept associaƟons from any remote AE regardless of whether the AE is
registered with the ImageGrid.
Enable Peer Access Mode: Select to accept associaƟons only from registered remote AEs.
Read Permission/Write Permission: If neither promiscuous mode nor peer access mode is turned on, then grant
read and write access to specific registered remote AEs by adding and removing access manually.

6. Select Next. The Local AE - Study DeleƟon dialog displays.
7. Select Allow Delete OperaƟons to allow studies to be deleted from this local AE, and then select Next. The Local AE -

Advanced dialog displays.
8. From the Peer for Prior Exchange Workflow dropdown list, select the local AE peer for priors exchange. This opƟon

supports the viewer workflow states across peers. If this opƟon is not configured, the viewer workflow will only work
locally.



9. Select Next. The Local AE - Summary dialog displays.
10. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Local AE - Summary dialog displays.
11. Review the configuraƟon, and select Finish. A message displays confirming the addiƟon of the local AE.

EdiƟng local applicaƟon enƟty informaƟon

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Local tab, edit local AE informaƟon.

Filter the list of local AEs by entering a term in the Filter field.

To edit local AE informaƟon, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes. The Local tab displays.
2. In the row that includes the local AE that you want to edit, select Edit. The Local AE - ConfiguraƟon dialog displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Local AE - Summary dialog displays.
4. Review the configuraƟon, and select Finish. A message displays confirming the changes are saved.

DeleƟng local applicaƟon enƟƟes

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Local tab, delete a local AE.

To delete an exisƟng local AE, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes. The Local tab displays.
2. In the row that includes the local AE that you want to delete, select Delete. The Delete Local AE dialog displays.
3. Confirm the deleƟon, and select Yes. A message displays confirming the deleƟon.

Adding remote applicaƟon enƟƟes

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab, add remote applicaƟon enƟƟes (AEs).

Filter the list of remote AEs by entering a term in the Filter field.

To add a remote AE, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab.
2. Select Add New. The Remote AE - ConfiguraƟon dialog displays.
3. Complete the following fields:

AE Title: Enter a name that will idenƟfy this DICOM applicaƟon to other DICOM applicaƟons on the network.
DescripƟon: Enter a brief descripƟon of the AE.
Address: Enter a valid host address for the remote AE.
Port: Enter a valid listening port for the remote AE.
Peer Type: Select the peer type.

4. Select Next. The Remote AE - AssociaƟon OpƟons dialog displays. If you need to return to a previous page, select
Previous.

5. Configure the following associaƟon opƟons:
Calling AE Title: Select the local AE to use as the calling AE Ɵtle for DICOM associaƟons to the remote AE being
configured.
Jobs processing: Select the number of concurrent rouƟng and fetching jobs per route where the remote AE is the
desƟnaƟon. A route is a pair of one local AE and one remote AE. The highest number may not yield best
performance; increase the number gradually and evaluate according to your environment, image types, network
bandwidth and latency, hardware specificaƟons, and peer capabiliƟes.
Transfers: Select Enable Secure Transfer to turn on secure connecƟons, and then from Secure Transfer
CerƟficate, select a cerƟficate for this remote AE that was added from AdministraƟon > System > CerƟficates >
Peer CerƟficates category.

6. Select Next. The Remote AE - Error Handling dialog displays.
7. In the DIMSE Status Code field, enter the code, select Add, and then select Next. The Remote AE - Transfer Syntax

dialog displays.
8. Select Use Encapsulated Transfer Syntax to turn on encapsulated transfer syntaxes, and then select Next. If turned on,

the remote AE will be able to send and receive compressed and uncompressed images. If the opƟon is not turned on,
only uncompressed images will be allowed. The Remote AE - PaƟent IdenƟficaƟon Domain dialog displays.

9. From the dropdown list, select the default paƟent idenƟficaƟon domain that is associated with this remote AE, and
then select Next. The Remote AE - Trusted Node dialog displays.



10. Select Enable Trusted Node to configure this remote AE as a trusted node, and then select Next. If turned on, the
remote AE can overwrite exisƟng paƟent demographic informaƟon in the database based on the latest image received.
The Remote AE - Availability Sensing dialog displays.

11. Select Enable Availability Sensing to turn on availability sensing for this remote AE, and then select Next. If turned on,
the PACS appliance may periodically send C-ECHO requests to the remote AE to check on its availability. The Remote AE
- Storage Commitment dialog displays.

12. Select Enable Storage Commitment to send a storage commitment request to this remote AE when studies are stored
to it, and then select Next. The Remote AE - Ignored SOP Classes dialog displays.

13. Specify SOP classes that the remote AE should ignore, and then select Next. The Remote AE - Workarounds dialog
displays.

14. In the Workaround column, select the appropriate workaround to address issues, such as asynchronous C-MOVE
operaƟons, that may exist for a remote AE, and then select Next. The Remote AE - Summary dialog displays.

15. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the
informaƟon, and then selecƟng Summary in the leŌ pane. The Remote AE - Summary dialog displays.

16. Review the configuraƟon, and select Finish.

EdiƟng remote applicaƟon enƟty informaƟon

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab, edit remote AE informaƟon.

Filter the list of remote AEs by entering a term in the Filter field.

To edit remote AE informaƟon, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab.
2. In the row that includes the remote AE that you want to edit, select Edit. The Remote AE - ConfiguraƟon dialog displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Remote AE - Summary dialog displays.
4. Review the configuraƟon, and select Finish. A message displays confirming the changes are saved.

Verifying associaƟons with remote AEs

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab, verify that associaƟons with a remote AE can be created
and that the server port is correct.

To verify an associaƟon with the remote AE, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab.
2. In the row that includes the remote AE for which you want to verify an associaƟon, select Ping. The Verify Remote AE

ConnecƟvity dialog displays.
3. Verify network connecƟvity by selecƟng Send next to the AE.

Succeeded displays when an associaƟon was established, and both systems can communicate with each other.
Failed displays when an associaƟon was not established.

4. Verify a TCP port address is correct by selecƟng Verify.
5. Select Close.
6. (OpƟonal) If the DICOM ping failed, one of the following issues may be the cause:

Wrong network IP address or port is configured. Verify your network seƫngs, and check the remote AE
configuraƟon on the PACS appliance.
Peer is behind a firewall that is blocking the aƩempt to connect. Contact your network administrator to open the
appropriate ports.
PACS appliance is unknown to the peer. Register the PACS appliance with the peer.
Services on the peer are not running or are having problems. Contact technical support.
PACS appliance and the peer are located on different networks, and no route exists between them. Contact your
network administrator.
Peer is not a DICOM-compliant device.
In certain cases, a DICOM ping will succeed, but the regular ping (ICMP) will fail. This indicates that the peer is
reachable, but only accepts DICOM communicaƟons.

DeleƟng remote applicaƟon enƟƟes

From AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab, delete a remote AE.

To delete an exisƟng remote AE, perform the following steps.

1. Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes > Remote tab.
2. In the row that includes the remote AE that you want to delete, select Delete. The Delete Remote AE dialog displays.



3. Confirm the deleƟon, and select Yes. A message displays confirming the deleƟon.

DICOM Services

From AdministraƟon > DICOM > DICOM Services, configure the following DIMSE server seƫngs:

ConnecƟons
AssociaƟons
Services
Per-associaƟon logging
Updates to paƟent fields

Configuring connecƟons with DIMSE servers

To configure connecƟons with the DIMSE server, perform the following steps.

1. Go to AdministraƟon > DICOM > DICOM Services > ConnecƟon Seƫngs secƟon.
2. Complete the following fields:

Listening Port: Enter a valid inbound port for DICOM® associaƟons. By default, the DICOM Service listens to
incoming connecƟons on port 104.
Secure Listening Port: Enter a valid inbound port for secure DICOM associaƟons.
Secure Transfer CerƟficate: Select a cerƟficate that was added from AdministraƟon > System > CerƟficates >
Peer CerƟficates category.
Maximum PDU Size: Select the maximum data packet size in bytes for transferring studies to other systems
across the network.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring associaƟons with DIMSE servers

To configure associaƟons with the DIMSE server, perform the following steps.

1. Go to AdministraƟon > DICOM > DICOM Services > AssociaƟon Seƫngs secƟon.
2. Complete the following fields:

Maximum Inbound AssociaƟons: Enter the maximum number of inbound associaƟons that may be acƟve at any
given Ɵme.
Idle AssociaƟon Timeout: Select None, or enter a number for the amount of Ɵme in seconds before an idle
associaƟon is released by the system.
SCU Proposed Role: Select the role to be proposed for DICOM associaƟons when the system is acƟng as a service
class user (SCU).
SCP Proposed Role: Select the role to be proposed for DICOM associaƟons when the system is acƟng as a service
class provider (SCP).

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring services for DIMSE servers

To configure services for the DIMSE server, perform the following steps.

Because some modaliƟes do not correctly handle certain types of responses when duplicate
studies are received, it is recommended that the Duplicate Image Handling Policy be set to
Overwrite, Success to avoid any problems with these modaliƟes.

1. Go to AdministraƟon > DICOM > DICOM Services > Service ConfiguraƟon secƟon.
2. Complete the following fields:

Default Character Encoding: Select the default character encoding used to handle associaƟons. This seƫng only
applies when the character set is not explicitly specified in the DICOM dataset.
Duplicate Image Handling Policy: Select one of the following acƟon and response opƟons that the system should
take when duplicate studies are received:

Reject: No duplicate images are allowed. The system returns an error upon receiving a duplicate SOP
instance UID.
Overwrite, Success: Duplicate images overwrite old instances; the server always reports a success to the
sender.
Overwrite, Warning: Duplicate images overwrite old instances; the server always responds to the sender
with a warning.
Ignore, Warning: Duplicate images are ignored and discarded; the server always responds to the sender
with a warning.



Accept Unprocessable Syntaxes: Select to allow images with unprocessable transfer syntaxes, such as MPEG2, to
be accepted and stored.
Send Study Status: Select to include the study status when transferring studies to other PACS appliances and
compaƟble systems.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring per-associaƟon logging for DIMSE servers

To configure per-associaƟon logging for the DIMSE server, perform the following steps.

1. Go to AdministraƟon > DICOM > DICOM Services > Per-AssociaƟon Logging secƟon.
2. Complete the following fields:

Enable: Select to log messages to individual files per associaƟon. Note that only the DICOM Service, MWL
Tracker, and RouƟng/Fetching Service are capable of generaƟng per-associaƟon logs; all services will conƟnue
wriƟng to their default log files.
Keep Logs: Enter the number of days to keep per-associaƟon logs on the file system.
Log Level: Select the logging level to use when wriƟng to per-associaƟon logs.
Remote AE Titles: Select whether to turn on per-associaƟon logs for all remote AE Ɵtles or only for specific AE
Ɵtles.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Turning on trusted node updates to paƟent fields

By default, records that have paƟent data conflicts with exisƟng paƟent records are not automaƟcally updated. When you
turn on the trusted node update opƟon, then paƟent records that have paƟent data conflicts with exisƟng records will be
edited and accepted into the PACS system.

To turn on trusted node updates to paƟent fields, complete the following steps.

1. Go to AdministraƟon > DICOM > DICOM Services > Advanced secƟon.
2. Select Enable Trusted Node Updates to PaƟent Fields.
3. Select Save. A message displays confirming the configuraƟon changes are saved. PaƟent records that have paƟent data

conflicts with exisƟng records are edited and accepted into the PACS system.

Assisted Rendering

From AdministraƟon > DICOM > Assisted Rendering, define and maintain policies for how the PACS appliance will render
DICOM images that are sent to the system. Based on the defined assisted rendering policies, the PACS server renders the raw
images before they are available in the image viewer. With this process, the image viewer is downloading the pre-rendered
images, which saves workstaƟon CPU resources and shortens the image processing Ɵme for the user.

Adding policies for assisted rendering

From AdministraƟon > DICOM > Assisted Rendering, add rendering policies to specify which DICOM images should be pre-
rendered or which SOP instances should be excluded from rendering.

To add a policy for assisted rendering, perform the following steps.

1. Go to AdministraƟon > DICOM > Assisted Rendering. The Policies tab displays exisƟng policies for assisted rendering.
2. Select Add New. The Add Assisted Rendering Policy page displays.
3. In the Policy AƩributes secƟon, complete the following fields:

Policy Name: Enter a name for the policy.
Excluded SOP Class UIDs from Prerendering: Select Edit. Click in the Search field, select one or more SOP classes
to exclude, and then select Close.
Receiving AEs: Select Any Local AE, or specify the local AE.
Source AEs: Select Any Remote AE, or specify the remote AE.
Decision: Select whether to prerender.
Enable Prerendering Non-pending Studies: Select to turn on prerendering for non-pending studies.
Enable Prerendering of Priors: Select to turn on prerendering of prior studies.
Maximum Number of Priors to Prerender: Enter a number.

4. In the Advanced OpƟons secƟon, complete the following fields:
Request Priority: Enter a number that designates the priority of the request.
ApplicaƟon Category: Select an opƟon.

5. Select Save. The assisted rendering policy is added, and the Status column displays Disabled.
6. Turn on the policy you added by selecƟng Enable. The Status column displays Enabled.



EdiƟng policies for assisted rendering

To edit an exisƟng policy for assisted rendering, perform the following steps.

1. Go to AdministraƟon > DICOM > Assisted Rendering. The Policies tab displays exisƟng policies for assisted rendering.
2. In the row that includes the policy that you want to edit, select Edit. The Edit Assisted Rendering Policy page displays.
3. Modify informaƟon in any of the fields, and then select Save.

Turning off policies for assisted rendering

To turn off a policy for assisted rendering, perform the following steps.

1. Go to AdministraƟon > DICOM > Assisted Rendering. The Policies tab displays exisƟng policies for assisted rendering.
2. In the row that includes the policy that you want to turn off, select Disable. The Status column displays Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled.

Configuring seƫngs for assisted rendering policies

From AdministraƟon > DICOM > Assisted Rendering > Advanced Seƫngs tab, turn on pre-rendering for specific image types.

To configure seƫngs for assisted rendering policies, perform the following steps.

1. Go to AdministraƟon > DICOM > Assisted Rendering > Advanced Seƫngs tab.
2. Select Enable Prerendering to turn on prerendering.
3. From the Image Type dropdown list, select the type of image that can be prerendered.
4. Select Save. A message displays confirming the configuraƟon changes are saved.

DeleƟng policies for assisted rendering

To delete an exisƟng policy for assisted rendering, perform the following steps.

1. Go to AdministraƟon > DICOM > Assisted Rendering. The Policies tab displays exisƟng policies for assisted rendering.
2. In the row that includes the policy that you want to delete, select Delete. The Delete Policy dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The policy is removed.

RouƟng Policies

From AdministraƟon > DICOM > RouƟng Policies, define and maintain policies for rouƟng incoming studies to specific remote
AEs.

Adding rouƟng policies

Filter the list of rouƟng policies by entering a term in the Filter field.

To add a rouƟng policy, perform the following steps.

1. Go to AdministraƟon > DICOM > RouƟng Policies. The Policies tab displays.
2. Select Add New. The Add RouƟng Policy page displays the Source AEs page.
3. Select the sources from which studies originate that will trigger the rouƟng policy.

In the Remote AEs secƟon, select whether to route studies coming from all configured remote AEs or route
studies coming from specific remote AEs.
In the Other Sources secƟon, select addiƟonal sources, such as imported from CD media, from which studies may
originate.

4. Select Next. The Receiving AEs page displays. If you need to return to a previous page, select Previous.
5. Select which AEs should receive the data to be routed, and then select Next. The DesƟnaƟons page displays.
6. Select the rouƟng desƟnaƟons for Local AEs and for Remote AEs, and then select Next. The Masquerading page

displays.
7. Turn on masquerading for a remote AE Ɵtle by selecƟng the Masquerading opƟon next to the remote AE Ɵtle. The

Masquerading opƟon only displays when masquerading has been turned on for a remote AE. Select Next. The Dataset
Triggers page displays.

8. Configure the following dataset triggers as needed:
Match Tags: Determine which DICOM® data to route by matching tag values. Apply Boolean logic criteria.
Match Assigned Radiologist: Select the radiologist for which to trigger the rouƟng policy. If configured, the
system will route a study only if the radiologist assigned to the corresponding requested procedure matches.

9. Select Next. The AcƟve Window page displays.



10. Select whether the rouƟng policy is Always AcƟve, or specify the day and Ɵme when the rouƟng policy is acƟve. Select
Next. The Job CreaƟon OpƟons page displays.

11. Configure the following opƟons for scheduling rouƟng jobs:
Job OpƟons: Select the type of job to be routed, and select whether to create a secondary queue for priority
jobs.
Schedule: Select when rouƟng should begin aŌer the study is received.

12. Select Next. The Restructure Study page displays.
13. Modify the study structure, including the Tag Morphing Policy and Value ComposiƟon, prior to sending it to the

desƟnaƟon. Studies can be morphed using a predefined anonymizaƟon policy or by defining a custom tag morphing
policy specific to the rule. When modificaƟons are applied, they are visible at the desƟnaƟon only; the study remains
unmodified on the system. Select Next. The Tag Morphing page displays.

14. Select a tag morphing opƟon for outbound studies triggered by this rouƟng policy, and then select Next. The
NoƟficaƟon page displays.

15. For each recipient email address that is listed, select Success and Failures, and the recipient receives an email
noƟficaƟon based on the outcome of the rouƟng job triggered by this policy. Select Next. The Advanced OpƟons page
displays.

16. Select any of the following opƟons for rouƟng studies:
Preferred Transfer Syntax: Select the preferred transfer syntax for the rouƟng jobs triggered by this rouƟng
policy.
ReplicaƟon: Select to replicate the study modificaƟons and the study status changes to the desƟnaƟon AE.
Route Inconsistent Studies: Select to always route incoming studies that have inconsistent data.

17. Select Next. The DescripƟon page displays.
18. In the DescripƟon field, enter a name or a brief descripƟon that idenƟfies this rouƟng policy, and then select Next. The

Review page displays.
19. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
20. Review the configuraƟon, and select Finish. The rouƟng policy is added, and the Status column displays Enabled.

EdiƟng informaƟon for rouƟng policies

From AdministraƟon > DICOM > RouƟng Policies > Policies tab, edit informaƟon for exisƟng rouƟng policies.

Filter the list of rouƟng policies by entering a term in the Filter field.

To edit informaƟon for a rouƟng policy, perform the following steps.

1. Go to AdministraƟon > DICOM > RouƟng Policies > Policies tab.
2. In the row that includes the rouƟng policy that you want to edit, select Edit. The Edit RouƟng Policy page displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
4. Review the configuraƟon, and select Finish. The rouƟng policy changes are saved, and the Status column displays

Enabled.

Turning off rouƟng policies

To turn off a rouƟng policy, perform the following steps.

1. Go to AdministraƟon > DICOM > RouƟng Policies > Policies tab.
2. In the row that includes the rouƟng policy that you want to turn off, select Disable. The Status column displays

Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled.

Configuring seƫngs for rouƟng policies

From AdministraƟon > DICOM > RouƟng Policies > Seƫngs tab, configure seƫngs, such as rouƟng job retries, for all rouƟng
policies that are turned on.

To configure the seƫngs for rouƟng policies, perform the following steps.

1. Go to AdministraƟon > DICOM > RouƟng Policies > Seƫngs tab.
2. Configure any of the following rouƟng parameters:

Query Frequency: Enter the number in seconds that the worklist manager will check for new rouƟng jobs.
Keep Completed Jobs: Enter the maximum number in days that completed jobs will be maintained on the rouƟng
worklist before they are deleted.
Maximum Job Retries: Specify the maximum number of aƩempts an unsuccessful job will be retried before the
job is marked as failed.



Allow Concurrent Series-level Jobs: Select to allow series-level jobs to run concurrently.
Allow Concurrent Image-level Jobs: Select to allow image-level jobs to run concurrently.
Default Transfer Syntax: Select the default transfer syntax for routed images. This seƫng can be overridden by a
preferred transfer syntax that is configured in a specific rouƟng policy.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

DeleƟng rouƟng policies

To delete an exisƟng rouƟng policy, perform the following steps.

1. Go to AdministraƟon > DICOM > RouƟng Policies > Policies tab.
2. In the row that includes the rouƟng policy that you want to delete, select Delete. The Delete Policy dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The rouƟng policy is removed.

Prefetching Policies

From AdministraƟon > DICOM > Prefetching Policies, define and maintain policies for retrieving prior paƟent studies when a
prefetching policy is triggered by scheduled exams on the Modality Worklist.

Adding prefetching policies

Filter the list of prefetching policies by entering a term in the Filter field.

To add a prefetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Prefetching Policies. The Policies tab displays.
2. Select Add New. The Add Prefetching Policy page displays the MWL Servers page.
3. Select one or more Modality Worklist (MWL) servers to query when processing the prefetching rule, and then select

Add. This opƟon is not available if querying a local server. Select Next. The MWL Query Criteria page displays. If you
need to return to a previous page, select Previous.

4. Select the Scheduled StaƟon AEs and Scheduled Modality that will be used in the MWL query. Select Next. The MWL
Results Refinement page displays.

5. Add or remove matching criteria for scheduled exams on the MWL, and then select Next. The PaƟent IdenƟficaƟon
page displays.

6. Select a paƟent idenƟficaƟon method and any corresponding parameters that will be used to idenƟfy the same paƟent
when searching for prior studies. Select Next. The Fetching Sources page displays.

7. Select the Local AEs and Remote AEs from which the priors will be fetched, and then select Next. The Fetching Type
page displays.

8. Select a method in which priors will be fetched, and then select Next. The PrioriƟze Sources page displays.
9. Designate the order in which to query the fetching sources by selecƟng a source and then selecƟng Move Up or Move

Down. Select Next. The Prior Criteria page displays.
10. Add or remove matching criteria for prior studies, and then select Next. The Prior Refinement page displays.
11. Add or remove matching criteria for prior series, and then select Next. The Prior Limit page displays.
12. Select from the following limits for prior studies:

Limit the number of prior studies that will be fetched, and enter the limit number.
Limit the age of the prior studies that will be fetched, and enter the study age in months.

13. Select Next. The DesƟnaƟons page displays.
14. Select the Local AEs and Remote AEs desƟnaƟons to which to send the priors, and then select Next. The Tag Morphing

page displays.
15. Select a tag morphing method for outbound priors triggered by this policy.

If you select a morphing opƟon, read and understand the risk statement that displays, and select I understand
the risks.
If you select the opƟon to define a custom tag morphing policy, select an exisƟng morph tag or enter a tag. Use
the Regular Expression Test Tool to verify that the morphing tag funcƟons as expected.

16. Select Next. The Scheduling page displays.
17. Configure the following scheduling seƫngs:

In the Query Horizon field, enter the number of days ahead to check the MWL for scheduled procedures. The
default is to query 1 day ahead. Select Limit to only load prefetches during business hours.
Select Immediate to iniƟate fetching of priors immediately when procedures are available within the query
horizon.
If you did not select Immediate, then in the Prefetch field, enter the number in hours before a scheduled
procedure to begin fetching prior records.

18. Select Next. The Advanced OpƟons page displays.
19. Select any of the following configuring opƟons:

Preferred transfer syntax: Select a syntax from the dropdown list.
High Priority: Select to prioriƟze all jobs triggered by the prefetching rule.



20. Select Next. The DescripƟon page displays.
21. In the DescripƟon field, enter a name or a brief descripƟon that idenƟfies this prefetching policy, and then select Next.

The Review page displays.
22. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
23. Review the configuraƟon, and select Finish. The rouƟng policy is added, and the Status column displays Enabled.

EdiƟng informaƟon for prefetching policies

From AdministraƟon > DICOM > Prefetching Policies > Policies tab, edit informaƟon for exisƟng prefetching policies.

Filter the list of prefetching policies by entering a term in the Filter field.

To edit informaƟon for a prefetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Prefetching Policies > Policies tab.
2. In the row that includes the prefetching policy that you want to edit, select Edit. The Edit Prefetching Policy page

displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
4. Review the configuraƟon, and select Finish. The prefetching policy changes are saved, and the Status column displays

Enabled.

Turning off prefetching policies

To turn off a prefetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Prefetching Policies > Policies tab.
2. In the row that includes the prefetching policy that you want to turn off, select Disable. The Status column displays

Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled, and the following message displays: To

view prefetch jobs, go to the Pre/Post Fetching Worklist page under Transfers.

Configuring seƫngs for prefetching policies

From AdministraƟon > DICOM > Prefetching Policies > Seƫngs tab, configure the locaƟon of the MWL server and the
frequency of the query.

The business hours that display on the Seƫngs tab are read-only. Seƫngs for business hours are configured in AdministraƟon
> System > General Seƫngs.

To configure the seƫngs for a prefetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Prefetching Policies > Seƫngs tab.
2. In the Seƫngs secƟon, complete the following fields:

Server: Select whether the locaƟon of the modality worklist is Local or Remote. If you select remote, then select
the server. Add or remove servers by selecƟng the plus or minus icon, respecƟvely.
Query Frequency: Enter a number in minutes by which to query the MWL server.

3. Select Save. The seƫngs are saved, and the following message displays: To view prefetch jobs, go to the Pre/Post
Fetching Worklist page under Transfers.

Querying MWL responses

From AdministraƟon > DICOM > Prefetching Policies > Query tab, view what responses are returned by the MWL server
when seƫng up a prefetching rule or when troubleshooƟng a parƟcular issue.

To manually query an MWL server, perform the following steps.

1. Go to AdministraƟon > DICOM > Prefetching Policies > Query tab.
2. From the Called AE Title dropdown list, select the MWL server to query.
3. In the C-FIND Request Criteria fields, enter the query criteria. Query for all items by leaving all the fields empty.
4. Select Query. The responses that match your query criteria display at the boƩom of the tab.
5. Clear the informaƟon in the C-FIND Request Criteria fields by selecƟng Clear.

DeleƟng prefetching policies



To delete an exisƟng prefetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Prefetching Policies > Policies tab.
2. In the row that includes the prefetching policy that you want to delete, select Delete. The Delete Policy dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The policy is removed.

Posƞetching Policies

From AdministraƟon > DICOM > Posƞetching Policies, define and manage policies for rouƟng prior paƟent studies to another
desƟnaƟon when a posƞetching policy is triggered by an incoming study.

Adding posƞetching policies

Filter the list of posƞetching policies by entering a term in the Filter field.

To create a posƞetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Posƞetching Policies.
2. Select Add New. The Add Posƞetching Policy page displays the AE Trigger opƟons.
3. Select the Local and Remote AEs from which studies originate, and then select which Local AEs receive the data. Select

Next. The Dataset Trigger page displays.
4. Add or remove triggering criteria for posƞetching, and then select Next. The PaƟent IdenƟficaƟon page displays. If you

need to return to a previous page, select Previous.
5. Select a method for idenƟfying paƟents, and select any corresponding parameters that will be used to idenƟfy the

same paƟent when searching for studies. Select Next. The Fetching Sources page displays.
6. Select the Local AEs and Remote AEs from which the priors will be fetched, and then select Next. The Fetching Type

page displays.
7. Select a method by which priors will be fetched, and then select Next. The PrioriƟze Sources page displays.
8. Designate the order in which to query the fetching sources by selecƟng a source and then selecƟng Move Up or Move

Down. Select Next. The Prior Criteria page displays.
9. Add or remove matching criteria for prior studies, and then select Next. The Prior Refinement page displays.

10. Add or remove matching criteria for prior series, and then select Next. The Prior Limit page displays.
11. Select from the following limits for prior studies:

Limit the number of prior studies that will be fetched, and enter the limit number.
Limit the age of the prior studies fetched, and enter the study age in months.

12. Select Next. The DesƟnaƟons page displays.
13. Select the Local AEs and Remote AEs desƟnaƟons to which to send the priors, and then select Next. The Tag Morphing

page displays.
14. Select a method for tag morphing for outbound priors that are triggered by this policy, and then select Next. The

Scheduler page displays.
15. Select when a posƞetching policy should be iniƟated, and designate the Ɵme as required. The Advanced OpƟons page

displays.
16. Select the study to be fetched, the acƟon to take, and the preferred transfer syntax. Select Next. The DescripƟon page

displays.
17. In the DescripƟon field, enter a name or a brief descripƟon that idenƟfies this posƞetching policy, and then select Next.

The Review page displays.
18. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
19. Review the configuraƟon, and select Finish. The posƞetching policy is added, and the Status column displays Enabled.

EdiƟng informaƟon for posƞetching policies

From AdministraƟon > DICOM > Posƞetching Policies, edit informaƟon for exisƟng posƞetching policies.

Filter the list of posƞetching policies by entering a term in the Filter field.

To edit informaƟon for a posƞetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Posƞetching Policies.
2. In the row that includes the posƞetching policy that you want to edit, select Edit. The Edit Posƞetching Policy page

displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
4. Review the configuraƟon, and select Finish. The posƞetching policy changes are saved, and the Status column displays

Enabled.



Turning off posƞetching policies

To turn off a posƞetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Posƞetching Policies.
2. In the row that includes the posƞetching policy that you want to turn off, select Disable. The Status column displays

Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled.

DeleƟng posƞetching policies

To delete an exisƟng posƞetching policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Posƞetching Policies.
2. In the row that includes the posƞetching policy that you want to delete, select Delete. The Delete Policy dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The posƞetching policy is removed.

Tag Morphing Policies

From AdministraƟon > DICOM > Tag Morphing Policies, define and maintain tag morphing policies, and configure seƫngs for
anonymizaƟon.

Understanding tag morphing

Tag morphing refers to changing the values in one or more of the DICOM® aƩributes that make up a DICOM tag. Create policy-
based tag morphing rules to modify DICOM header informaƟon, such as paƟent demographics and image dimensions, and
then automate the DICOM tag changes for externally generated studies.

Examples of DICOM tag modificaƟons include, but are not limited to, the following:

Delete: Remove a tag from the dataset.
Empty: Clear the value of a tag.
Replace: Replace the value of a tag with another value.
Copy: Copy the value of a tag to another tag.
Prefix: Prepend the value of a tag with a prefix.
Suffix: Append a suffix to the value of a tag.
Randomize: Replace the value of a tag with a randomly generated number.
Round Date: Round a date to the closest year or half-year.
Anonymize by gender: Anonymize a paƟent name based on sex.

Applying tag morphing to studies

Apply tag morphing to studies as they are received inbound or sent outbound.

Inbound studies: When applied inbound, studies are morphed as they are received, prior to storage. AŌer a study is
stored, any modificaƟons to it will become visible to the user and other systems via query/retrieve. Inbound tag
morphing is currently applicable when imporƟng studies aŌer any QC reconciliaƟon is completed.
Outbound studies: When applied outbound, studies are morphed as they are sent across the wire; any modificaƟons
applied are visible at the desƟnaƟon system only. Outbound tag morphing is currently applicable for outbound studies
that are triggered by rouƟng, prefetching, and/or posƞetching.

Also apply tag morphing to studies staƟcally or dynamically.

StaƟc: StaƟc tag morphing means that the tag modificaƟons are fixed, known ahead of Ɵme, and always applied the
same way. For example, append site-specific prefixes to paƟent idenƟfiers, or update the insƟtuƟon name.
Dynamic: With dynamic tag morphing, the tag modificaƟons may vary depending on the context, and the values to
apply may not be known unƟl runƟme. For example, the values to apply to a prefetched study may be obtained from
the scheduled exam on the Modality Worklist, whereas the values to apply to a posƞetched study may be obtained
from the current study that triggered it. Using dynamic tag morphing, the same study can be morphed in different ways
to different desƟnaƟons. This may be useful for dealing with paƟent inconsistencies in studies from different sources or
when each desƟnaƟon requires a site-specific MRN.

Note that the original DICOM instance files that are stored on the PACS are always intact and unmodified; any modificaƟons
applied, no maƩer how they are applied, are maintained separately by the system. This ensures that the original data are
available if needed, regardless of how tag morphing is employed at a parƟcular site.



Adding tag morphing policies

From AdministraƟon > DICOM > Tag Morphing Policies, add policies for tag morphing.

Filter the list of tag morphing policies by entering a term in the Filter field.

To create a tag morphing policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Tag Morphing Policies > Policies tab.
2. From the Add New dropdown list, select one of the following opƟons:

Empty Policy: Create a new tag morphing policy.
Template - AnonymizaƟon Policy: Create an anonymizaƟon policy based on a predefined template.

3. From the Edit Tag Morphing Policy page, in the Policy Name field, enter a name for the policy.
4. Perform any of the following acƟons:

Select a DICOM Tag from the dropdown list.
Select an AcƟon for the tag.
Enter a Parameter value for the acƟon, as appropriate.
Add or remove a tag morphing policy by selecƟng the plus or minus icon, respecƟvely.

5. Select OK. A message displays confirming the anonymizaƟon policy is saved.

EdiƟng informaƟon for tag morphing policies

From AdministraƟon > DICOM > Tag Morphing Policies > Policies tab, edit informaƟon for exisƟng tag morphing policies.

Filter the list of tag morphing policies by entering a term in the Filter field.

To edit informaƟon for a tag morphing policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Tag Morphing Policies > Policies tab.
2. In the row that includes the tag morphing policy that you want to edit, select Edit. The Edit Tag Morphing Policy page

displays.
3. Perform any of the following acƟons:

Select a DICOM Tag from the dropdown list.
Select an AcƟon for the tag.
Enter a Parameter value for the acƟon, as appropriate.
Add or remove a tag morphing policy by selecƟng the plus or minus icon, respecƟvely.

4. Select OK. A message displays confirming the anonymizaƟon policy is saved.

Configuring anonymizaƟon seƫngs for tag morphing policies

To configure the anonymizaƟon seƫngs for all tag morphing policies, perform the following steps.

1. Go to AdministraƟon > DICOM > Tag Morphing Policies > AnonymizaƟon Seƫngs tab.
2. In the AnonymizaƟon Mapping secƟon, select Enable for the system to maintain a list of paƟents and their

corresponding anonymized IDs and names.
3. In the Anonymized PaƟent IDs secƟon, in the PaƟent ID Prefix field, enter a prefix that will be automaƟcally added to a

paƟent ID that is being anonymized using a UUID or sequenƟal number.
4. In the Anonymized PaƟent Names secƟon, enter the default names to use when anonymizing paƟent names based on

sex.
5. Select Save. A message displays confirming the policy is saved.

DeleƟng tag morphing policies

To delete an exisƟng tag morphing policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Tag Morphing Policies > Policies tab.
2. In the row that includes the tag morphing policy that you want to delete, select Delete. The Delete Policy dialog

displays.
3. Confirm the deleƟon by selecƟng Yes. A message displays confirming the policy is removed.

DICOM Mapping Policy

From AdministraƟon > DICOM > DICOM Mapping Policy, define inbound and outbound DICOM® mapping policies.

Turning on outbound DICOM mapping policies



Outbound DICOM mappings are applied whenever instances of the specified modality type are sent to the selected AEs. The
original data stored on the source AE will not be modified.

To turn on outbound DICOM mapping policies, perform the following steps.

1. Go to AdministraƟon > DICOM > DICOM Mapping Policy. The Outbound tab displays.
2. Select Enable. The mapping parameters display.
3. Perform any of the following acƟons:

Select an AE Title from the dropdown list.
Select a Modality from the dropdown list
Select a DICOM Tag from the dropdown list.
Select an AcƟon for the tag.
Enter a Parameter value for the acƟon, as appropriate.
Add or remove a DICOM mapping policy by selecƟng the plus or minus icon, respecƟvely.

4. Select Save. The outbound mapping policy is turned on, and a message displays confirming the configuraƟon changes
are saved.

Turning on inbound DICOM mapping policies

Inbound DICOM mappings are applied whenever studies are received from the selected remote AEs. All instances of the study
will be modified based on the policy and stored as is.

To turn on inbound DICOM mapping policies, perform the following steps.

1. Go to AdministraƟon > DICOM > DICOM Mapping Policy > Inbound tab.
2. Select Enable. The mapping parameters display.
3. Perform any of the following acƟons:

Select an AE Title from the dropdown list.
Select a DICOM Tag from the dropdown list.
Select an AcƟon for the tag.
Enter a Parameter value for the acƟon, as appropriate.
Add or remove a DICOM mapping policy by selecƟng the plus or minus icon, respecƟvely.

4. Select Save. The inbound mapping policy is turned on, and a message displays confirming the configuraƟon changes are
saved.

Reseƫng inbound and outbound DICOM mapping policies

To reset inbound and outbound DICOM mapping policies, perform the following steps.

1. Go to AdministraƟon > DICOM > DICOM Mapping Policy, and select the Inbound tab or Outbound tab.
2. Select Reset. The Reset DICOM Mapping Policy dialog displays.
3. Confirm the reset, and then select Yes. All mapping policies are removed, and the respecƟve Enable policy opƟon is

cleared.

Availability NoƟficaƟon Policies

From AdministraƟon > DICOM > Availability NoƟficaƟon Policies, define and maintain policies for availability noƟficaƟons.

Adding policies for availability noƟficaƟons

Filter the list of availability noƟficaƟon policies by entering a term in the Filter field.

To add a policy for an availability noƟficaƟon, perform the following steps.

1. Go to AdministraƟon > DICOM > Availability NoƟficaƟon Policies.
2. Select Add New. The Instance Availability NoƟficaƟon - Source AEs page displays.
3. Select the remote AEs from which the studies originate, and then select Next. The Instance Availability NoƟficaƟon -

Receiving AEs page displays. If you need to return to a previous page, select Previous.
4. Select which local AEs receive the studies considered for noƟficaƟon, and then select Next. The Instance Availability

NoƟficaƟon - NoƟficaƟon Recipients page displays.
5. Select the remote AEs that are the recipients of the availability noƟficaƟons, and then select Next. The Instance

Availability NoƟficaƟon - DescripƟon page displays.
6. In the DescripƟon field, enter a name or a brief descripƟon that idenƟfies this noƟficaƟon, and then select Next. The

Instance Availability NoƟficaƟon - Summary page displays.
7. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Instance Availability NoƟficaƟon - Summary page



displays.
8. Review the configuraƟon, and select Finish. The availability noƟficaƟon noƟficaƟon policy is added, and the Status

column displays Enabled.

EdiƟng informaƟon for availability noƟficaƟon policies

From AdministraƟon > DICOM > Availability NoƟficaƟon Policies, edit informaƟon for exisƟng availability noƟficaƟon
policies.

Filter the list of availability noƟficaƟon policies by entering a term in the Filter field.

To edit informaƟon for an availability noƟficaƟon policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Availability NoƟficaƟon Policies.
2. In the row that includes the availability noƟficaƟon policy that you want to edit, select Edit. The Instance Availability

NoƟficaƟon - Source AEs page displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Instance Availability NoƟficaƟon - Summary page
displays.

4. Review the configuraƟon, and select Finish. The availability noƟficaƟon policy changes are saved, and the Status
column displays Enabled.

Turning off policies for availability noƟficaƟons

To turn off an availability noƟficaƟon policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Availability NoƟficaƟon Policies.
2. In the row that includes the availability noƟficaƟon policy that you want to turn off, select Disable. The Status column

displays Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled.

DeleƟng policies for availability noƟficaƟons

To delete an exisƟng availability noƟficaƟon policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Availability NoƟficaƟon Policies.
2. In the row that includes the availability noƟficaƟon policy that you want to delete, select Delete. The Delete Policy

dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The policy is removed.

Teaching File Policy

The system maintains a default teaching file policy that conforms to the de-idenƟficaƟon requirements in the DICOM®

aƩribute confidenƟality profiles. From AdministraƟon > DICOM > Teaching File Policy, change this default teaching file policy
to meet site-specific needs.

Create anonymizaƟon rules for a specific paƟent study record from Studies > Study Search. PaƟent study records that have
been anonymized display from Studies > Teaching File.

Changing default teaching file policy

Consider the following when changing the default teaching file policy.

All the unique idenƟfiers (UIDs) are internally processed by the anonymizaƟon funcƟon. New UIDs will be automaƟcally
assigned to each dataset. It is not necessary to define any policy for UID aƩributes.
Only one acƟon is allowed to be defined for one aƩribute.
The acƟons Round Date To Year and Round Date To Half Year can only be applied to DICOM aƩributes with VR type DA.
Be cauƟous when applying delete and empty acƟons to an aƩribute.

DICOM type 1 aƩributes should never be deleted or empƟed.
DICOM type 2 aƩributes should never be deleted, but can be empƟed.

To change the default teaching file policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Teaching File Policy. The aƩributes applied to the default teaching file policy display.
2. Delete an aƩribute from the policy by selecƟng the minus icon for that aƩribute.



3. Add an aƩribute to the policy by selecƟng the plus sign in an aƩribute row and then selecƟng one of the following
acƟons for the aƩribute.

Delete: Delete the aƩribute from the dataset.
Empty: Set the aƩribute to blank, but sƟll keep this aƩribute in dataset.
Replace: Replace the aƩribute value with a user-provided string.
Prefix: Prefix the aƩribute value with a user-provided string.
Suffix: Suffix the aƩribute value with a user-provided string.
Randomize: Assign a random value to the aƩribute.
Randomize With Prefix: Assign a random value with a user-provided prefix to the aƩribute.
Randomize With Suffix: Assign a random value with a user-provided suffix to the aƩribute.
Round Date To Year: Round a date aƩribute to year. For example, 19800401 will be rounded to 19800101;
19800828 will be rounded to 19810101.
Round Date To Half Year: Round a date aƩribute to half year. For example, 19800401 will be rounded to
19800101; 19800828 will be rounded to 19800701.

4. Complete the value field, as applicable.
5. Select Save. A message displays confirming the configuraƟon changes are saved.

Reseƫng teaching file policy

To reset a teaching file policy to the default values, perform the following steps.

1. Go to AdministraƟon > DICOM > Teaching File Policy. The aƩributes applied to the default teaching file policy display.
2. Select Reset. The Reset Teaching File Policy dialog displays.
3. Confirm the reset, and then select Yes. The teaching file policy is reset to the default teaching file policy.
4. Select Save. A message displays confirming the configuraƟon changes are saved.

Import Service

From AdministraƟon > DICOM > Import Service, define and maintain import service policies.

Because studies imported into the PACS appliance may be subject to the quality control process at a specific site, the studies
require user intervenƟon to reconcile any paƟent inconsistencies in the data prior to storage. Configure how the system deals
with imported studies and whether tag morphing should be applied to those studies aŌer the QC process.

Adding import service policies

Tag morphing can be applied to imported studies aŌer user reconciliaƟon, but prior to storage. Tag morphing may also be
applied to studies from all import sources or from a specific import source only.

To add an import (tag morphing) service policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Import Service. The Policies tab displays exisƟng import service policies.
2. Select Add New. The Edit Import Service Policy page displays.
3. In the Policy Name field, enter a name for the policy.
4. Perform any of the following acƟons:

Select the Import Source from the dropdown list.
Select a DICOM Tag.
Select an AcƟon for the tag.
Enter a Parameter value for the acƟon, as appropriate.
Add or remove a tag morphing policy by selecƟng the plus or minus icon, respecƟvely.

5. Select OK. A message displays confirming the import service policy is saved.

EdiƟng informaƟon for import service policies

To edit informaƟon for an import service policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Import Service > Policies tab.
2. In the row that includes the import service policy that you want to edit, select Edit. The Edit Import Service Policy page

displays.
3. Perform any of the following acƟons:

Modify the Policy Name.
Change the Import Source from the dropdown list.
Change a DICOM Tag.
Select an AcƟon for the tag.
Enter a Parameter value for the acƟon, as appropriate.
Add or remove a tag morphing policy by selecƟng the plus or minus icon, respecƟvely.



4. Select OK. A message displays confirming the import service policy is saved.

Configuring seƫngs for reconciling imported studies

Prefetching policies must be created in AdministraƟon > DICOM > Prefetching Policies before they can be applied to
imported studies.

To configure seƫngs for reconciling imported studies, perform the following steps.

1. Go to AdministraƟon > DICOM > Import Service > Seƫngs tab.
2. In the Import ReconciliaƟon Seƫngs secƟon, complete the following fields:

ReconciliaƟon AE Alias: Enter the AE alias for imporƟng studies via DICOM C-STORE.
Priors Exchange Prefetching Policy: Select a prefetching policy that will find imported priors and send them to
the priors exchange peer.
Bypass ReconciliaƟon Criteria: Select the criteria for bypassing the ReconciliaƟon Worklist.

3. Select Save. A message displays confirming the import service policy configuraƟon is saved.

Configuring seƫngs for storing reconciled studies

Tag morphing policies must be created in AdministraƟon > DICOM > Tag Morphing Policies before they can be applied to
reconciled studies.

To configure seƫngs for storing reconciled studies, perform the following steps.

1. Go to AdministraƟon > DICOM > Import Service > Seƫngs tab.
2. In the Import Store Seƫngs secƟon, complete the following fields:

Import DesƟnaƟon: Select the default desƟnaƟon for reconciled studies.
Tag Morphing Policy: Select the tag morphing policy to apply to imported studies aŌer QC.

3. Select Save. A message displays confirming the import service policy configuraƟon is saved.

Configuring seƫngs for retaining studies in worklists

To configure seƫngs for retaining studies in worklists, perform the following steps.

1. Go to AdministraƟon > DICOM > Import Service > Seƫngs tab.
2. In the Worklist Management secƟon, complete the following fields:

RetenƟon Period Enable: Select to turn on study retenƟon.
Enter a number, and then select the amount of Ɵme studies on the ReconciliaƟon Worklist and Import Store
Worklist are retained. Any studies older than the specified retenƟon period will be deleted automaƟcally.

3. Select Save. A message displays confirming the import service policy configuraƟon is saved.

DeleƟng import service policies

To delete an exisƟng import service policy, perform the following steps.

1. Go to AdministraƟon > DICOM > Import Service > Policies tab.
2. In the row that includes the import service policy that you want to delete, select Delete. The Delete Policy dialog

displays.
3. Confirm the deleƟon by selecƟng Yes. The policy is removed.

Study Status

From AdministraƟon > DICOM > Study Status, specify the default study status for all studies that are received.

Configuring study status

Study status is not a DICOM® Standard aƩribute and may not be compaƟble with some
appliances. Specifically, the Accept from Remote AE opƟon only works with compaƟble systems.

To specify the default study status for incoming studies, perform the following steps.

1. Go to AdministraƟon > DICOM > Study Status.
2. Complete the following fields:

Hold Period: Enter the number of days to hold a study.
Priors Cutoff Period: Enter the number of days for prior cutoff.



Default Study Status: Select the default study status to apply to all pre/post fetched studies.
3. In the Non-Pre/Post Fetched Studies secƟon, for each Remote AE Title listed, select a Viewer Study Status.
4. Select Save. A message displays confirming the configuraƟon is saved.

Transparent Proxy

From AdministraƟon > DICOM > Transparent Proxy, define and maintain transparent proxies.

A transparent proxy is an alias for a group of applicaƟon enƟƟes (AEs) that other DICOM-compliant devices can communicate
with as a single AE. When query or retrieve requests are received, the proxy will forward them to all of its target AEs, collate
the results, and then send the appropriate responses to the original requester. For retrieve requests, the proxy will first pull
the requested data to a designated local proxy AE, and then push the requested data to the desƟnaƟon AE.

Adding transparent proxies

Filter the list of transparent proxies by entering a term in the Filter field.

Only registered remote AEs with write permission to the proxy AE are eligible to become proxy
targets because the proxy may need to pull data from the target.

To add a transparent proxy, perform the following steps.

1. Go to AdministraƟon > DICOM > Transparent Proxy. The list of exisƟng transparent proxies displays.
2. Select Add New. The Transparent Proxy - ConfiguraƟon page displays.
3. Complete the following fields:

Proxy: Enter a name for the transparent proxy.
DescripƟon: Enter a brief descripƟon of the transparent proxy.
Local AE: Select the local AE to cache retrieved DICOM objects.

4. Select Next. The Transparent Proxy - Proxy Targets page displays. If you need to return to a previous page, select
Previous.

5. Select the Local AEs and Remote AEs that are the targets for the proxy, and then select Next. The Transparent Proxy -
Duplicate Policy page displays.

6. Designate the order in which targets are prioriƟzed by selecƟng a target and then selecƟng Move Up or Move Down. If
duplicate data are found on mulƟple targets, then the result from the highest-ranking target will be used when
preparing the proxy responses. Select Next. The Transparent Proxy - Permissions page displays.

7. Select the registered remote AEs that have permission to access the proxy, and then select Next. The Transparent Proxy
- Summary page displays.

8. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the
informaƟon, and then selecƟng Summary in the leŌ pane. The Summary page displays.

9. Review the configuraƟon, and select Finish. The transparent proxy is added, and a message displays confirming the
configuraƟon changes are saved.

EdiƟng informaƟon for transparent proxies

From AdministraƟon > DICOM > Transparent Proxy, edit informaƟon for exisƟng transparent proxies.

Filter the list of transparent proxies by entering a term in the Filter field.

To edit transparent proxy informaƟon, perform the following steps.

1. Go to AdministraƟon > DICOM > Transparent Proxy.
2. In the row that includes the transparent proxy that you want to edit, select Edit. The Transparent Proxy - ConfiguraƟon

page displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Summary page displays.
4. Review the configuraƟon, and select Finish. A message displays confirming the configuraƟon changes are saved.

DeleƟng transparent proxies

From AdministraƟon > DICOM > Transparent Proxy, delete transparent proxies.

Filter the list of transparent proxies by entering a term in the Filter field.

To delete a transparent proxy, perform the following steps.

1. Go to AdministraƟon > DICOM > Transparent Proxy.



2. In the row that includes the transparent proxy that you want to delete, select Delete. The Delete Transparent Proxy
dialog displays.

3. Confirm the deleƟon by selecƟng Yes. A message displays confirming that the transparent proxy is removed.

RT Service

From AdministraƟon > DICOM > RT Service, configure the RT Service to create radiaƟon therapy (RT) cases that will display in
the radiology worklist of the corresponding RT viewer applicaƟon.

Configuring RT Service

Examples of objects that are received and used to create RT cases may include, but are not limited to, the following:

Portal images are low resoluƟon, single-frame CTs that aid users in poinƟng a scanner. Generally, portal images are 2D
and 3D cases that may be used for pre-treatment paƟent posiƟoning reviews.
Cone beam CTs (CBCT) are valid treatment structure sets that point to a CBCT.

To configure the RT Service, perform the following steps.

1. Go to AdministraƟon > DICOM > RT Service.
2. Select all of the following opƟons:

Create Portal Image Worklist Entry
Create CBCT Worklist Entry
Create Dose Worklist Entry
Create CR Worklist Entry
Create REG Worklist Entry
Auto Route RT Review Report

3. Select Save. A message displays confirming the configuraƟon changes are saved.



HL7

HL7 is a set of standards recognized by the American NaƟonal Standards InsƟtute (ANSI) that provides guidelines for the
exchange, allocaƟon, and retrieval of paƟent medical informaƟon. HL7 may also be used to provide an automated interface
for placing orders onto the modality worklist from your current EMR/RIS system.

You must have a license to use the HL7 funcƟonality. Contact your sales representaƟve if you want to purchase an HL7 license
for your PACS system.

To ensure full compaƟbility with your site workflows, the format of all HL7 messages to be exchanged should have been
reviewed during an earlier HL7 integraƟon. Contact your sales representaƟve to start a new integraƟon or to inquire about
adding a new feature not previously discussed.

From AdministraƟon > HL7, access the following modules:

HL7 Service - Configure seƫngs for the HL7 Service and worklists.
HL7 Peers - Define and maintain HL7 peers.
HL7 StaƟons - Define and maintain HL7 staƟons.
HL7 Mappings - Map database entries to HL7 message fields.
HL7 Test Tool - Validate whether mappings parse and display the messages as desired.

HL7 Service

From AdministraƟon > HL7 > HL7 Service, configure seƫngs for the HL7 Service and HL7 Worklist.

Configuring connecƟon seƫngs for HL7 Service

To configure connecƟon seƫngs for the HL7 Service, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Service. The ConfiguraƟon tab displays.
2. In the ConnecƟon Seƫngs secƟon, complete the following fields:

Listening Port: Enter the listening port.
Alternate Listening Port: Select to turn on an alternate port, and then enter the port number.
Secure Listening Port: Enter the local port number used for secure transfer.
Secure Transfer CerƟficate: Select a cerƟficate that was added from AdministraƟon > System > CerƟficates >
Peer CerƟficates category.
Inbound ConnecƟon Timeout: Select None, or enter the number in seconds before an idle inbound HL7
connecƟon is released.
Outbound ConnecƟon Timeout: Select None, or enter the number in seconds before an idle outbound HL7
connecƟon is released.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring seƫngs for inbound messages for HL7 Service

To configure seƫngs for inbound messages for the HL7 Service, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Service. The ConfiguraƟon tab displays.
2. In the Inbound Messages secƟon, in Inbound Order Policy, select any of the following opƟons:

AutomaƟcally Schedule New Orders: New orders received will be automaƟcally scheduled on the modality
worklist; otherwise, they will need to be scheduled from the RIS.
Delete Canceled Orders: The records for canceled orders will be permanently deleted from the system.
Require New Orders Before Status Updates: New orders must be received before any status updates can be
accepted.

3. From the Inbound Report Policy dropdown list, select the method by which inbound reports are imported into the
system.

4. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring seƫngs for outbound messages for HL7 Service

To configure seƫngs for outbound messages for the HL7 Service, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Service. The ConfiguraƟon tab displays.
2. In the Outbound Messages secƟon, complete the following fields:

Outbound Report Format: Select the data format for outbound final report messages.



Outbound URL NoƟficaƟon Format: Select the method by which viewer study URLs are embedded within HL7
messages.
Include Study Instance UID: Select whether to include a custom data segment with the study instance UID
corresponding to the report.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring seƫngs for HL7 Service Worklist

To configure seƫngs for the HL7 Service Worklist, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Service > Worklist tab.
2. In the Batch Export Seƫngs secƟon, complete the following fields:

Sending ApplicaƟon: Enter the sending applicaƟon when exporƟng one or more messages as a single batch
message.
Sending Facility: Enter the sending facility when exporƟng one or more messages as a single batch message.
Receiving ApplicaƟon: Enter the receiving applicaƟon when exporƟng one or more messages as a single batch
message.
Receiving Facility: Enter the receiving facility when exporƟng one or more messages as a single batch message.

3. In the Worklist Management secƟon, complete the following fields:
Keep Completed Jobs: Enter the number in days how long completed jobs are maintained on the HL7 Worklist
before they are deleted.
Maximum Job Retries: Enter the maximum number of retries before the HL7 Service stops trying to send a failed
message.
Delete Failed Jobs: Select to delete failed jobs from the HL7 Worklist. This is turned off by default, so failed jobs
will remain indefinitely.

4. Select Save. A message displays confirming the configuraƟon changes are saved.

HL7 Peers

From AdministraƟon > HL7 > HL7 Peers, define and maintain HL7 peers.

The HL7 Service accepts inbound messages only from registered HL7 peers; network connecƟons from unrecognized peers
will be automaƟcally rejected.

Adding HL7 peers

To add an HL7 peer, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Peers. The list of exisƟng HL7 peers displays.
2. Select Add New. The HL7 Peer - ConfiguraƟon dialog displays.
3. Complete the following fields:

Name: Enter a name for the peer.
Host Address: Enter a valid host address for the peer.
Mapping: Select a mapping.

4. Select Next. The HL7 Peer - Inbound Policy dialog displays. If you need to return to a previous page, select Previous.
5. Select the corresponding local AE Ɵtle, default HL7 staƟon for inbound orders received from the peer, and any message

types that should be ignored. Select Next. The HL7 Peer - PaƟent IdenƟficaƟon dialog displays.
6. Select a method for idenƟfying paƟents, and then select Next. The HL7 Peer - Outbound Seƫng dialog displays.
7. Enter the listening port of the peer, and configure addiƟonal seƫngs as needed. Select Next. The HL7 Peer - Message

Triggers dialog displays.
8. Select the appropriate events that will trigger the system to send an outbound HL7 message to the peer, and then

select Next. The HL7 Peer - AddiƟonal OpƟons dialog displays.
9. Select the faciliƟes and assigned radiologists for which the outbound message triggers are turned on, and then select

Next. The HL7 Peer - Summary dialog displays.
10. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Summary dialog displays.
11. Review the configuraƟon, and select Finish. A message displays confirming the HL7 peer was added, and the Status

column displays Enabled.

EdiƟng informaƟon for HL7 peers

From AdministraƟon > HL7 > HL7 Peers, edit informaƟon for HL7 peers.

To edit HL7 peer informaƟon, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Peers.



2. In the row that includes the HL7 peer that you want to edit, select Edit. The HL7 Peer - ConfiguraƟon dialog displays.
3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Summary in the leŌ pane. The Summary dialog displays.
4. Review the configuraƟon, and select Finish. The HL7 peer changes are saved, and the Status column displays Enabled.

Turning off HL7 peers

When a peer is turned off, it is ignored by the server. Outbound messages that are triggered to the unavailable peer will
conƟnue to be spooled to the HL7 Worklist, but will not be sent.

To turn off an HL7 peer, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Peers.
2. In the row that includes the HL7 peer that you want to turn off, select Disable. The Status column displays Disabled,

and a message displays confirming the HL7 peer is disabled.
3. To turn on a disabled HL7 peer, select Enable. The Status column displays Enabled, and a message displays confirming

the HL7 peer is enabled.

DeleƟng HL7 peers

To delete an HL7 peer, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Peers.
2. In the row that includes the HL7 peer that you want to delete, select Delete. The Delete HL7 Peer dialog displays.
3. Confirm the deleƟon by selecƟng Yes. The HL7 peer is removed.

HL7 StaƟons

From AdministraƟon > HL7 > HL7 StaƟons, define and maintain HL7 staƟons.

HL7 staƟons are used to filter orders by applicaƟon enƟty and/or modality type. Configuring HL7 staƟons may be useful when
sites have mulƟple types of modaliƟes because you can query the modality worklist for only the relevant set of exams.

Adding HL7 staƟons

From AdministraƟon > HL7 > HL7 StaƟons, add HL7 staƟons.

Naming HL7 staƟons should be discussed during the HL7 integraƟon process to ensure full compaƟbility.

To add an HL7 staƟon, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 StaƟons. ExisƟng HL7 staƟons display.
2. Select Add New. The Add New HL7 StaƟon dialog displays.
3. Complete the following fields:

Resource Name: Enter the name of the resource. This name is used when parsing HL7 messages to filter orders.
LocaƟon: Enter the locaƟon of the HL7 staƟon.
Modality: Select the modality.
Scheduled StaƟon AE: Select the scheduled staƟon AE.

4. Select OK. A message displays confirming the HL7 staƟon is saved.

EdiƟng informaƟon for HL7 staƟons

From AdministraƟon > HL7 > HL7 StaƟons, edit informaƟon for HL7 staƟons.

To edit informaƟon for HL7 staƟons, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 StaƟons. ExisƟng HL7 staƟons display.
2. In the row that includes the HL7 staƟon that you want to edit, select Edit. The Edit HL7 StaƟon dialog displays.
3. Modify informaƟon in any of the fields, and then select OK. A message displays confirming the HL7 staƟon is saved.

DeleƟng HL7 staƟons

From AdministraƟon > HL7 > HL7 StaƟons, delete HL7 staƟons.

To delete an HL7 staƟon, perform the following steps.



1. Go to AdministraƟon > HL7 > HL7 StaƟons. ExisƟng HL7 staƟons display.
2. In the row that includes the HL7 staƟon that you want to delete, select Delete. The Delete HL7 StaƟon dialog displays.
3. Confirm the deleƟon, and then select Yes. A message displays confirming the HL7 staƟon is deleted.

HL7 Mappings

From AdministraƟon > HL7 > HL7 Mappings, map database entries to HL7 message fields. Each HL7 peer in the system has an
associated mapping.

Although a mapping may be shared among mulƟple peers, this pracƟce is not recommended because a change to one
mapping, as requested by one peer, also affects other peers that use that mapping.

Adding HL7 mappings

From AdministraƟon > HL7 > HL7 Mappings, add HL7 mappings.

Adding an HL7 mapping is the process of creaƟng a new mapping based on any exisƟng mappings, such as the following:

Base Mapping is the factory mapping.
Default Data Mapping

To add an HL7 mapping, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Mappings. ExisƟng HL7 mappings display.
2. Select Add New. The Add New HL7 Mapping dialog displays.
3. Complete the following fields:

Alias: Enter an name for the mapping.
DescripƟon: Enter a brief name or descripƟon that idenƟfies the mapping.
Based On: Select whether you want the mapping to be based on exisƟng base mappings or on the default (hard-
coded) data mapping, which is editable.

4. Select OK. A message displays confirming the HL7 mapping was added.

EdiƟng HL7 mappings

From AdministraƟon > HL7 > HL7 Mappings, edit HL7 mappings.

To edit exisƟng HL7 mappings, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Mappings. ExisƟng HL7 mappings display.
2. In the row that includes the HL7 mapping that you want to edit, select Edit. The Edit HL7 Mappings page displays.
3. Make changes, and then select OK. A message displays confirming the HL7 mapping was saved.

ExporƟng HL7 mappings

To export HL7 mappings, perform the following step.

Go to AdministraƟon > HL7 > HL7 Mappings, and then select Export. The HL7 mapping file is downloaded to your computer.

Replacing exisƟng HL7 mappings by imporƟng mappings

ImporƟng mappings is useful when you want to copy mappings from one PACS appliance to another PACS appliance.

Only import a mapping file to a PACS appliance that you exported from a PACS appliance. The mapping file name uses the
following format: <serialnumber>_<version>.hl7map.

To import HL7 mappings, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Mappings, and then select Import. The Import HL7 Mappings dialog displays.
2. Confirm you want to replace exisƟng mappings, and then select Yes.
3. Select Choose File, select the file, and then select Open.
4. Select Import. The mapping file is imported and displays in the list.

DeleƟng HL7 mappings

From AdministraƟon > HL7 > HL7 Mappings, delete HL7 mappings.



To delete an HL7 mapping, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Mappings. ExisƟng HL7 mappings display.
2. In the row that includes the HL7 mapping that you want to delete, select Delete. The Delete HL7 Mapping dialog

displays.
3. Confirm the deleƟon, and then select Yes. A message displays confirming the HL7 mapping is deleted.

HL7 Test Tool

From AdministraƟon > HL7 > HL7 Test Tool, validate whether mappings parse and display messages as desired. It is
recommended to validate a mapping before assigning it to a peer.

For example, when viewing the HL7 Worklist, errors may display in the outbound messages. Select the magnifying glass icon
in the row of the error, and the message displays in the HL7 Test Tool. AŌer you select Parse, the HL7 Test Tool parses the HL7
message using the mapping that you select in the tool. From the test tool, select a different mapping and see how parsing the
message changes from where the system takes values.

ValidaƟng HL7 parsing messages

From AdministraƟon > HL7 > HL7 Test Tool > Parse tab, validate whether a mapping parses a message as expected.

To validate an HL7 parsing message, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Test Tool. The Parse tab displays.
2. From the Mapping dropdown list, select the mapping that you want to apply, and then select Parse. The results display

in the text box.
3. Clear the informaƟon in the fields by selecƟng Clear.

Composing and tesƟng HL7 messages

From AdministraƟon > HL7 > HL7 Test Tool > Compose tab, validate whether a mapping displays a message as expected.

To compose and test an HL7 parsing message, perform the following steps.

1. Go to AdministraƟon > HL7 > HL7 Test Tool > Compose tab.
2. From the Mapping dropdown list, select the mapping for which you want to test messages.
3. Select Compose.
4. Clear the informaƟon in the fields by selecƟng Clear.



PaƟent

From AdministraƟon > PaƟent, access the following modules:

Quality Control - Configure parameters to enhance detecƟon of potenƟal inconsistencies among data in paƟent
records.
IdenƟficaƟon Domain - Define and maintain domains for paƟent idenƟficaƟon.
Demographics Supplier - Configure a remote paƟent demographics supplier.
PIX Seƫngs - Turn on queries for paƟent idenƟfier cross-referencing (PIX) managers, and configure the PIX manager.

Quality Control

From AdministraƟon > PaƟent > Quality Control, configure parameters to enhance detecƟon of potenƟal inconsistencies
among data in paƟent records stored on the PACS.

Configuring parameters for detecƟng conflicts in paƟent data

From AdministraƟon > PaƟent > Quality Control > Conflict Control tab, change the parameters for detecƟng conflicts in
paƟent data.

For example, conflicts in paƟent data may be reported when two or more different persons with the same paƟent ID are
detected within the local system. All the local paƟent records that are determined to have conflicts in the data are listed in
PaƟents > Conflict.

To configure parameters for detecƟng conflicts in paƟent data, perform the following steps.

1. Go to AdministraƟon > PaƟent > Quality Control > Conflict Control tab.
2. In Conflict EvaluaƟon Policy, select the paƟent demographic data, such as Name, Birth Date, or Sex, that will be

considered during conflict evaluaƟon.
3. In String Matching Policy, designate the matching parameters to be used when evaluaƟng the paƟent demographic

data.
4. Select Save. A message displays confirming the configuraƟon changes are saved.

Configuring data sources for import reconciliaƟon

From AdministraƟon > PaƟent > Quality Control > ReconciliaƟon Control tab, configure data sources for import
reconciliaƟon.

PaƟent data that is imported into the PACS appliance can come from different sources, such as the local system, an RIS or
PACS provider that supports the MWL InformaƟon Data Model, or a system that supports the Remote PaƟent Root
InformaƟon Data Model.

Reconciling paƟent data is an opƟonal step during the import process.

To configure data sources for import reconciliaƟon, perform the following steps.

1. Go to AdministraƟon > PaƟent > Quality Control > ReconciliaƟon Control tab.
2. Complete the following fields:

Data Source Type: Select the type of paƟent idenƟty repository and search mechanism to use during import
reconciliaƟon. The data source type that you select determines whether you need to complete the following
fields.
Data Source Name: Select an AE Ɵtle to use as the paƟent idenƟfy repository for a remote or MWL data source.
MWL Data Source Policy: Select whether to query the MWL data source for all exams.

3. Select Save. A message displays confirming the configuraƟon is saved.

Assigning score weights to paƟent demographic data

From AdministraƟon > PaƟent > Quality Control > ReconciliaƟon Control tab, assign score weights to the paƟent
demographic data to be used during paƟent similarity evaluaƟons. The total of the percentages must be 100 percent.

During the paƟent informaƟon reconciliaƟon process, similar paƟents are detected using a scoring-based algorithm. The
configured weights assigned to each paƟent demographic factor, such as paƟent ID and sex, will be taken by this algorithm to
calculate the similarity score. Candidate paƟents with a score higher than the specified threshold will be suggested to the
user to assist in determining whether the same paƟent already exists on the specified data source.



To assign score weights to paƟent demographic data, perform the following steps.

1. Go to AdministraƟon > PaƟent > Quality Control > ReconciliaƟon Control tab.
2. In the Candidate Score Weight secƟon, enter a percent value for each of the following opƟons. The total of the

percentages must be 100 percent. Enter zero (0) if you do not want the factor to be considered during the evaluaƟon.
PaƟent ID
First Name
Last Name
Middle Name
Birth Date
Sex

3. Select Save. A message displays confirming the configuraƟon is saved.

Turning on MWL data correcƟon

From AdministraƟon > PaƟent > Quality Control > MWL Data CorrecƟon tab, turn on Modality Worklist (MWL) data
correcƟon.

If the PACS appliance RIS is used to provide the Modality Worklist, aŌer the modaliƟes send the studies to the PACS, paƟent
informaƟon from the inbound studies can be matched against the RIS paƟent data. If discrepancies exist, then the study can
be automaƟcally corrected to use the paƟent data from RIS.

Data correcƟon of an inbound study is a delayed post-processing service that starts one Ɵme daily. AŌer you turn on MWL
data correcƟon, you must also schedule a valid Ɵme and day on which the service will perform the MWL data correcƟon.

To turn on MWL data correcƟon, complete the following fields.

1. Go to AdministraƟon > PaƟent > Quality Control > MWL Data CorrecƟon tab.
2. Select Enable to turn on MWL data correcƟon.
3. In the Scheduled Time dropdown lists, designate the hour and minute that data correcƟon will occur.
4. In the Scheduled Date opƟons, select the day or days on which data correcƟon should occur.
5. Select Save. A message displays confirming the configuraƟon is saved.

IdenƟficaƟon Domain

From AdministraƟon > PaƟent > IdenƟficaƟon Domain, define and maintain domains for paƟent idenƟficaƟon.

Different data sources may contain different paƟent data for the same paƟent. A paƟent idenƟficaƟon domain is an
environment in which all the systems and applicaƟons consistently use paƟent data from a single paƟent source. The PACS
system may need to communicate with other systems and applicaƟons across paƟent idenƟficaƟon domains to exchange
data.

The paƟent idenƟficaƟon domains defined here can be referenced by DICOM® Standard remote AEs to indicate different
paƟent sources adopted by different AEs. MulƟple AEs can belong to the same domain. The domains also can be used by
paƟent demographics suppliers and for paƟent idenƟfier cross-referencing (PIX).

Adding domains for paƟent idenƟficaƟon

From AdministraƟon > PaƟent > IdenƟficaƟon Domain > Domains tab, add domains for paƟent idenƟficaƟon.

To add a domain for paƟent idenƟficaƟon, perform the following steps.

1. Go to AdministraƟon > PaƟent > IdenƟficaƟon Domain. The Domains tab displays.
2. Select Add New. The Add New PaƟent IdenƟficaƟon Domain dialog displays.
3. Complete the following fields:

Alias: Enter an alias for the namespace.
Namespace ID: Enter a valid ID for the namespace.
Universal ID: Enter a valid universal ID for the namespace.

4. Select OK. A message displays confirming the domain is saved.

EdiƟng informaƟon for paƟent idenƟficaƟon domains

To edit informaƟon for a paƟent idenƟficaƟon domain, perform the following steps.

1. Go to AdministraƟon > PaƟent > IdenƟficaƟon Domain. The Domains tab displays.



2. In the row that includes the domain that you want to edit, select Edit. The Edit PaƟent IdenƟficaƟon Domain dialog
displays.

3. Modify informaƟon, and then select OK. A message displays confirming the domain is saved.

Configuring paƟent idenƟficaƟon domains for local systems

From AdministraƟon > PaƟent > IdenƟficaƟon Domain > Seƫngs tab, configure the paƟent idenƟficaƟon domain.

The paƟent idenƟficaƟon domain for this PACS appliance system has to be defined for the PaƟent Demographics Supplier and
PaƟent IdenƟfier Cross-Referencing (PIX) applicaƟons to funcƟon correctly.

To configure the paƟent idenƟficaƟon domain for this PACS appliance system, perform the following steps.

1. Go to AdministraƟon > PaƟent > IdenƟficaƟon Domain > Seƫngs tab.
2. In the Local System PaƟent IdenƟficaƟon Domain dropdown list, select the local domain, and then select Save. A

message displays confirming the configuraƟon is saved.

DeleƟng paƟent idenƟficaƟon domains

You cannot delete a paƟent idenƟficaƟon domain that is referenced by the local system.

To delete a paƟent idenƟficaƟon domain, perform the following steps.

1. Go to AdministraƟon > PaƟent > IdenƟficaƟon Domain. The Domains tab displays.
2. In the row that includes the domain that you want to delete, select Delete. The Delete PaƟent IdenƟficaƟon Domain

dialog displays.
3. Confirm the deleƟon, and then select Yes. A message displays confirming the domain is deleted.

Demographics Supplier

From AdministraƟon > PaƟent > Demographics Supplier, configure a remote paƟent demographics supplier.

PaƟent Demographics Supplier is an HL7 service that provides paƟent query funcƟon through the standard HL7 QBP message.
The PACS appliance can act as a client to query paƟent informaƟon from a remote demographics supplier.

Turning on remote paƟent demographics supplier

The paƟent query interface funcƟonality is available in the PACS appliance RIS interface. The PaƟent Demographics Supplier
page only provides the configuraƟon opƟons for the remote paƟent demographics supplier.

AŌer you turn on the remote paƟent demographics supplier, the Plaƞorm Service must be restarted for the changes to take
effect.

To turn on a remote paƟent demographics supplier, perform the following steps.

1. Go to AdministraƟon > PaƟent > Demographics Supplier, and complete the following fields:
Enable: Turn on the query transacƟon to paƟent demographics supplier.
Host Address: Enter a valid IP address of the paƟent demographics supplier.
Listening Port: Enter a valid listening port of the paƟent demographics supplier.
Sending ApplicaƟon: Enter the sending applicaƟon that is used for the HL7 query message by the client.
Sending Facility: Enter the sending facility that is used for the HL7 query message by the client.
Receiving ApplicaƟon: Enter the receiving applicaƟon that is used for the HL7 query message by paƟent
demographics supplier.
Receiving Facility: Enter the receiving facility that is used for the HL7 query message by paƟent demographics
supplier.

2. Select Save. The Apply Changes and Restart Plaƞorm Service dialog displays.
3. Confirm the change, and then select OK. The changes are applied, and the Plaƞorm Service is restarted.

PIX Seƫngs

From AdministraƟon > PaƟent > PIX Seƫngs, turn on queries for paƟent idenƟfier cross-referencing (PIX), and configure the
PIX manager.

The PACS appliance supports paƟent idenƟfier cross-referencing (PIX) as a PIX consumer actor. The system is able to query a
PIX manager to get paƟent idenƟfier informaƟon from other paƟent idenƟficaƟon domains for an exisƟng local paƟent.



Configuring PIX manager

To configure the PIX manager, perform the following steps.

1. Go to AdministraƟon > PaƟent > PIX Seƫngs > Manager tab, and complete the following fields:
IP Address: Enter a valid IP address for the PIX manager actor.
Listening Port: Enter a valid listening port for the PIX manager actor.
Sending ApplicaƟon: Enter the sending applicaƟon that is used for the HL7 query message by the PIX consumer.
Sending Facility: Enter the sending facility that is used for the HL7 query message by the PIX consumer.
Receiving ApplicaƟon: Enter the receiving applicaƟon that is used by the HL7 query message by PIX manager.
Receiving Facility: Enter the receiving facility that is used by the HL7 query message by PIX manager.

2. Select Save. A message displays confirming the configuraƟon is saved.

Turning on PIX queries

The PIX query uƟlizes standard HL7 communicaƟon. PIX queries can be performed manually from PaƟents > Search and
adopted by the DICOM service for querying, retrieving, and storing DICOM objects.

To turn on PIX queries, perform the following steps.

1. Go to AdministraƟon > PaƟent > PIX Seƫngs > Seƫngs tab, and select any of the following opƟons:
Enable PIX for DICOM Query: Turn on this opƟon, and the DICOM FIND SCP will uƟlize PIX transacƟons to
accomplish cross-domain queries. For example, when the FIND SCP receives a request with paƟent ID criteria
from a remote AE in a different paƟent idenƟficaƟon domain, it will first query the PIX manager to get the
corresponding local paƟent ID, and then it will use this local ID to perform the internal search. If matching results
are found, then the paƟent ID aƩributes in the responses will be replaced with the original ID from the query
requester.
Enable PIX for DICOM Retrieve: Turn on this opƟon, and the DICOM MOVE SCP will uƟlize PIX transacƟons to
accomplish cross-domain retrieval. For example, when the MOVE SCP receives a paƟent-level retrieval request
from a remote AE that belongs to a different paƟent idenƟficaƟon domain, it will first query the PIX manager to
get the corresponding local paƟent ID, and then it will use this local ID to locate the objects to be sent. If the
request is not paƟent level, then MOVE SCP just uses the requested level and UID to locate the object. During C-
STORE, if the desƟnaƟon AE is in a different paƟent idenƟficaƟon domain than the local system, then the paƟent
ID in each dataset will be replaced with the corresponding ID in the desƟnaƟon domain.
Enable PIX for DICOM Storage: Turn on this opƟon, and the DICOM STORE SCP will uƟlize PIX transacƟons to
accomplish cross-domain storage. For example, when the STORE SCP receives a study from a remote AE that
belongs to a different paƟent idenƟficaƟon domain, first it will query the PIX manager to get the corresponding
local paƟent ID, and then it will apply this local ID to the dataset for registraƟon and storage.

2. Select Save. A message displays confirming the configuraƟon is saved.



ASTRA

From AdministraƟon > ASTRA, access the following modules:

ASTRA Service - Configure the PACS appliance to access ASTRA™ Cloud.
ASTRA Peers - Add and maintain ASTRA™ peers.

ASTRA Service

ASTRA™ Cloud by Candelis® is a cloud compuƟng soluƟon for medical imaging and reports. From AdministraƟon > ASTRA >
ASTRA Service, configure the PACS appliance to use ASTRA Cloud and to share studies with other physicians and PACS
appliance servers in a reliable and secure manner.

Configuring network seƫngs to access ASTRA Cloud

To configure network seƫngs to access ASTRA Cloud, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Service. The Server tab displays current connecƟon seƫngs.
2. In the ConnecƟon Seƫngs secƟon, complete the following fields:

Host Address: Enter a valid host address for ASTRA Cloud.
Port: Enter the listening port of ASTRA Cloud.

3. Select Save. A message displays confirming the configuraƟon changes are saved.

Turning on download redirecƟon

It is recommended to turn on download redirecƟon because objects that are stored in ASTRA Cloud are downloaded directly
from their source.

Consider the following when working with download redirecƟon:

If this opƟon is not turned on, downloading objects from ASTRA Cloud will conƟnue to funcƟon; however, connecƟon
Ɵmeouts may occur if the data is too large.
Disable download redirecƟon if your firewall blocks S3.
If you want to unblock ASTRA Cloud services, then contact technical support for guidance opening the proper domains.

To turn on download redirecƟon, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Service > Server tab, and select Use Download RedirecƟon.
2. Select Save. A message displays confirming the configuraƟon changes are saved.

Registering PACS appliance with ASTRA Service

From AdministraƟon > ASTRA > ASTRA Service > RegistraƟon tab, register the PACS appliance with ASTRA Cloud.

During the process of registering the PACS appliance with ASTRA Cloud, you will have the opƟon to turn on various features
that use ASTRA Cloud. Because these features require a license, you will only see the features for which your system has a
license. Default configuraƟons are used when you turn on a licensed feature.

To avoid network connecƟon issues during PACS appliance registraƟon, it is recommended to verify the following:

DNS seƫngs and network configuraƟon. Go to AdministraƟon > System > Network Seƫngs.
Host address and port for the ASTRA service. Go to AdministraƟon > ASTRA > ASTRA Service > Server tab.

To register the PACS appliance with ASTRA Service, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Service > RegistraƟon tab.
2. In the Contact InformaƟon secƟon, complete the following required fields:

Customer Name
Facility
Address
City
State/Province
Zip/Postal Code
Country
Contact Email



Phone Number
3. Select Register. The ASTRA Terms of Service Agreement displays.
4. Read, understand, and accept the terms by selecƟng I accept the terms of the agreement.
5. Select Accept.

The ASTRA RegistraƟon dialog displays if your system has licenses for features that use ASTRA Cloud.
A private key is generated.

Downloading private key for ASTRA Cloud

When you register a PACS appliance with ASTRA Cloud, the PACS appliance generates and stores a private key, which is used
to encrypt and decrypt the data stored in ASTRA Cloud.

From AdministraƟon > ASTRA > ASTRA Service > Private Key tab, download the private key for safekeeping.

It is imperaƟve that you store your private key in a safe, protected locaƟon. If your private key is
lost, then you will not be able to access your data in ASTRA Cloud.

To download your private key for ASTRA Cloud, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Service > Private Key tab.
2. Select Download.
3. Browse to the locaƟon where you want to save the file, and then select Save.

Restoring private key for ASTRA Cloud

To restore your private key, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Service > Private Key tab.
2. Select Choose File, select the file, and then select Open.
3. Select Restore.

ASTRA Peers

Before a PACS appliance can share studies with other ASTRA Cloud peers, the peers must first be added to the PACS
appliance.

Adding ASTRA Cloud peers

From AdministraƟon > ASTRA > ASTRA Peers, add ASTRA Cloud peers, which may be another PACS server or a user
workstaƟon.

To add an ASTRA Cloud peer, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Peers.
2. Select Add New. The ASTRA Peer - ASTRA Account dialog displays.
3. Complete the following fields:

Account: Enter a valid ASTRA Cloud account username or email address.
DescripƟon: Enter a brief descripƟon or name for the ASTRA Cloud peer.

4. Select Next. The ASTRA Peer - Inbound Policy dialog displays. If you need to return to a previous page, select Previous.
5. Select Accept Inbound Studies to grant permission for the ASTRA peer to transfer studies to the PACS appliance, and

then select Next. The ASTRA Peer - Outbound Policy dialog displays.
6. Select the default format of the study for outbound transfers to the ASTRA peer, and then select Next. The ASTRA Peer -

Review dialog displays.
7. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
8. Review the configuraƟon, and select Finish. A message displays confirming the ASTRA peer was added.

EdiƟng informaƟon for ASTRA peers

From AdministraƟon > ASTRA > ASTRA Peers, edit informaƟon for ASTRA peers.

To edit informaƟon for an ASTRA peer, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Peers.



2. In the row that includes the ASTRA peer that you want to edit, select Edit. The ASTRA Peer - ASTRA Account dialog
displays.

3. Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the
informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.

4. Review the configuraƟon, and select Finish. A message displays confirming the changes to the ASTRA peer informaƟon
was saved.

DeleƟng ASTRA peers

From AdministraƟon > ASTRA > ASTRA Peers, delete ASTRA peers.

To delete an ASTRA peer, perform the following steps.

1. Go to AdministraƟon > ASTRA > ASTRA Peers.
2. In the row that includes the ASTRA peer that you want to delete, select Delete. The Delete ASTRA Peer dialog displays.
3. Confirm the deleƟon, and select Yes. A message displays confirming the ASTRA peer was deleted.



Users

From AdministraƟon > Users, access the following modules:

User Management - Define and maintain user accounts for the PACS web applicaƟon.
Site Security Policy - Configure security seƫngs for all user accounts in the PACS web applicaƟon.
AcƟve Sessions - View informaƟon related to users currently signed in to the PACS web applicaƟon.

User Management

From AdministraƟon > Users > User Management, define and maintain user accounts for the PACS web applicaƟon.

Changing administrator password

To change the administrator password, perform the following steps.

1. Go to AdministraƟon > Users > User Management.
2. In the row that includes the admin user account, select Set Password. The password dialog displays.
3. Complete the following fields:

Current Password: Enter the current administrator password. The iniƟal password is password by default.
New Password: Enter the new administrator password.
Re-enter Password: Re-enter the new password.

4. Select OK.

Adding user accounts

From AdministraƟon > Users > User Management, add user accounts.

Filter the list of user accounts by entering a term in the Filter field.

To add a user account, perform the following steps.

1. Go to AdministraƟon > Users > User Management. The list of exisƟng user accounts displays.
2. Select Add New. The Add User dialog displays.
3. Complete the following required fields:

Username: Enter the username for the account.
Password: Enter a valid password for the user account.
Re-enter Password: Re-enter the password.
Full Name: Enter the full name of the user.
User role: Select the role for the user account.

Operator: May be assigned access to all system modules, local AEs, and remote AEs.
Physician: May only be assigned access to local AEs.

4. From the Select User Permissions secƟon, assign access to modules in the system by highlighƟng the item and selecƟng
Add or Remove as appropriate.

5. From the Select PermiƩed Local AEs secƟon, assign access to local AEs by highlighƟng the AE and selecƟng Add or
Remove as appropriate.

6. From the Select PermiƩed Remote AEs secƟon, assign access to remote AEs by highlighƟng the AE and selecƟng Add or
Remove as appropriate.

7. Select OK. A message displays confirming the user account is saved.

EdiƟng informaƟon for user accounts

From AdministraƟon > Users > User Management, edit informaƟon, including user role, for user accounts.

Filter the list of user accounts by entering a term in the Filter field.

To edit informaƟon for a user account, perform the following steps.

1. Go to AdministraƟon > Users > User Management. The list of exisƟng user accounts displays.
2. In the row that includes the user account that you want to edit, select Edit. The Edit User dialog displays.
3. Change the password by selecƟng Change Password, and then in the Password field and Re-enter Password field, enter

a valid password for the user account.
4. Change user account informaƟon in any of the fields, or change access permissions.
5. Select OK. A message displays confirming the user account is saved.



Unlocking user accounts

From AdministraƟon > Users > User Management, unlock user accounts for which sign-in aƩempts have exceeded the
configured maximum number.

Filter the list of user accounts by entering a term in the Filter field.

To unlock a user account, perform the following steps.

1. Go to AdministraƟon > Users > User Management. The list of exisƟng user accounts displays.
2. In the row that includes the user account that you want to unlock, select Unlock. The unlock user dialog displays.
3. Confirm the acƟon, and then select Yes. The user account is unlocked.

DeleƟng user accounts

From AdministraƟon > Users > User Management, delete user accounts.

Filter the list of user accounts by entering a term in the Filter field.

To delete a user account, perform the following steps.

1. Go to AdministraƟon > Users > User Management. The list of exisƟng user accounts displays.
2. In the row that includes the user account that you want to delete, select Delete. The Delete dialog displays.
3. Confirm the deleƟon, and then select Yes. The user account is deleted from the system.

Site Security Policy

From AdministraƟon > Users > Site Security Policy, configure security seƫngs for all user accounts in the PACS web interface.

Configuring security seƫngs for user accounts

To configure security seƫngs for user accounts, perform the following steps.

1. Go to AdministraƟon > Users > Site Security Policy, and complete the following fields:
Session InacƟvity Timeout: Enter the number in minutes that a user session will remain responsive aŌer the last
user interacƟon; the user session is automaƟcally signed out when the inacƟvity exceeds the threshold that you
set. Select None to turn off Session InacƟvity Timeout.
Password ExpiraƟon: Enter the number in days when a user password will expire, and users will be required to
change their password. Select None to turn off Password ExpiraƟon.
Password Requirements: Select the opƟons to require when creaƟng or updaƟng a user account password.
Minimum Password Length: Enter the minimum number of characters required when creaƟng or updaƟng a user
account password.
Maximum Failed Sign-In AƩempts: Enter the maximum number of user sign-in aƩempts aŌer which the user
account is locked.
Allow OEM Access: Select to grant access for support personnel.

2. Select Save. A message displays confirming the configuraƟon changes are saved.

AcƟve Sessions

From AdministraƟon > Users > AcƟve Sessions, view user session informaƟon, including the remote address from which
users are connected and the last Ɵme any acƟvity was detected.

Select Refresh to update the acƟve sessions informaƟon.

Viewing acƟve sessions

Go to AdministraƟon > Users > AcƟve Sessions. All acƟve sessions display.

Forcibly sign out a user by selecƟng Terminate next to the user session.



Data Management

From AdministraƟon > Data Management, access the following modules:

Local Storage - View and manage storage devices (raw disks) and volumes, and configure seƫngs for system storage.
ASTRA Storage - View ASTRA™ Cloud storage details, and configure expiraƟon seƫngs for ASTRA™ Cloud storage.
Backup Service - Define and maintain backup policies.
Data RetenƟon - Define and maintain data retenƟon policies.
Auto DeleƟon - Configure seƫngs for auto deleƟon.
Storage OpƟmizaƟon - Configure seƫngs for storage opƟmizaƟon.
Live MigraƟon - Migrate data from a source PACS system to the PACS appliance with minimal downƟme.

Local Storage

From AdministraƟon > Data Management > Local Storage, view and manage current storage devices (raw disks) and
volumes, and configure seƫngs for system storage.

When a new PACS system is shipped to a customer, it includes a permanent db volume that is automaƟcally managed by the
system and is always ready for use. Because the system automaƟcally manages this volume, the Manage opƟon does not
display for the device, and you cannot edit, disable, eject, or remove the db volume.

Managing devices and volumes

From AdministraƟon > Data Management > Local Storage > Devices and Volumes tab, view and manage devices and
volumes.

When you install the PACS soŌware on a virtual machine (VM), you provide a virtual disk (device) that is connected to the
VM. This device (raw disk) displays in the Devices secƟon, and the Manage opƟon is available to create volumes on the disk.
The system automaƟcally creates the device name, such as sda, sdb, sdc. Volumes have a maximum of 16 TB. If the disk is
greater than 16 TB, then the system creates more than one volume; if the disk is less than 16 TB, then the system only creates
one volume. Each volume that is created by the system displays in the Volumes secƟon with a name, such as v1, v2, v3, that is
automaƟcally created by the system.

To manage a device and its volume(s), perform the following steps.

1. Go to AdministraƟon > Data Management > Local Storage > Devices and Volumes tab.
2. Provide a virtual disk, and then select Manage. The system creates one or more volumes, depending on the size of the

disk, and the volume displays in the Volumes secƟon. The Manage opƟon is no longer available for that device.
3. In the Volumes secƟon, format the volume by selecƟng the volume row and then selecƟng Format. The volume is

automaƟcally formaƩed, mounted, and ready for use. The status displays Enabled, Mounted, Ready, and the Format
opƟon is no longer available for that volume.

4. Perform addiƟonal acƟons for a highlighted volume by selecƟng any of the following opƟons:
Disable: Take down a volume. This may be useful if you need to perform maintenance on the volume or to
troubleshoot an issue with the volume.
Eject Media: Eject a removable media, such as a USB drive that you are using for external storage.
Remove: Remove a volume from use.

Specifying storage types for volumes

When you add a new volume to the system, specify the type of storage, including DICOM studies, RIS aƩachments, and
rendering, for which the volume will be used. If a volume is greater than a specific size, then all the storage types are
automaƟcally selected when the volume is created by the system. If the volume is less than a specific size, then you must
specify the storage type.

Note that the db volume is typically small, such as 65 GB, so storage types are not automaƟcally assigned to this permanent
volume.

To specify storage types for a volume, perform the following steps.

1. Go to AdministraƟon > Data Management > Local Storage > Devices and Volumes tab.
2. In the Volumes secƟon, select the volume for which you want to specify a storage type, and then select Edit. The

Choose Storage Type dialog displays.
3. Select one or more storage type, depending on the size of the volume, and then select Save. A message displays

confirming the configuraƟon changes are saved.



Configuring storage seƫngs

From AdministraƟon > Data Management > Local Storage > Storage Seƫngs tab, configure seƫngs, such as storage reserves,
storage thresholds, and storage reclamaƟon, for all storage devices on the system to ensure a minimum amount of free space
is maintained and always made available for normal system operaƟons.

View real-Ɵme system usage from the default Dashboard and the Performance Dashboard.

To configure seƫngs for system storage, perform the following steps.

1. Go to AdministraƟon > Data Management > Local Storage > Storage Seƫngs tab.
2. In Reserved Storage Seƫngs, complete any of the following fields:

System Reserved Space: Enter the amount of space in GB that is reserved on each volume for normal system
operaƟons.
Database Reserved Space: Enter the amount of space in GB that is reserved on the head unit for database
storage.

3. In Storage Threshold Seƫngs, complete any of the following fields:
Free Space Threshold: Enter the amount of free disk space in GB that the system will try to maintain under
normal operaƟng condiƟons. Data purging must be turned on in the Storage ReclamaƟon Seƫngs secƟon for the
threshold to be triggered.
CriƟcal Space Threshold: Enter the criƟcal disk space threshold in GB in which the system will begin to take
emergency acƟons. Data purging must be turned on in the Storage ReclamaƟon Seƫngs secƟon for the
threshold to be triggered.

4. In Storage ReclamaƟon Seƫngs, select Enable Data Purging to turn on data purging.
5. Select Save. A message displays confirming the configuraƟon is saved.

ASTRA Storage

From AdministraƟon > Data Management > ASTRA Storage, view ASTRA™ Cloud storage details, and configure expiraƟon
seƫngs for ASTRA™ Cloud storage.

You must have a license to use the ASTRA™ Service. Contact your sales representaƟve if you want to purchase an ASTRA™

Service license for your PACS system.

Configuring expiraƟon seƫngs for ASTRA Cloud storage

Changes made to expiraƟon seƫngs will not apply to data that are already stored in ASTRA™ Cloud.

View ASTRA™ Cloud storage usage and shared objects from AdministraƟon > Data Management > ASTRA Storage > Storage
Usage tab.

To configure expiraƟon seƫngs for ASTRA™ Cloud storage, perform the following steps.

1. Go to AdministraƟon > Data Management > ASTRA Storage > Storage Detail tab.
2. In ExpiraƟon Seƫngs complete any of the following fields:

Backup ExpiraƟon: Enter the number in years that backup objects should remain in ASTRA™ Cloud storage.
Share ExpiraƟon: Enter the number in days that shared objects should remain in ASTRA™ Cloud storage.

3. Select Save. A message displays confirming the configuraƟon is saved.

Backup Service

From AdministraƟon > Data Management > Backup Service, define and maintain backup policies.

You must have a backup desƟnaƟon license to use the Backup Service. Contact your sales representaƟve if you want to
purchase a backup desƟnaƟon license for your PACS system.

Turning on backup services

The Backup Service creates duplicate copies of various data objects to the secondary storage. When the Backup Service is
turned on, the PACS appliance backs up to secondary storage all DICOM studies, aƩachments, configuraƟon files, and its
internal database.

To turn on backup services, perform the following steps.

1. Go to AdministraƟon > Data Management > Backup Service. The Seƫngs tab displays.



2. Complete the following fields:
Enable: Select to turn on backup services. If you do not have a license for Backup Service, this service will not
funcƟon when you turn it on.
Restrict: Select to restrict backup during business hours. Business hours are configured in AdministraƟon >
System > General Seƫngs.
Delay: Enter the Ɵme in seconds that the backup occurs aŌer a study arrives.

3. Select Save. A message displays confirming the configuraƟon is saved.

Adding backup policies

From AdministraƟon > Data Management > Backup Service > Policies tab, add backup policies.

Only licensed backup desƟnaƟons will be available for selecƟon when adding a backup policy.

To add a backup policy, perform the following steps.

1. Go to AdministraƟon > Data Management > Backup Service > Policies tab.
2. Select Add New. The Add Backup Policy - Source AEs dialog displays.
3. Select the source AEs that contain the studies to be backed up, and then select Add. Select Do not backup studies if the

backup policy is intended only to back up system files.
4. Select Next. The Add Backup Policy - Study Criteria dialog displays.
5. Select the study criteria that determines which studies will be backed up, and then select Next. The Add Backup Policy -

System Files dialog displays.
6. Select the type of system files to back up, and then select Next. The Add Backup Policy - Backup DesƟnaƟon dialog

displays.
7. Select the backup desƟnaƟon, and then select Next. The Add Backup Policy - DescripƟon dialog displays.
8. In the DescripƟon field, enter a descripƟon for the backup policy, and then select Next. The Add Backup Policy - Review

dialog displays.
9. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
10. Review the configuraƟon, and select Finish. A message displays confirming the policy is saved, the backup policy is

added, and the Status column displays Disabled.
11. Select Enabled, and the policy status changes to Enabled.

Turning off backup policies

To turn off a backup policy, perform the following steps.

1. Go to AdministraƟon > Data Management > Backup Service > Policies tab.
2. In the row that includes the backup policy that you want to turn off, select Disable. The Status column displays

Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled.

EdiƟng informaƟon for backup policies

To edit backup policy informaƟon, perform the following steps.

1. Go to AdministraƟon > Data Management > Backup Service > Policies tab.
2. In the row that includes the backup policy that you want to edit, select Edit. The Edit Backup Policy - Source AEs dialog

displays.
3. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
4. Review the configuraƟon, and select Finish. A message displays confirming the policy is saved.

DeleƟng backup policies

To delete a backup policy, perform the following steps.

1. Go to AdministraƟon > Data Management > Backup Service > Policies tab.
2. In the row that includes the backup policy that you want to delete, select Delete. The Delete Policy dialog displays.
3. Confirm the deleƟon, and then select Yes. The backup policy is removed.

Data RetenƟon

From AdministraƟon > Data Management > Data RetenƟon, define and maintain policies for retaining data.



Based on HIPAA and other regulaƟons, studies may not be required to be kept permanently. Data retenƟon policies allow you
to specify for how long different data should be stored on the PACS appliance before they can be permanently deleted. This
feature is available only if the PACS appliance is not configured as a cache router.

Adding data retenƟon policies

From AdministraƟon > Data Management > Data RetenƟon, add policies for retaining data.

One or more data retenƟon policies can be added to apply different retenƟon criteria for different studies; however, it is not
recommended to define mulƟple policies that have overlap on the same group of studies. If such policies are defined, as long
as a study qualifies for the deleƟon criteria from any policy, the study will be permanently deleted.

To add a data retenƟon policy, perform the following steps.

1. Go to AdministraƟon > Data Management > Data RetenƟon.
2. Select Add New. The Add Data RetenƟon Policy - Source AEs dialog displays.
3. Select specific source AEs or all AEs that include the studies to be deleted, and then select Next. The Add Data

RetenƟon Policy - Date Criteria dialog displays. If you need to return to a previous page, select Previous.
4. Select the Ɵme constraints for study date, study arrival date, and last accessed date to determine whether a study is

qualified for deleƟon, and then select Next. The Add Data RetenƟon Policy - Study Criteria dialog displays.
5. Configure study criteria for deleƟon, and then select Next. The Add Data RetenƟon Policy - DescripƟon dialog displays.
6. In the DescripƟon field, enter a brief descripƟon or name for the policy, and then select Next. The Add Data RetenƟon

Policy - Review dialog displays.
7. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
8. Review the configuraƟon, and select Finish. A message displays confirming the policy is saved, and the Status column

displays Enabled.

Turning off policies for data retenƟon

To turn off a data retenƟon policy, perform the following steps.

1. Go to AdministraƟon > Data Management > Data RetenƟon.
2. In the row that includes the data retenƟon policy that you want to turn off, select Disable. The Status column displays

Disabled.
3. To turn on a disabled policy, select Enable. The Status column displays Enabled.

EdiƟng informaƟon for data retenƟon policies

To edit data retenƟon policy informaƟon, perform the following steps.

1. Go to AdministraƟon > Data Management > Data RetenƟon.
2. In the row that includes the data retenƟon policy that you want to edit, select Edit. The Edit Data RetenƟon Policy -

Source AEs dialog displays.
3. (OpƟonal) Change informaƟon you entered on a page by selecƟng the name of the page in the leŌ pane, modifying the

informaƟon, and then selecƟng Review in the leŌ pane. The Review page displays.
4. Review the configuraƟon, and select Finish. A message displays confirming the policy is saved.

DeleƟng backup policies

To delete a data retenƟon policy, perform the following steps.

1. Go to AdministraƟon > Data Management > Data RetenƟon.
2. In the row that includes the data retenƟon policy that you want to delete, select Delete. The Delete Policy dialog

displays.
3. Confirm the deleƟon, and then select Yes. A message displays confirming the data retenƟon policy is deleted.

Auto DeleƟon

From AdministraƟon > Data Management > Auto DeleƟon, delete the oldest studies when eligible online storage falls below
the configured watermark. This feature is available only if the PACS appliance is configured as a cache router.

Configuring seƫngs for auto deleƟon

To configure the seƫngs for auto deleƟon, perform the following steps.



1. Go to AdministraƟon > Data Management > Auto DeleƟon > ConfiguraƟon tab.
2. Complete the following fields:

Auto Delete By: Specify the criteria that will be used to determine the oldest studies. Select either Last Access
Date or Study Date.
Minimal Eligible Space: Specify the minimum amount of eligible free space that will be maintained under heavy
usage condiƟons. During heavy usage, the amount of eligible disk space may fall below the nominal eligible space
threshold, but this minimum eligible space will be maintained unƟl operaƟng condiƟons return to normal.
Nominal Eligible Space: Specify the amount of eligible free disk space that will be maintained under normal
operaƟng condiƟons at the scheduled Ɵme. It must be configured larger than Minimal Eligible Space.

3. Select Save.

Storage OpƟmizaƟon

From AdministraƟon > Data Management > Storage OpƟmizaƟon, compress online studies stored on the PACS appliance to
reclaim storage space. The compression raƟo varies, depending on the type of imaging data and the algorithm used.

Configuring seƫngs for storage opƟmizaƟon

From AdministraƟon > Data Management > Storage OpƟmizaƟon > ConfiguraƟon tab, configure storage opƟmizaƟon by
selecƟng a compression algorithm.

The compression algorithms may include, but not be limited to, the following opƟons:

JPEG-2000 Lossless
JPEG-LS Lossless
JPEG Lossless
RLE Lossless
Deflated Explicit LiƩle Endian
JPEG-2000 Lossy
JPEG-LS Lossy

Consider the following when configuring storage opƟmizaƟon:

Be extremely cauƟous about using lossy compression algorithms. The image quality will degrade, and it is not
recoverable.
Only imaging data will be compressed. If the image is already in a compressed format, no further compression or
conversion will be performed.

To configure the seƫngs for storage opƟmizaƟon, perform the following steps.

1. Go to AdministraƟon > Data Management > Storage OpƟmizaƟon > ConfiguraƟon tab.
2. Select Enable to turn on compression.
3. From the Compression Algorithm dropdown list, select the algorithm.
4. Select Save.

Scheduling storage opƟmizaƟon services

First enable the storage opƟmizaƟon service from AdministraƟon > Data Management > Storage OpƟmizaƟon >
ConfiguraƟon tab, and then configure the scheduled run Ɵme to start the service.

To schedule the storage opƟmizaƟon service, perform the following steps.

1. Go to AdministraƟon > Data Management > Storage OpƟmizaƟon > Schedule tab.
2. Complete the following fields:

Scheduled Time: Select the hour and minute when the compression will start.
Scheduled Days: Select the day or days of the week when compression will occur.

3. Select Save.

Live MigraƟon

From AdministraƟon > Data Management > Live MigraƟon, iniƟate live migraƟon to move data from an exisƟng source
Candelis PACS system to another Candelis PACS appliance. Unlike the standard method of migraƟng data, live migraƟon
allows users to query and retrieve any exisƟng studies through the DICOM interface, even while the studies are acƟvely being
migrated from one system to the other.



Full migraƟon requires an acƟvaƟon license and only works with Candelis PACS appliance servers. Contact technical support if
you need to acƟvate a migraƟon license.

Understanding live migraƟon

The live migraƟon process can be separated into three related, but independent, stages:

VerificaƟon: During this phase, the PACS appliance verifies the seƫngs to ensure the PACS appliance and the source
PACS system are configured correctly. If an error is detected, the enƟre migraƟon process is stopped. This stage can be
skipped when Enable VerificaƟon is not turned on from AdministraƟon > Data Management > Live MigraƟon >
ConfiguraƟon tab.
Indexing: PACS appliance queries the source PACS system to iniƟalize the database records required for live migraƟon.
The PACS appliance will be inacƟve for the duraƟon of the indexing phase.
Data migraƟon: Data is acƟvely migrated from the source PACS system to the PACS appliance. During this phase, users
may query and retrieve studies on the source PACS system via the DICOM interface of the PACS appliance.

Configuring seƫngs for live migraƟon

From AdministraƟon > Data Management > Live MigraƟon > ConfiguraƟon tab, configure general seƫngs and configure
seƫngs for indexing and migraƟon.

Full migraƟon requires an acƟvaƟon license and only works with PACS appliance servers. Contact technical support if you
need to acƟvate a migraƟon license.

To configure seƫngs for live migraƟon, perform the following steps.

1. Go to AdministraƟon > Data Management > Live MigraƟon > ConfiguraƟon tab.
2. Select a migraƟon method.
3. In General Seƫngs, complete the following fields:

Source Host Address: Enter a valid host address for the source system.
Dedicated AE Title: Enter the remote AE Ɵtle added to the source system.
Enable VerificaƟon: Select to turn on basic verificaƟon before performing database indexing and data migraƟon.

4. In Indexing Seƫngs, complete the following fields:
Maximum Queries per AssociaƟon: Enter the maximum number of C-FINDs made per associaƟon.
Pause Before Commiƫng: Select for the system to wait for user acƟon before commiƫng database indexing and
starƟng data migraƟon.
Indexing Level: From the dropdown list, select the type of database records to be built during the indexing stage.
SelecƟng study-level indexing will speed up the enƟre indexing process; however, selecƟng instance-level
indexing will provide more details in the migraƟon report.

5. In MigraƟon Seƫngs, complete the following fields:
Local Port: Enter the DICOM port used exclusively for migraƟng data. This entry must be different than the
normal DICOM port used by PACS appliance.
Maximum Concurrent Retrieve Requests: Enter the maximum number of concurrent retrieve requests made.
Reserved for Transparent Retrieve: Enter the number of transparent retrieve requests to be reserved.

6. Select Save.

IniƟaƟng live migraƟon

From AdministraƟon > Data Management > Live MigraƟon > MigraƟon tab, add all the applicaƟon enƟƟes from the exisƟng
PACS system that will be migrated, and then iniƟate live migraƟon.

To iniƟate the live migraƟon process, perform the following steps.

1. Disconnect the Ethernet cable from the network interface of the exisƟng PACS system, such as the source system from
where data is to be migrated.

2. Connect the Ethernet cable to the first network interface of the PACS appliance.
3. Use a separate Ethernet cable to connect the source PACS system to the second network interface of the PACS

appliance.
4. Register the following applicaƟon enƟty in the source PACS system by entering the following values:

Dedicated AE Title: IGMigrate
Source Host Address: 192.168.0.1
Source Port: 4001

5. Change the staƟc IPv4 address of the source PACS system to 192.168.0.2.
6. Go to AdministraƟon > Data Management > Live MigraƟon > MigraƟon tab.
7. Select Add New. The Add Source AE dialog displays.
8. In the Source AE field, enter the name of the source AE, and then select OK.



9. Add all the AEs needed for migraƟon.
10. Start live migraƟon by selecƟng Start MigraƟon.
11. During live migraƟon, select any of the following acƟons as needed:

Abort: Abort the indexing.
Resume: Resume the verificaƟon or indexing upon failure.
Skip: Skip part of indexing when applicable.
Commit: Commit indexing at the end if the Pause Before Commiƫng is turned on in from AdministraƟon > Data
Management > Live MigraƟon > ConfiguraƟon tab > Indexing Seƫngs.
Retry: If any studies fail to migrate, then the Retry opƟon will be available. Select to retry migraƟng the failed
studies.

12. Track the progress of live migraƟon, including viewing the migraƟon status for each applicaƟon enƟty of the exisƟng
PACS system.

13. Select Complete MigraƟon when data migraƟon is complete, regardless of whether all studies were successfully
migrated. A live migraƟon report is generated for each migrated applicaƟon enƟty.

14. Download a report for each migrated AE by selecƟng the Report icon in the row of the migrated AE.

Tracking progress of live migraƟon

From AdministraƟon > Data Management > Live MigraƟon > MigraƟon tab, monitor and view the migraƟon status for each
applicaƟon enƟty of the exisƟng PACS system. This migraƟon status will be automaƟcally refreshed during live migraƟon.

Live migraƟon progresses through the following statuses:

Error: An error occurred.
Pending: Pending for verificaƟon.
Verifying: Verifying the seƫngs.
Verified: The seƫngs have been verified.
Indexing: Indexing the database records.
Indexed: The database records are indexed.
MigraƟng: MigraƟng the studies.
Migrated: All studies discovered are migrated or unable to be migrated.
ReporƟng: CreaƟng the migraƟon report.
Completed: MigraƟon is complete.

Select Refresh Log to view the current migraƟon log for the overall migraƟon process or to view any error log messages.

DeleƟng AEs from live migraƟon

To delete an AE from live migraƟon, perform the following steps.

1. Go to AdministraƟon > Data Management > Live MigraƟon > MigraƟon tab.
2. In the row that includes the AE that you want to delete, select Delete. The Delete Local AE dialog displays.
3. Confirm the deleƟon, and then select Yes. The AE is deleted.



XDS

From AdministraƟon > XDS, access the following modules:

XDS Service - Configure seƫngs for XDS service.
XDS Registry - Configure seƫngs for XDS registry.
XDS Repository - Configure seƫngs for XDS repository.

XDS Service

From AdministraƟon > XDS > XDS Service, configure seƫngs for XDS service.

Configuring seƫngs for XDS service

From AdministraƟon > XDS > XDS Service, configure the listening port at which to accept incoming XDS transacƟons. By
default, the system will listen on port 9191 for connecƟons.

To configure seƫngs for XDS service, perform the following steps.

1. Go to AdministraƟon > XDS > XDS Service.
2. Complete the following fields:

Listening Port: Enter the listening port for incoming XDS transacƟons.
Secure Listening Port: Enter the secure listening port.
Secure Transfer CerƟficate: Select the secure transfer cerƟficate from AdministraƟon > System > CerƟficates >
Peer CerƟficates tab.

3. Select Save.

XDS Registry

From AdministraƟon > XDS > XDS Registry, configure the seƫngs for the XDS registry.

Configuring seƫngs for XDS registry

From AdministraƟon > XDS > XDS Registry, configure the seƫngs for the XDS registry.

The Non-Secure Endpoint Address and Secure Endpoint Address URLS that display on this page are the URLs that other XDS
actors will need to use when sending transacƟons to your XDS registry.

To configure seƫngs for XDS registry, perform the following steps.

1. Go to AdministraƟon > XDS > XDS Registry.
2. Select Enabled to turn on the XDS registry. If clear, the system will reject all XDS transacƟons intended for a registry

actor.
3. From the PaƟent IdenƟficaƟon Domain dropdown list, select a domain.
4. Select Save.

XDS Repository

From AdministraƟon > XDS > XDS Repository, configure the seƫngs for the XDS repository.

Configuring seƫngs for XDS repository

From AdministraƟon > XDS > XDS Repository, configure the seƫngs for the XDS repository.

The XDS repository must register all documents it receives with an XDS registry.

If the same PACS appliance is acƟng both as the repository and as the registry, get the endpoint address URL from
AdministraƟon > XDS > XDS Registry page.
If another appliance is acƟng as the registry, then contact the registry vendor to get the endpoint address URL, or
consult vendor documentaƟon as needed.

The Non-Secure Endpoint Address and Secure Endpoint Address URLS that display on this page are the URLs that other XDS
actors will need to use when sending transacƟons to your XDS registry.

To configure seƫngs for XDS repository, perform the following steps.



1. Go to AdministraƟon > XDS > XDS Repository.
2. Select Enabled to turn on the XDS repository. If clear, the system will reject all XDS transacƟons intended for a

repository actor.
3. In the Unique ID field, enter the unique idenƟfier for the XDS repository. All actors in an XDS workflow should be

assigned a unique idenƟfier; this is typically determined by the site.
4. In the Endpoint Address of Registry field, enter the URL for the XDS registry.
5. Select Save.



PaƟents

From PaƟents, access the following modules:

Search: Search for exisƟng paƟent records, and access funcƟonality for viewing and working with paƟent records.
Conflicts: Search for exisƟng paƟent records that have the same paƟent ID, and access funcƟonality for viewing and
working with these paƟent records.
Create PaƟent: Create a paƟent record.
CD/DVD: Export and import paƟent record data via CD/DVD media.
Bulk Import: Import a bulk set of paƟent records into the system.

When Veterinary Mode is turned on in AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab,
then veterinary-specific fields are available for creaƟng veterinary paƟent records in PaƟents > Create PaƟent. When
veterinary records exist in the system, you are able to search for them from PaƟents > Search and PaƟents > Conflicts.

Working with veterinary paƟent records and study records is the same as working with human paƟent and study records.

Search

From PaƟents > Search, search for exisƟng paƟent records, and for the paƟent records that display, perform any of the
following tasks:

Open paƟent records to view informaƟon related to the paƟent, including studies performed, and edit paƟent
demographics informaƟon.
Export paƟent studies, and remove current studies from the worklist.
Delete paƟent records.
Merge two paƟent records that have the same paƟent demographics informaƟon into a single paƟent record.
Link two paƟent records.
Query the PIX manager.

Searching for exisƟng paƟent records

Before you are able to work with a paƟent record, first search for the record from PaƟents > Search.

To search for a paƟent record, perform the following steps.

1. Go to PaƟents > Search, and complete any of the following fields:
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Sex: Select the sex of the paƟent.
Date of Birth: Select a date from the calendar date picker.

2. Select Search. The paƟent records that match the criteria display, and a message confirms the number of records that
match the criteria. Any paƟent records that are not designated as the main paƟent record appear dim in the search
results.

3. Navigate page results of paƟent records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Searching for exisƟng veterinary paƟent records

When Veterinary Mode is turned on in AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab,
then you are able to search for veterinary paƟent records from PaƟents > Search.

To search for a veterinary paƟent record, perform the following steps.

1. Go to PaƟents > Search, and complete any of the following fields:
PaƟent ID: Enter the primary idenƟficaƟon number of a specific veterinary paƟent.
PaƟent's Name: Enter the name of a specific veterinary paƟent.
Sex: Select the sex of the veterinary paƟent.
Species: Enter the species of the veterinary paƟent.
Breed: Enter the breed of the veterinary paƟent.
Responsible Person: Enter the name of the person with medical decision-making authority for the veterinary
paƟent.

2. Select Search. The veterinary paƟent records that match the criteria display, and a message displays the number of
records that match the criteria.



3. Navigate page results of veterinary paƟent records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Viewing details of paƟent records

From PaƟents > Search, search for a paƟent record, and then open the record to view its details, including paƟent
demographics, associated studies, any conflicƟng paƟent records, and linked paƟent records.

To view details of a paƟent record, perform the following steps.

1. Go to PaƟents > Search, and search for a paƟent record. The paƟent records that match the criteria display.
2. In the row that includes the record of which you want to view details, select the Open folder icon. The PaƟent Details

page displays the following secƟons:
PaƟent Demographics. Includes paƟent details, such as paƟent names and telephone number.
Studies. Includes studies belonging to this specific paƟent.
PaƟent Conflicts. Lists all paƟent records that share the same paƟent ID, but have a different first name or last
name, or date of birth, or sex.
Linked PaƟents. Lists paƟent records that are linked to the current paƟent record.

3. Select Back to Search to close the PaƟent Details page and redisplay the Search page results.

Conflicts

From PaƟents > Conflicts, search for conflicƟng paƟent records, which include paƟent records that share the same paƟent ID,
but have a different first name or last name, or date of birth, or sex. For the paƟent records that display, perform any of the
following tasks:

Open paƟent records to view informaƟon related to the paƟent, including studies performed, and edit paƟent
demographics informaƟon.
Export paƟent studies, and remove current studies from the worklist.
Delete paƟent records.
Merge two paƟent records that have the same paƟent demographics informaƟon into a single paƟent record.
Link two paƟent records.
Query the PIX manager.

The parameters for evaluaƟng conflicts in paƟent data are configured from AdministraƟon > PaƟent > Quality Control >
Conflict Control tab.

Searching for paƟent records with conflicƟng data

To search for paƟent records with conflicƟng data, perform the following steps.

1. Go to PaƟents > Conflicts, and complete any of the following fields:
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Sex: Select the sex of the paƟent.
Date of Birth: Select a date from the calendar date picker.

2. Select Search. The paƟent records that match the criteria display, and a message displays the number of records that
match the criteria.

3. Navigate page results of paƟent records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Searching for veterinary paƟent records with conflicƟng data

When Veterinary Mode is turned on in AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab,
then you are able to search for veterinary paƟent records that have conflicƟng data.

To search for veterinary paƟent records with conflicƟng data, perform the following steps.

1. Go to PaƟents > Conflicts, and complete any of the following fields:
PaƟent ID: Enter the primary idenƟficaƟon number of a specific veterinary paƟent.
PaƟent's Name: Enter the name of a specific veterinary paƟent.
Sex: Select the sex of the veterinary paƟent.
Species: Enter the species of the veterinary paƟent.
Breed: Enter the breed of the veterinary paƟent.



Responsible Person: Enter the name of the person with medical decision-making authority for the veterinary
paƟent.

2. Select Search. The veterinary paƟent records that match the criteria display, and a message displays the number of
records that match the criteria.

3. Navigate page results of veterinary paƟent records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Resolving conflicts in paƟent data

From PaƟents > Conflicts, resolve conflicts in paƟent records that have the same paƟent ID. The process for resolving
conflicƟng paƟent records is similar to the process for merging paƟent records. When you resolve the conflict, the two paƟent
records that have the same paƟent ID are merged into a single paƟent record, and the paƟent record that you first selected is
deleted from the system.

Access the resolving conflicts funcƟonality directly from the PaƟents > Conflicts search results page, from the PaƟents >
Search results page, or from the PaƟent Details page.

To resolve conflicts in paƟent data, perform the following steps.

1. Go to PaƟents > Conflicts, and view details of the paƟent record for which you want to resolve conflicƟng data.
2. In the PaƟent Conflicts secƟon, select Resolve. The Resolve PaƟent Conflicts dialog displays the record that you

selected and any addiƟonal records that include the same paƟent ID.
3. Select the paƟent record to which you want to merge the current paƟent record, and then select Next. The Resolve

PaƟent Conflicts dialog displays the original paƟent demographics informaƟon and the proposed paƟent demographics.
4. Confirm you want to resolve the conflict, and then select Finish. The paƟent data is merged into the record, and the

original paƟent record is deleted.
5. Select Back to Search to close the PaƟent Details page and redisplay the Conflicts search results page.

Create PaƟent

From PaƟents > Create PaƟent, create paƟent records.

CreaƟng paƟent records

When Veterinary Mode is turned on in AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab,
then fields for PaƟent Species DescripƟon, PaƟent Breed DescripƟon, and Responsible Person also display.

Name fields have the following parameters:

Maximum 64 characters
Backslash (‘\’) is not allowed
Either a first name or a last name is required to complete to save a paƟent record.

To create a paƟent record, perform the following steps.

1. Go to PaƟents > Create PaƟent.
2. Complete the following PaƟent IdenƟficaƟon fields:

PaƟent ID: (Required) Enter the primary idenƟficaƟon number for the paƟent.
Prefix: Enter a prefix for the paƟent name.
First Name: (Required) Enter a first name for the paƟent.
Middle Name: Enter a middle name for the paƟent.
Last Name: (Required) Enter a last name for the paƟent if you did not enter a first name for the paƟent.
Suffix: Enter a suffix for the paƟent name.
PaƟent's Sex: (Required) Select the sex of the named paƟent.
PaƟent's Birth Date: (Required) Select a date of birth from the calendar date picker for the named paƟent.
PaƟent's Birth Time: Select a Ɵme of birth from the calendar date picker for the named paƟent.

3. Complete any of the following opƟonal Other InformaƟon fields:
PaƟent ID Issuer: Enter the idenƟfier of the Assigning Authority that issued the paƟent ID.
Other PaƟent IDs: Enter other idenƟficaƟon numbers or codes that may be used to idenƟfy the paƟent.
Other PaƟent Names: Enter other names that may be used to idenƟfy the paƟent.
Ethnic Group: Enter an ethnic group or race of paƟent.
Medical Alerts: Enter medical condiƟons to which medical staff should be alerted.
Allergies: Enter a descripƟon of prior reacƟon to contrast agents or other paƟent allergies or adverse reacƟons.
PaƟent's Telephone Number: Enter a telephone number where the paƟent can be reached.

4. Select Save. A message displays confirming the new paƟent record is saved.



If a paƟent record already exists with the same paƟent ID, then the Confirm PaƟent Edit dialog displays. Select
No, and the duplicate paƟent record is not saved.
If a paƟent record already exists with the same paƟent ID, then the Confirm PaƟent Edit dialog displays. Select
Yes if you want to save the paƟent record with the duplicate paƟent IDs. A message confirms the record is saved.

EdiƟng informaƟon in paƟent records

From PaƟents > Search, edit informaƟon in a paƟent record.

When ediƟng paƟent records, both the paƟent informaƟon and the studies for this paƟent in the system will be modified
with the new paƟent informaƟon.

To edit informaƟon in a paƟent record, perform the following steps:

1. Go to PaƟents > Search, and view details of the paƟent record. The PaƟent Details page displays.
2. In the PaƟent Demographics secƟon, select Edit PaƟent. The Edit PaƟent Details dialog displays.
3. Edit informaƟon in any of the fields, and then select OK. The Confirm PaƟent Edit dialog displays.
4. Perform any of the following acƟons, depending on the change made.

If one or more paƟents with the same paƟent ID exists, confirm you want to make the change, and then select
Yes. The Confirm PaƟent Edit dialog displays.
If the changes to the paƟent demographics informaƟon match an exisƟng paƟent record, then the Merge PaƟent
dialog displays. If you want to merge the paƟent records, then select Yes. If you do not want to merge paƟent
records, then select No. Modify paƟent informaƟon, and select OK.

5. Confirm you want to save changes made to all studies for the paƟent, and then select Yes. A message displays
confirming the changes are saved.

6. Select Back to Search to close the PaƟent Details page and redisplay the Search page results.

Merging paƟent records

From PaƟents > Search, merge two paƟent records that have the same paƟent demographics informaƟon, such as paƟent ID,
last name, first name, sex, and birth date, into a single paƟent record. The paƟent record that you first select will be deleted.

Access the merge funcƟonality directly from the Search results page or from the PaƟent Details page.

To merge a paƟent record, perform the following steps.

1. Go to PaƟents > Search, and search for a paƟent record. The paƟent records that match the criteria display.
2. Select the record that you want to merge into another record, and then select Merge. The Merge PaƟent dialog displays

any records that have the same paƟent ID.
3. (OpƟonal) Enter paƟent demographics informaƟon into the fields, and then select Search. The record that matches the

paƟent informaƟon displays.
4. In the list of records, select the record to which you want to merge the current paƟent record, and then select Next.

The Merge PaƟent dialog displays the original paƟent demographics and the proposed paƟent demographics.
5. Review the data, and then select Finish. A message displays that the paƟent records were merged into a single record,

and the original paƟent record is deleted.

ExporƟng paƟent studies to CD/DVD export worklist

From PaƟents > Search, export all the studies of a single paƟent to the CD/DVD export worklist. From the CD/DVD export
worklist, you are able to copy (burn) the studies to a CD or DVD.

Access the export studies funcƟonality directly from the Search results page or from the PaƟent Details page.

To export paƟent studies to the CD/DVD export worklist, perform the following steps.

1. Go to PaƟents > Search, and search for a paƟent record. The paƟent records that match the criteria display.
2. In the row that includes the study that you want to export, select the Burn Media icon. The Export PaƟent Studies

dialog displays.
3. Confirm you want to remove the studies from the current worklist and export the studies to the CD/DVD export

worklist, and then select Yes. The studies are added to the CD/DVD export worklist, and the PaƟents > CD/DVD page
opens and displays the studies that you exported.

For informaƟon how to export studies, go to ExporƟng paƟent studies to CD/DVD.

Linking paƟent records



From PaƟents > Search, link two or more paƟent records together. When you link mulƟple paƟent records, you must do the
following:

Designate one record as the main paƟent record.
Rearrange three or more records, as needed, to designate one record as a main record.

When records are linked, any paƟent records that are not marked as a main record will be will appear dim in the paƟent
Search results.

To link two or more paƟent records together, perform the following steps.

1. Go to PaƟents > Search, and search for a paƟent record. The paƟent records that match the criteria display.
2. Select the paƟent record that you want to link to another record, and then select Link. The Link PaƟent dialog displays

all the paƟent records in the system.
3. (OpƟonal) Enter paƟent demographics informaƟon into the fields, and then select Search. The records that match the

paƟent informaƟon display.
4. In the list of records, select the paƟent record to which you want to link, and then select Next. The Link PaƟent dialog

displays the group of linked paƟent records.
5. If the records are already part of a group of linked records, then rearrange the records into groups, if needed, and then

select Next.
6. Select the paƟent record that is the main paƟent record of a group.
7. Select Finish. The paƟent records are linked, and any non-main paƟent record field labels appear dim.

Unlinking paƟent records

From PaƟents > Search, unlink paƟent records.

1. Go to PaƟents > Search, and view details of the paƟent record that you want to unlink. The PaƟent Details page
displays.

2. In the Linked PaƟents secƟon, select Unlink. The Unlink PaƟent dialog displays all the linked paƟent records in the
group.

3. Select one or more paƟent records to unlink, and then select Finish. A message displays confirming the records are
unlinked.

4. Select Back to Search to close the PaƟent Details page and redisplay the Search page results.

Querying PIX manager

From PaƟents > Search, retrieve paƟent idenƟfiers from other paƟent idenƟficaƟon domains using the PIX manager.

To query the PIX manager, perform the following steps.

1. Go to PaƟents > Search, and search for a paƟent record. The paƟent records that match the criteria display.
2. Select the paƟent record for which you want to query the PIX manager, and then select Query PIX.
3. From the Query Pix dropdown list, select one or more PIX domains on which to search, and then select Query. If you

do not select a domain, then all the domains will be queried. The Query Pix Manager dialog displays the query results.
4. Select Close.

DeleƟng paƟent records

If the system is licensed with ImageGrid® Plaƞorm and the paƟent record includes ImageGrid Plaƞorm data that are related to
this paƟent, then the paƟent record cannot be deleted from this PACS appliance.

To delete a paƟent record, perform the following tasks.

1. Go to PaƟents > Search, and search for exisƟng paƟent records.
2. Select one or more paƟent records that you want to delete. The Delete opƟon becomes available to select.
3. Select Delete. The Delete PaƟent Data Permanently dialog displays the following message: Warning: DeleƟng paƟent

will delete all the studies across all AE Ɵtles. The data will not be recoverable.
4. Confirm that you want to delete the paƟent record and the data across all AEs, and then select Yes. A message displays

that the record was successfully deleted.

CD/DVD

From PaƟents > CD/DVD, import and export paƟent studies via CD/DVD media.



Studies that have been exported from PaƟents > Search or PaƟents > Conflicts are automaƟcally moved to the CD/DVD
worklist.

ExporƟng study data to a CD/DVD is not intended for use as a backup mechanism; use the Backup Service configured from
AdministraƟon > Data Management > Backup Service.

ExporƟng paƟent studies to CD/DVD

From PaƟents > CD/DVD > Export tab, export selected studies for a single paƟent to a DICOMDIR CD/DVD.

To export studies to a DICOMDIR CD/DVD, perform the following steps.

This procedure assumes that you have already exported the paƟent studies from a Search results page to the CD/DVD
worklist.

1. Insert a recordable CD or DVD media into the opƟcal drive of the PACS appliance.
2. Go to PaƟents > CD/DVD > Export tab.

Studies that have been exported to the CD/DVD worklist display. If the study that you want to export does not
display, select Select New PaƟent, and perform a search for the paƟent record.
The Status field displays Available if the disk is compaƟble and recordable.

3. Select the studies to burn to the CD. The size of the exported studies will be updated as studies are selected. If the total
size exceeds the capacity of the disk, burning the studies will not be allowed.

4. Select Burn Media. The recording process starts. When the burning process is complete, the CD/DVD will be ejected
automaƟcally.

5. Select Clear Study List to remove the current studies from the CD/DVD worklist.

ImporƟng studies from CD/DVD

From PaƟents > CD/DVD > Import tab, import studies to the system via CD/DVD media. The CD/DVD media must be
formaƩed as a DICOMDIR for its contents to be imported.

To import studies from a DICOMDIR CD/DVD, perform the following steps.

1. Insert the CD/DVD into the opƟcal drive of the PACS appliance.
2. Go to PaƟents > CD/DVD > Import tab.
3. Wait for the CD/DVD to be detected by the server. When the Status field displays Ready, then the disk is compaƟble

with the PACS appliance.
4. Select Read Media to read the contents of the disk. All the studies available for import display in the table.
5. Select the studies to import to the system.

All the selected studies are staged onto PACS appliance.
The job status updates to To Be Reconciled aŌer the staging is completed.
The progress of each study will be updated as progress is made.

6. When all selected studies are imported, select Eject Media to physically eject the CD/DVD from the opƟcal drive.
7. Further reconcile and manage the studies from Studies > ReconciliaƟon Worklist.

Bulk Import

From PaƟents > Bulk Import, import a bulk set of paƟent records into the system.

Scanning volumes for import into PACS

To scan volumes for import into PACS, perform the following steps.

1. Go to PaƟents > Bulk Import. The Scan tab displays.
2. Insert a disk, and then select New Scan. The system creates one or more volumes, depending on the size of the disk,

and the volume displays in the Scans secƟon.
3. Select Close.

ImporƟng scanned data into PACS

To import a bulk set of paƟent records into the system, perform the following steps.

1. Go to PaƟents > Bulk Import > Import tab.
2. Insert a disk that includes the data you want to import. The system imports the data into the system.



Studies

From Studies, access the following modules:

Study Search - Search for exisƟng local and remote paƟent study records, and access funcƟonality for working with
study records.
Series Search - Search for exisƟng local and remote paƟent study series records, and access funcƟonality for working
with series records.
Teaching File - View and work with teaching file records that were anonymized.
Requests for Priors - View current studies for which prior studies are needed to read the current studies.
ReconciliaƟon Worklist - View and reconcile studies that have been staged from outside data sources.
Import Store Worklist - Manually choose on which local AE an imported study will be stored.
Modality Worklist - View exams that are scheduled when the PACS system is acƟng as an MWL server.
Distributed Worklist - View the PACS servers that are parƟcipaƟng in an AE community.
Study Locks - View all acƟve study locks.

When Veterinary Mode is turned on in AdministraƟon > System > ApplicaƟons Seƫngs > Web AdministraƟon OpƟons tab,
then veterinary-specific fields, including Species, Breed, and Responsible Person, are available for creaƟng veterinary paƟent
records in PaƟents > Create PaƟent. When veterinary paƟent study records exist in the system, then you are able to search
for them from Studies > Study Search and Studies > Series Search.

Working with veterinary study records and study series records is the same as working with human study records and human
study series records.

Study Search

From Studies > Study Search, search for exisƟng local and remote study records, and for the study records that display,
perform any of the following tasks:

Open paƟent study records to view informaƟon related to the paƟent demographics (paƟent ID, name, sex, and date of
birth) and to the study, including number of series and images.
AƩach one or more files to the study record.
Transfer study records to one or more desƟnaƟons.
Change the status of the study record.
Create a teaching file to anonymize one or more studies for a single paƟent.
Morph the study record.
Delete the study record.
Export the study record as a .csv file.

Searching for paƟent study records

Before you are able to work with a paƟent study record, first search for the record from Studies > Study Search.

To search for a study record, perform the following steps.

1. Go to Studies > Study Search, and complete any of the following fields:
AE Title - Select an AE Ɵtle on which to search for study records. If you select All Local, then opƟons for Change
Status, Create Teaching File, Morph Study, and Delete are not available.
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Sex: Select the sex of the paƟent.
Study DescripƟon - Enter the descripƟon of the study.
Modality - Select a DICOM modality.
Study Date - Select the date of the study from the calendar date picker.

2. Select Advanced, and complete any of the addiƟonal search fields:
Study Instance UID - Enter the unique idenƟfier of the study instance.
Accession Number - Enter the accession number assigned to the study.
Original AE - Enter the name of the original AE.
Viewer Study Status - Select the viewer status of the study.
Viewer Workflow State - Select the state of the record in the viewer workflow.
Referring Physician - Enter the name of the referring physician.
Reading Physician - Enter the name of the physician who is reading the study.
InsƟtuƟon Name - Enter the name of the insƟtuƟon where the study originated.

3. Select Search. The paƟent study records that match the criteria display, and a message confirms the number of records
that match the criteria.



4. Clear the informaƟon in the Search fields by selecƟng Reset.
5. Navigate page results of paƟent study records by performing any of the following acƟons:

Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Viewing details of paƟent study records

From Studies > Study Search, search for a paƟent study record, and then open the record to view the DICOM aƩributes
assigned to the study, study series, and study instances.

The steps for opening and viewing the details of paƟent study records that have been anonymized are the same as for
viewing non-anonymized records.

To view details of a paƟent record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. In the row that includes the record of which you want to view details, select the Open folder icon. The Study Details
page displays the DICOM aƩributes assigned to the study record.

3. From the leŌ pane, select a study series or study instance, and the DICOM aƩributes for that object display, and the
opƟons for working with that object become available.

4. Select Back to Search to close the Study Details page and redisplay the Search page results.

AƩaching files to paƟent study records

From Studies > Study Search, aƩach one or more files to a paƟent study record.

The steps for aƩaching files to paƟent study records that have been anonymized are the same as for non-anonymized records.

To aƩach a file to a study record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. In the row that includes the record to which you want to aƩach a file, select the AƩach icon. The Study AƩachments
dialog displays.

3. In the Document Title field, enter the Ɵtle of the file that you want to aƩach.
4. Select Choose File, select the file, and then select Open.
5. Select AƩach. The file is encapsulated as a DICOM file and is aƩached to the study record. The file displays in the

ExisƟng AƩachments list, and a Delete opƟon displays.
6. Select Close. The Search page results redisplays.

Viewing aƩached files from paƟent study records

From Studies > Study Search, view any aƩached files of a study record.

To view an aƩached file on a study record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. In the row that includes the record of which you want to view an aƩachment, select the AƩach icon. The Study
AƩachments dialog displays the list of exisƟng aƩachments.

3. In the row that includes the file you want to view, select the document type icon. The document is downloaded to the
locaƟon that you designate for downloaded files.

DeleƟng aƩached files from paƟent study records

From Studies > Study Search, delete aƩached files from a study record.

You can only delete a file from a study record if the local applicaƟon enƟty has been configured for the delete acƟon. Go to
AdministraƟon > DICOM > ApplicaƟon EnƟƟes to determine the delete permissions for the AE.

To delete an aƩached file from a study record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. In the row that includes the record from which you want to delete an aƩachment, select the AƩach icon. The Study
AƩachments dialog displays the list of exisƟng aƩachments.



3. In the row that includes the file you want to delete, select Delete. The Delete dialog displays.
4. Confirm you want to delete the aƩachment, and then select Yes. A message displays confirming the file was deleted.
5. Select Close. The Search page results redisplays.

Manually changing status of paƟent study records

From Studies > Study Search, change the viewer study status of a study record based on the acƟons that have been taken on
the study.

The steps for changing the status of paƟent study records that have been anonymized are the same as for non-anonymized
records.

The default study status for pre/post fetched studies is configured in AdministraƟon > DICOM > Study Status.

To manually change the status of a study record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. Select the study for which you want to change the status, and select Change Status. The Change Study Status dialog
displays.

3. Select the appropriate status from the following dropdown lists:
Viewer Study Status
Viewer Workflow State

4. Select OK. A message displays confirming the study status was successfully changed.

CreaƟng teaching files to anonymize paƟent study records

From Studies > Study Search, create a teaching file to anonymize studies for a single paƟent.

View or configure anonymizaƟon seƫngs, such as turning on anonymizaƟon mapping, from AdministraƟon > DICOM > Tag
Morphing Policies > AnonymizaƟon Seƫngs tab.

To anonymize a study for a single paƟent record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. Select the study record that you want to anonymize, and select Create Teaching File. The Create Teaching Files dialog
displays the list of studies that will be anonymized.

3. Perform one of the following acƟons:
Manually enter the anonymous values to be used for the paƟent ID and paƟent name.
Select Use Randomly Generated IdenƟty if you want the system to randomly generate values for paƟent ID and
paƟent name.

4. Select OK. A message displays confirming the study has been anonymized, and the anonymized studies are available to
view from Studies > Teaching File.

Applying tag morphing policies to paƟent study records

From Studies > Study Search, apply an exisƟng tag morphing policy to paƟent study records.

View or configure tag morphing policies from AdministraƟon > DICOM > Tag Morphing Policies.

To apply a tag morphing policy to a study record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. Select the study to which you want to apply a tag morphing policy, and select Morph Study. The Morph Studies dialog
displays the list of studies to which the policy will apply.

3. From the Policy dropdown list, select a tag morphing policy.
4. From the DesƟnaƟon dropdown, select the desƟnaƟon local AE Ɵtle. The desƟnaƟon local AE Ɵtle cannot be the AE

Ɵtle of the studies.
5. Select OK. A message displays confirming the tag morphing policy has been applied, and the process starts. The status

of the process displays from the Tasks menu to the leŌ of the User Profile icon.
6. From the Tasks menu, select the Delete Task icon to remove the task from the list. The Delete Task dialog displays.
7. Confirm the deleƟon, and select Yes.

ExporƟng paƟent study records to .csv files



From Studies > Study Search, export a study record to a .csv file.

The steps for exporƟng paƟent study records that have been anonymized are the same as for non-anonymized records.

To export a study record, perform the following steps.

1. Go to Studies > Study Search, and search for a paƟent study record. The paƟent study records that match the criteria
display.

2. Select the study that you want to export, and select the Export as CSV icon. The study is downloaded as a .csv file to
the locaƟon that you designate for downloaded files.

Transferring studies, series, or instances

From Studies > Study Search > Study Details page, transfer a study, one or more series, or one or more instances to one or
more desƟnaƟons, such as a local AE, remote AE, or ASTRA™ Cloud peer.

Transfer a study from Studies > Study Search, but transfer just a series or an instance from the Study Details page.

The steps for transferring paƟent study records that have been anonymized are the same as for non-anonymized records.

To transfer a study, series, or instance, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the study, series, or instance, and then from the Transfer dropdown list, select one or more

locaƟons where you want to transfer the object.
3. Select Send. The selected object is transferred.
4. Select Back to Search to close the Study Details page and redisplay the Search page results.

Viewing DICOM tags associated with study instances

From Studies > Study Search > Study Details page, view DICOM tags associated with a study instance.

The steps for viewing DICOM tags for study instances that have been anonymized are the same as for non-anonymized
records.

To view DICOM tags associated with a study instance, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, expand the Series that includes the instance for which you want to view the DICOM tags, and then

select the Instance. The DICOM aƩributes of that instance display, and the View Tags opƟon becomes available.
3. Select View Tags. The View DICOM Tags dialog displays the DICOM dataset of the instance.
4. Select Close. The Study Details page redisplays.
5. Select Back to Search to close the Study Details page and redisplay the Search page results.

Viewing structured report instances

From Studies > Study Search > Study Details page, view a structured report instance.

Structured report instances display under study series with the modality type SR (structured report).

The steps for viewing SR instances that have been anonymized are the same as for non-anonymized records.

To view a structured report instance, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, expand the Series that includes the SR instance you want to view, and then select the SR Instance. The

View opƟon becomes available.
3. Select View. The View Structured Report dialog displays the report Ɵtle, compleƟon flag, verificaƟon flag, and the

report contents.
4. Select Close. The Study Details page redisplays.
5. Select Back to Search to close the Study Details page and redisplay the Search page results.

Downloading study records

From Studies > Study Search > Study Details page, download a study record.

The steps for downloading paƟent study records that have been anonymized are the same as for non-anonymized records.



To download a study record as a .zip file, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the study, and then select Download. The Download Study dialog displays.
3. Select OK. The download and compression process starts. The status displays from the Tasks menu to the leŌ of the

User Profile icon.
4. From the Tasks menu, in the row that includes the study that you want to save, select Download Study. The .zip file is

saved to your Downloads folder.
5. From the Tasks menu, select the Delete Task icon to remove the task from the list. The Delete Task dialog displays.
6. Confirm the deleƟon, and select Yes.
7. Select Back to Search to close the Study Details page and redisplay the Search page results.

EdiƟng details of study records

From Studies > Study Search > Study Details page, edit the details of the study, series, or instance.

The steps for ediƟng the details of paƟent study records that have been anonymized are the same as for non-anonymized
records.

To edit the details of a study record, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the study, series, or instance, and then select Edit. The corresponding Edit Details dialog displays

the editable fields.
3. Edit informaƟon in any of the fields, and then select OK. A message displays confirming the changes were saved.
4. Select Back to Search to close the Study Details page and redisplay the Search page results.

Understanding study move operaƟons

From Studies > Study Search > Study Details page, move study, series, and instance informaƟon to a paƟent record.

Consider the following when moving study, series, and instance informaƟon:

When you select more than one object to move, then the objects have to be the same object type, such as all series or
all instances. SelecƟng more than one object type at the same Ɵme will inacƟvate the Move opƟon.
You may select more than one instance across a series to move; however, the instances have to be of the same
modality type.
When you select a target paƟent record for the move, only one paƟent can be selected, and this paƟent record cannot
be the original record to which the selected objects belong.
When you select a target study for the move, the target study has to be located in the same AE where the series or
instances are located, and this study cannot be the same as the original study.
When you select a target series for the move, the modality type of the series has to be the same as the modality type
of the instances you are moving, and this series cannot be the same as the original series.
If you select more than one instance across a series for the move, the instances will be created as a single series under
the target object you select.

Moving study informaƟon to paƟent records

From Studies > Study Search > Study Details page, move study informaƟon to a paƟent record.

The steps for moving paƟent study records that have been anonymized are the same as for non-anonymized records.

To move study informaƟon to a paƟent record, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the study, and then select Move. The Move Study dialog displays.
3. Select the paƟent record where you want to move the study informaƟon, and then select Next. The Move Study

summary page displays the details of the move operaƟon.
4. Select Finish. A message displays confirming the selected object was moved.
5. Select Back to Search to close the Study Details page and redisplay the Search page results.

Moving series informaƟon to paƟent records

From Studies > Study Search > Study Details page, move study series informaƟon to a paƟent record.

To move study series informaƟon to a paƟent record, perform the following steps.



1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the series, and then select Move. The Move Series dialog displays.
3. Select the paƟent record where you want to move the series informaƟon, and then select Next.
4. IdenƟfy the study where you want to move the series by performing one of the following acƟons:

If no study was found for the paƟent record or you want to create a new study record, then select Create New
Study, and a new study record will be created for the move.
Select an exisƟng study.

5. Select Next. The Move Series summary page displays the details of the move operaƟon.
6. Select Finish. A message displays confirming the series was moved.
7. Select Back to Search to close the Study Details page and redisplay the Search page results.

Moving study instance informaƟon to paƟent records

From Studies > Study Search > Study Details page, move study instance informaƟon to a paƟent record.

To move study instance informaƟon to a paƟent record, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the instance, and then select Move. The Move Instances dialog displays.
3. Select the paƟent record where you want to move the instance informaƟon, and then select Next.
4. IdenƟfy the study where you want to move the instance by performing one of the following acƟons:

Select an exisƟng study.
If you want to create a new study record, then select Create New Study, and a new study record will be created
for the move.
If no study was found for the paƟent record, then a new study record will be created for the move. Select Finish.

5. IdenƟfy the series where you want to move the instance by performing one of the following acƟons:
If no series was found for the paƟent record or you want to create a new series record, then select Create New
Series, and a new series record will be created for the move.
Select an exisƟng series.

6. Select Next. The Move Instances summary page displays the details of the move operaƟon.
7. Select Finish. A message displays confirming the instance was moved.
8. Select Back to Search to close the Study Details page and redisplay the Search page results.

Understanding study merge operaƟons

From Studies > Study Search > Study Details page, merge a study record or one or more series records into a single paƟent
record.

Consider the following when merging study records:

You cannot merge an instance record into a paƟent record.
When you select more than one record to merge into a single paƟent record, the records that you select must be of the
same type; you cannot merge a study record and a series record at the same Ɵme into a paƟent record.
When you select more than one series to merge into a paƟent record, then the series records have to be of the same
modality type; selecƟng more than one modality type at the same Ɵme will inacƟvate the Merge opƟon.
When you select a target paƟent record for the merge, only one paƟent record can be selected.
When you select a target study for the merge, the target study has to be located in the same AE where the study is
located, and this study cannot be the same as the original study.
When you select a target series for the merge, the modality type of the series has to be the same as the modality type
of the instances you are merging, and this series cannot be the same as the original series.
If you select more than one series to be merged, then the series will be created as a single series under the target
series you select.

Merging study records

From Studies > Study Search > Study Details page, merge a study record into a single paƟent record.

The steps for merging paƟent study records that have been anonymized are the same as for non-anonymized records.

To merge a study record into a paƟent record, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the study, and then select Merge. The Merge Study dialog displays.
3. Select the paƟent record where you want to merge the study informaƟon, and then select Next.
4. Select the study where you want to move the study record, and then select Next. The Merge Study summary page

displays the details of the merge.



5. Confirm the merge, and then select Finish. A message displays confirming the study was merged.
6. Select Back to Search to close the Study Details page and redisplay the Search page results.

Merging study series records

From Studies > Study Search > Study Details page, merge one or more study series records into a single paƟent record.

To merge one or more study series records into a single paƟent record, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the series, and then select Merge. The Merge Series dialog displays.
3. Select the paƟent record where you want to merge the series informaƟon, and then select Next.
4. Select the study where you want to move the series record, and then select Next.
5. Select the series where you want to move the series record, and then select Next. The Merge Series summary page

displays the details of the merge.
6. Confirm the merge, and then select Finish. A message displays confirming the series was merged.
7. Select Back to Search to close the Study Details page and redisplay the Search page results.

DeleƟng study, series, or instance records

From Studies > Study Search > Study Details page, delete a study, series, or instance. Delete a study from Studies > Study
Search, but delete just a series or an instance from the Study Details page.

You can only delete a study, series, or instance, from a local applicaƟon enƟty that has been configured for the delete acƟon.
Go to AdministraƟon > DICOM > ApplicaƟon EnƟƟes to determine the delete permissions for the AE.

The steps for deleƟng paƟent study records that have been anonymized are the same as for non-anonymized records.

To delete a study, series, or instance record, perform the following steps.

1. Go to Studies > Study Search, and view the details of the paƟent study record.
2. In the leŌ pane, select the study, one or more series, or one or more instances, and then select Delete. The Delete

DICOM Objects dialog displays.
3. Confirm the deleƟon, and then select Yes. A message displays confirming the study, series, or instance was deleted.

Series Search

From Studies > Series Search, search for exisƟng local and remote study series records, and for the study series records that
display, perform any of the following tasks:

Transfer study series records to one or more desƟnaƟons.
Delete the study series record.

Searching for paƟent study series records

Before you are able to work with a paƟent study series record, first search for the record from Studies > Series Search.

To search for a study series record, perform the following steps.

1. Go to Studies > Series Search, and complete any of the following fields:
AE Title - Select an AE Ɵtle on which to search for study records. If you select All Local, then opƟons for Transfer
and Delete are not available.
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Sex: Select the sex of the paƟent.
Study DescripƟon - Enter the descripƟon of the study.
Series DescripƟon - Enter the descripƟon of the series.
Modality - Select a DICOM modality.
Study Date - Select the date of the study from the calendar date picker.

2. Select Advanced, and complete any of the addiƟonal search fields:
Study Instance UID - Enter the unique idenƟfier of the study instance.
Accession Number - Enter the accession number assigned to the study.
Original AE - Enter the name of the original AE.
Viewer Study Status - Select the viewer status of the study.
Priors' Status - Select the state of any prior studies.
Referring Physician - Enter the name of the referring physician.



Reading Physician - Enter the name of the physician who is reading the study.
InsƟtuƟon Name - Enter the name of the insƟtuƟon where the study originated.
Series Instance UID - Enter the unique idenƟfier of the study series instance.
Body Part Examined - Enter the body part that was examined in the study series.

3. Select Search. The paƟent study series records that match the criteria display, and a message confirms the number of
records that match the criteria.

4. Clear the informaƟon in the Search fields by selecƟng Reset.
5. Navigate page results of paƟent study series records by performing any of the following acƟons:

Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Transferring paƟent study series records

From Studies > Series Search, transfer a paƟent study series to another locaƟon.

To transfer a paƟent study series, perform the following steps.

1. Go to Studies > Series Search, and search for a paƟent study series record. The paƟent study series records that match
the criteria display.

2. Select the series that you want to transfer, and from the Transfer dropdown list, select one or more locaƟons where
you want to transfer the study series.

3. Select Send. The selected object is transferred.

DeleƟng paƟent study series records

From Studies > Series Search, delete a paƟent study series record.

To delete a paƟent study series, perform the following steps.

1. Go to Studies > Series Search, and search for a paƟent study series record. The paƟent study series records that match
the criteria display.

2. Select the series that you want to delete, and select Delete. The Delete DICOM Objects dialog displays.
3. Confirm the deleƟon, and then select Yes. A message displays confirming the series was deleted.

Teaching File

From Studies > Teaching File, view and work with teaching file records that are anonymized from Studies > Study Search and
based on the system default teaching policies that are configured from AdministraƟon > DICOM > Teaching File Policy.

Searching for teaching file paƟent study records

Before you are able to work with an anonymized paƟent study record, first search for the record from Studies > Teaching File.

To search for a teaching file paƟent study record, perform the following steps.

1. Go to Studies > Teaching File, and complete any of the following fields:
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Sex: Select the sex of the paƟent.
Study DescripƟon - Enter the descripƟon of the study.
Modality - Select a DICOM modality.
Study Date - Select the date of the study from the calendar date picker.

2. Select Search. The paƟent study records that match the criteria display, and a message confirms the number of records
that match the criteria.

3. Clear the informaƟon in the Search fields by selecƟng Reset.
4. Navigate page results of paƟent study records by performing any of the following acƟons:

Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Working with anonymized paƟent study records

From Studies > Teaching File, view and work with teaching file records. The steps for working with paƟent study records that
have been anonymized in Studies > Study Search are the same as for non-anonymized records. Refer to the following
procedures:

Viewing details of paƟent study records



AƩaching files to paƟent study records
Manually changing status of paƟent study records
ExporƟng paƟent study records to .csv files
Transferring studies, series, or instances
Viewing DICOM tags associated with study instances
Viewing structured report instances
Downloading study records
EdiƟng details of study records
Moving study informaƟon to paƟent records
Merging study records

Requests for Priors

Studies > Requests for Priors displays current paƟent study records for which prior studies may be needed to read the
current study as a whole or to make an addendum to a current study that was read without any or all prior studies.

The current studies in the Requests for Priors list have any of the following viewer workflow states:

Hold for Priors - Indicates that a radiologist has chosen to delay reading the study because prior studies that are
necessary for reading are unavailable, or no prior studies are available at all. The hold period may be from 1 to 30 days
and is configured from AdministraƟon > DICOM > Study Status.
Hold Period Expired - Indicates that the configured hold period has elapsed for the current study and that prior studies
for the current study could not be retrieved in Ɵme. The current study must be read as soon as possible.
Priors Requested - Indicates that a radiologist desires that a parƟcular set of prior records be available for the current
read of the study. Some prior studies may be available on the server, but not all are available, or studies may need to be
retrieved from an external study.

For a complete list of viewer workflow states and their descripƟons, refer to the Advanced Viewer User Manual.

Viewing paƟent study records listed in Requests for Priors

From Studies > Requests for Priors, view a list of current studies that have a viewer workflow state of Hold for Priors, Hold
Period Expired, or Priors Requested. The following opƟons are suggested for working with studies that display in this list:

Search for prior studies for the current study, and store them via import and reconciliaƟon. When the priors are
imported and reconciled, then the request for priors will disappear automaƟcally.
Cancel the request for priors by selecƟng Cancel next to the study in the list. The study record will be removed from the
list, and the viewer workflow status will be changed to Canceled. If the local AE where the current study resides is
configured with a Peer for Priors Exchange workflow, then the status will be sent to the peer.

To manually change the viewer study status and viewer workflow state of a paƟent study record, go to Studies > Study
Search.

ReconciliaƟon Worklist

When imporƟng studies from outside data sources, such as CD/DVD or from ASTRA™ Cloud peers, some of the paƟent
demographics data, such as paƟent name, birth date, and sex, may not exactly match demographics for the paƟent ID that is
already found on the PACS server. If the demographic data is not handled properly, then mulƟple records for the same
physical paƟent may be imported into the PACS. However, staging records to the ReconciliaƟon Worklist allows you to
reconcile differences in paƟent demographics data before storing them in the PACS.

From Studies > ReconciliaƟon Worklist, view and reconcile studies that have been staged from outside data sources to the
ReconciliaƟon Worklist. Studies imported from CD/DVD using a PACS image viewer or received from ASTRA™ Cloud can also
be imported through the ReconciliaƟon Worklist.

Import reconciliaƟon seƫngs are configured from AdministraƟon > DICOM > Import Service > Seƫngs tab.
Conflict evaluaƟon parameters are configured from AdministraƟon > PaƟent > Quality Control.

Reconciling paƟent demographics data in imported studies

From Studies > ReconciliaƟon Worklist, reconcile paƟent demographics data, such as paƟent ID, paƟent name, birth date,
and sex, in studies that have been staged to the ReconciliaƟon Worklist from outside data sources. Outside sources may
include, but not be limited to, CD/DVD using a PACS image viewer or ASTRA Cloud peers.

To reconcile paƟent demographics data in imported studies staged to the ReconciliaƟon Worklist, perform the following
steps.



1. Go to Studies > ReconciliaƟon Worklist. Studies that have been staged to the ReconciliaƟon Worklist display.
2. Filter studies as needed by entering data in any of the Search fields and selecƟng Search.
3. Select one or more studies for which you want to reconcile paƟent demographics data, and then select Reconcile. The

Import ReconciliaƟon dialog displays the paƟent demographics that are used in one or more of the imported studies.
4. For each paƟent record to reconcile, select one of the following opƟons:

Use the paƟent demographics from the imported study.
Select one of the paƟents suggested by the system. PaƟent demographics that are similar among the paƟent
records are highlighted in green text.
Search for an exisƟng paƟent to use.
Create a new paƟent record.

5. Select one of the following opƟons:
Select Next to reconcile another paƟent record. The Import ReconciliaƟon dialog displays the next paƟent record
to reconcile.
Select Finish to complete the reconciliaƟon process. The corresponding study for each paƟent is saved with the
demographics data that you specified and is automaƟcally stored on the desƟnaƟon AE that was configured from
AdministraƟon > DICOM > Import Service > Seƫngs tab.

AddiƟonal system operaƟons performed on imported studies

The PACS system is configured with default study workflows that can be used to process studies, based on the availability of
prior studies. When the viewer workflow and viewer workflow states are being used, then the system performs addiƟonal
operaƟons on the study to be imported.

When studies that are about to be imported are priors and a current study that is already stored has one of the following
workflow states, then the system changes the status of the study as follows:

Hold for Priors: The system changes the status of the current study to Priors Available.
Hold Period Expired: The system changes the status of the current study to Priors Available.
Priors Requested: The system changes the status of the current study to Priors Requested, Addendum Check.
Completed: The system changes the status of the current study to Addendum Check.

If the desƟnaƟon local AE for the imported studies is configured with a peer for priors exchange workflow, then the system
transmits the study status to the peer.

If the import desƟnaƟon is not configured, then aŌer the reconciliaƟon process, the system stages the studies to the Import
Store Worklist. From the Import Store Worklist, manually choose on which local AE the imported study will be stored.

DeleƟng studies from ReconciliaƟon Worklist

To permanently delete studies from the ReconciliaƟon Worklist, perform the following steps.

1. Go to Studies > ReconciliaƟon Worklist. Studies that have been staged to the ReconciliaƟon Worklist display.
2. Select one or more studies that you want to delete, and then select Delete. The Delete ReconciliaƟon Worklist Order

dialog displays.
3. Confirm the deleƟon, and then select Yes. The selected studies are permanently deleted.

Import Store Worklist

When an import desƟnaƟon has not been configured, then all imported studies that have already gone through the
reconciliaƟon process are automaƟcally staged in Studies > Import Store Worklist. From the Import Store Worklist, manually
choose on which local AE the imported study will be stored.

The Import Service may also be configured to bypass the reconciliaƟon process for studies imported from specific sources. In
these cases, imported studies are directly staged to the Import Store Worklist instead of the ReconciliaƟon Worklist. Import
service policies and seƫngs are configured from AdministraƟon > DICOM > Import Service.

Manually storing studies to local AEs

From Studies > Import Store Worklist, manually choose on which local AE imported studies will be stored.

To manually store studies into a local AE, perform the following steps.

1. Go to Studies > Import Store Worklist. Studies that have been staged to the Import Store Worklist display.
2. Filter studies as needed by entering data in any of the Search fields and selecƟng Search.
3. Select one or more studies, select Store, and from the dropdown list, select the local AE where to store the study

selected.



4. Select Store. The study is stored in the local AE and is automaƟcally removed from the Import Store Worklist. If a failure
occurs, then the job remains on the Import Store Worklist with the status Failed.

DeleƟng studies from Import Store Worklist

To permanently delete studies in the Import Store Worklist, perform the following steps.

1. Go to Studies > Import Store Worklist. Studies that have been staged to the Import Store Worklist display.
2. Select one or more studies that you want to delete, and then select Delete. The Delete Import Store Worklist dialog

displays.
3. Confirm the deleƟon, and then select Yes. The selected studies are permanently deleted.

Modality Worklist

The DICOM® Modality Worklist (MWL) is a standard that allows informaƟon to be exchanged between medical imaging
devices and clinical applicaƟons. For example, the MWL service idenƟfies paƟents who are scheduled for a study, and the
workflow engine retrieves this paƟent schedule on a regular basis and applies a range of filters. These filters select or remove
paƟent records according to site-specific configuraƟon seƫngs. When modaliƟes are configured to query the MWL to
automate the data entry process, then unintenƟonal errors that may occur during manual data entry may be avoided.

The PACS system can act as an MWL server, an MWL client, or both.

When acƟng as a server, the PACS system will receive C-FIND requests and respond based on the given criteria.
When acƟng as a client, the PACS system can send C-FIND requests to a remote MWL and perform the appropriate
acƟons, such as prefetching matching priors, based on the response.

From Studies > Modality Worklist, view procedures that are scheduled when the PACS system is acƟng as an MWL server and
when the system is acƟng as an MWL client.

Viewing procedures on Local Modality Worklist

From Studies > Modality Worklist, view procedures that are scheduled when the PACS system is acƟng as a Modality Worklist
(MWL) server.

Local modality worklist entries may be built via the following sources:

HL7 service upon receiving ORM or SIU messages
PACS appliance RIS applicaƟon

If the PACS system is not acƟng as an MWL server, then the Modality Worklist will be empty.

To view procedures on the local MWL, perform the following steps.

1. Go to Studies > Modality Worklist > Local tab. Procedures scheduled on the local MWL that have the status Pending,
Scheduled, In Progress, Completed, and Canceled display.

2. Filter studies as needed by entering data in any of the Search fields and selecƟng Search.

Rescheduling procedures on Local Modality Worklist

From Studies > Modality Worklist > Local tab, reschedule procedures that are on the local MWL.

To reschedule procedures on the local MWL, perform the following steps.

1. Go to Studies > Modality Worklist > Local tab. Procedures scheduled on the local MWL that have the status Pending,
Scheduled, In Progress, Completed, and Canceled display.

2. Select one or more procedure records, and then select Reschedule. The Reschedule Modality Worklist Orders dialog
displays.

3. Complete the Date and Time fields, and then select OK. The changes are saved.

DeleƟng procedure records from Local Modality Worklist

To permanently delete procedure records from the Local MWL, perform the following steps.

1. Go to Studies > Modality Worklist > Local tab. Procedures scheduled on the local MWL that have the status Pending,
Scheduled, In Progress, Completed, and Canceled display.



2. Select one or more procedure records that you want to delete, and then select Delete. The Delete Modality Worklist
Order dialog displays.

3. Confirm the deleƟon, and then select Yes. The selected study procedure records are permanently deleted.

Viewing procedures on Remote Modality Worklist

From Studies > Modality Worklist > Remote tab, view procedures that are scheduled when the PACS system is acƟng as an
MWL client. You cannot modify the procedure records that display in the remote Modality Worklist; the records are read-only.

Remote MWL servers must be registered on the PACS system as remote AEs from AdministraƟon > DICOM > ApplicaƟon
EnƟƟes > Remote tab.

To view procedures on the remote MWL, perform the following steps.

1. Go to Studies > Modality Worklist > Remote tab. Procedures scheduled on the local MWL that have the status Pending,
Scheduled, In Progress, Completed, and Canceled display.

2. Filter studies as needed by entering data in any of the Search fields and selecƟng Search.

Distributed Worklist

From Studies > Distributed Worklist, view the PACS servers that are parƟcipaƟng in an AE community, and view a list of
current (unread) studies that are located on the local AEs that have been added to the exisƟng AE community.

If an AE community has not been created, then the Distributed Worklist will be empty.

To create an AE community, go to AdministraƟon > System > Distributed Worklist > Membership tab.

Transferring studies to AEs in an AE community

From Studies > Distributed Worklist, send current studies to AEs in your AE community. If an AE community has not been
created, then the Distributed Worklist will be empty.

If you want to transfer a study to a locaƟon, such as a remote AE or an ASTRA™ peer, that is not part of an AE community, go
to Studies > Study Search.

To transfer a study to an AE in your AE community, perform the following steps.

1. Go to Studies > Distributed Worklist. The PACS servers that are part of the AE community display.
2. Expand the list of studies to find the study that you want to transfer to an AE in the community.
3. Select the row of the study, and from the Transfer dropdown list, select the AE to which to transfer the study, and then

select Send.

View the studies from an image viewer.

Study Locks

From Studies > Study Locks, view all study records that have been automaƟcally locked by the system. Locking studies
prevents the same study from being accessed and updated by different applicaƟons and/or users at the same Ɵme.

Manually releasing locked study records

From Studies > Study Locks, manually release a locked study. Select Refresh to refresh the list.

To manually release a locked study record, perform the following steps.

1. Go to Studies > Study Locks. A list of locked study records display.
2. In the row that includes the locked study that you want to release, select Delete. The study record is unlocked. The

process of deleƟng the study lock releases the lock; the process does not delete the study record.
3. Release all study locks by selecƟng Delete All.



Transfers

From Transfers, access the following modules:

RouƟng Worklist - View and manage the send and move rouƟng jobs.
Pre/Post Fetching Worklist - View and manage prefetching and posƞetching jobs.
Backup Catalog - View study catalog records and system catalog records.
Backup Worklist - View and manage archive, backup, and restore jobs.
HL7 Worklist - View and manage HL7 messages.
ASTRA Worklist - View and manage ASTRA™ Cloud jobs.

RouƟng Worklist

From Transfers > RouƟng Worklist, view and manage DICOM® object transfers (hereaŌer referred to as rouƟng jobs). RouƟng
jobs that display in the RouƟng Worklist were sent or moved manually via the Studies > Study Search or sent automaƟcally
via rouƟng policies configured in AdministraƟon > DICOM > RouƟng Policies.

The rouƟng jobs in the RouƟng Worklist may be one of the following job types:

Send jobs: Sending studies to remote applicaƟon enƟƟes (AEs)
Move jobs: Moving studies from one AE to another AE

The worklist manager runs in the background and processes rouƟng jobs according to the schedule configured in
AdministraƟon > DICOM > RouƟng Policies.

Searching for rouƟng jobs in RouƟng Worklist

Before working with a send or move rouƟng job, first search for a job from Transfers > RouƟng Worklist.

To search for a rouƟng job in RouƟng Worklist, perform the following steps.

1. Go to Transfers > RouƟng Worklist, and complete any of the following fields:
From: Select the source AE Ɵtle.
To: Select the desƟnaƟon AE Ɵtle.
Status: Select the status of the job.
Policy Type: Select the type of rouƟng policy.
Policy ID: Enter one or more IDs, separated by a comma, of the policy that created the rouƟng job.
Job ID: Enter one or more IDs, separated by a comma, of the send or move job.
Error Message: Enter error message text to filter for jobs that failed and displayed an error message.
Scheduled Date: Select the date of the job from the calendar date picker.
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Accession Number: Enter the accession number.
Study Instance UID: Enter the UID of the study instance.
Series Instance UID: Enter the UID of the series instance.
Modality: Select a modality.
DescripƟon: Enter a brief descripƟon of the rouƟng job.
Study Date: Select the date of the study from the calendar date picker.

2. Select Search. The rouƟng jobs that match the criteria display, and a message confirms the number of records that
match the criteria.

3. Clear the informaƟon in the Search fields by selecƟng Reset.
4. Navigate page results of rouƟng jobs by performing any of the following acƟons:

Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Sort results in ascending or descending order by a criteria, such as Status or Scheduled Date, by selecƟng the
opƟon from the Sort By dropdown list.

Viewing details of jobs in RouƟng Worklist

From Transfers > RouƟng Worklist, view the details of a job in the RouƟng Worklist.

To view the details of a job, perform the following steps.

1. Go to Transfers > RouƟng Worklist, and search for a rouƟng job. The rouƟng jobs that match the criteria display.



2. In the row that includes the job for which you want to view the details, select the View Details icon. The Job dialog
displays job informaƟon and Ɵmestamped messages.

3. Select Close. The search results redisplay.

Viewing transacƟon records of jobs in RouƟng Worklist

From Transfers > RouƟng Worklist, view transacƟon records of jobs in RouƟng Worklist.

Only jobs that send studies to remote AEs with the storage commitment opƟon turned on will have transacƟon records.

To view the transacƟon record of a job, perform the following steps.

1. Go to Transfers > RouƟng Worklist, and search for a rouƟng job. The rouƟng jobs that match the criteria display.
2. In the row that includes the job for which you want to view the transacƟon record, select the Storage Commitment

Record icon. The Storage Commitment Record dialog displays.
3. Select Close. The search results redisplay.

Retrying failed jobs in RouƟng Worklist

To retry a failed job, perform the following steps.

1. Go to Transfers > RouƟng Worklist, and search for rouƟng jobs with a status of Failed. The rouƟng jobs that match the
criteria display.

2. In the row that includes the failed job you want to retry, select the Retry Now icon. The system performs the job acƟon,
and the status displays.

Rescheduling jobs in RouƟng Worklist

To reschedule a job in the RouƟng Worklist, perform the following steps.

1. Go to Transfers > RouƟng Worklist, and search for a rouƟng job. The rouƟng jobs that match the criteria display.
2. Select one or more jobs that you want to reschedule, and then select Reschedule. The Reschedule Worklist Jobs dialog

displays.
3. Complete the Date and Time fields, and then select OK. A message displays confirming the worklist job is rescheduled.

DeleƟng jobs in RouƟng Worklist

To delete a job from the RouƟng Worklist, perform the following steps.

1. Go to Transfers > RouƟng Worklist, and search for a rouƟng job. The rouƟng jobs that match the criteria display.
2. Select one or more jobs that you want to delete, and then select Delete. The Delete Worklist Jobs dialog displays.
3. Confirm the deleƟon, and select Yes. A message displays confirming the worklist job has been deleted.

Pre/Post Fetching Worklist

From Transfers > Pre/Post Fetching Worklist, view and manage prefetching and posƞetching jobs. Prefetching and
posƞetching jobs are generated to automaƟcally transfer prior studies to the appropriate desƟnaƟons based on the
configured rouƟng policies.

Prefetching jobs are created when a prefetching rule is triggered by scheduled exams on the modality worklist (MWL).
These jobs are configured in AdministraƟon > DICOM > Prefetching Policies.
Posƞetching jobs are created when a posƞetching rule is triggered by an incoming study. These jobs are configured in
AdministraƟon > DICOM > Posƞetching Policies.

The worklist manager runs in the background and processes prefetching and posƞetching jobs according to the schedule
configured in AdministraƟon > DICOM > Prefetching Policies or Posƞetching Policies. Jobs are assigned the following
statuses as they move through the rouƟng process.

Pending: Status while jobs await processing.
In Progress: Status while jobs are being processed.
Completed: Status when a job is processed by the system successfully, which means the appropriate number of rouƟng
jobs were created to retrieve prior studies.
Pending n Retries: Status when a job fails and will be retried at a later Ɵme. n designates the number of Ɵmes the job
has been retried by the system.
Failed: Status when a job fails and the configured maximum number of retries has been reached.



Searching for prefetching and posƞetching jobs in Pre/Post Fetching Worklist

Before working with prefetching and posƞetching jobs, first search for a job from Transfers > Pre/Post Fetching Worklist.

To search for a prefetching or posƞetching job in Pre/Post Fetching Worklist, perform the following steps.

1. Go to Transfers > Pre/Post Fetching Worklist, and complete any of the following fields:
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Status: Select the status of the job.

2. Select Search. The jobs that match the criteria display, and a message confirms the number of records that match the
criteria.

3. Navigate page results of prefetching and posƞetching jobs by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Filter results by ascending or descending order by selecƟng a column header.

Viewing fetching triggered jobs in Pre/Post Fetching Worklist

From Transfers > Pre/Post Fetching Worklist, view a list of rouƟng jobs that were triggered by the prefetching or posƞetching
job that you select.

Manage the prefetching or posƞetching job from Transfers > RouƟng Worklist. The ID for the prefetching or posƞetching job
does not match the job ID that is assigned in the RouƟng Worklist.

To view fetching triggered jobs in Pre/Post Fetching Worklist, perform the following steps.

1. Go to Transfers > Pre/Post Fetching Worklist, and search for a prefetching or posƞetching job. The jobs that match the
criteria display.

2. In the row that includes the prefetching or posƞetching job for which you want to view the fetching list, select the
Magnifying Glass icon. The Fetching Triggered Jobs dialog displays the rouƟng jobs that were triggered by the
prefetching or posƞetching job that you selected.

3. At the boƩom of the dialog select OK to close the list. If the fetching list is long, then you may have to scroll to the
boƩom of the dialog to see the OK opƟon. The search results redisplay.

Rescheduling jobs in Pre/Post Fetching Worklist

To reschedule a prefetching or posƞetching job in the Pre/Post Fetching Worklist, perform the following steps.

1. Go to Transfers > Pre/Post Fetching Worklist, and search for a prefetching or posƞetching job. The jobs that match the
criteria display.

2. Select one or more jobs that you want to reschedule, and then select Reschedule. The Reschedule Worklist Jobs dialog
displays.

3. Complete the Date and Time fields, and then select OK. A message displays confirming the worklist job is rescheduled.

DeleƟng jobs in Pre/Post Fetching Worklist

To delete a prefetching or posƞetching job from the Pre/Post Fetching Worklist, perform the following steps.

1. Go to Transfers > Pre/Post Fetching Worklist, and search for a prefetching or posƞetching job. The jobs that match the
criteria display.

2. Select one or more prefetching or posƞetching jobs that you want to delete, and then select Delete. The Delete
Worklist Jobs dialog displays.

3. Confirm the deleƟon, and select Yes. A message displays confirming the worklist job has been deleted.

Backup Catalog

From Transfers > Backup Catalog, view study catalog records and system catalog records for objects, such as aƩachments and
backup databases, that have been exported to a storage desƟnaƟon.

Searching for study catalog records

To search for study catalog records, perform the following steps.

1. Go to Transfers > Backup Catalog > Study Catalog tab, and complete any of the following fields:
AE Title: Select the AE Ɵtle on which the original study is stored.



PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
PaƟent's Name: Enter the name of a specific paƟent.
Study Date: Select the date of the study from the calendar date picker, or select a preset date range.
Study Instance UID: Enter the unique idenƟfier of the study.
Storage DesƟnaƟon: Select the desƟnaƟon where the study is stored.

2. Select Search. The study catalog records that match the criteria display, and a message confirms the number of records
that match the criteria. The following informaƟon displays for each record to help locate the record when it needs to be
restored.

ID: Displays the unique idenƟfier of the record.
Storage DesƟnaƟon: IdenƟfies the storage desƟnaƟon (SD) where this record is located.
PaƟent ID: IdenƟfies the the primary idenƟficaƟon number for the paƟent of the study record.
PaƟent’s Name: IdenƟfies the name of a specific paƟent of the study record.
AE Title: IdenƟfies the AE Ɵtle where the study was located before being exported to the SD.
Study Date: IdenƟfies the date of the study.
Study DescripƟon: Displays a brief descripƟon of the study.
Last Modified Date: IdenƟfies the Ɵme when the study was last modified.
Completed Time: IdenƟfies the Ɵme when the study record was recorded on the SD.
ExpiraƟon Time: IdenƟfies the Ɵme when the study record expires; the default expiraƟon Ɵme is set to 15 years.
Storage Detail: IdenƟfies storage-specific informaƟon to locate the study object.
Files: Displays the number of image files stored on the SD for this study object.

3. Navigate page results of records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Filter results by ascending or descending order by selecƟng a column header.

Restoring study catalog records

From Transfers > Backup Catalog > Study Catalog tab, restore study records from the storage desƟnaƟon to the PACS system.

To restore a study catalog record, perform the following steps.

1. Go to Transfers > Backup Catalog, and search for a study catalog record. The study catalog records that match the
criteria display, and a message confirms the number of records that match the criteria.

2. Select one or more study records, and then select Restore. A single restore job is added to the Backup Worklist for the
study records that you selected.

Searching for system catalog records

To search for system catalog records, perform the following steps.

1. Go to Transfers > Backup Catalog > System Catalog tab, and complete the following fields:
Storage DesƟnaƟon: Select the SD on which the system data object is stored.
Type: Select the type of the system data object that is stored on the SD.

2. Select Search. The system catalog records that match the criteria display, and a message confirms the number of
records that match the criteria.

3. Navigate page results of records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Filter results by ascending or descending order by selecƟng a column header.

Backup Worklist

From Transfers > Backup Worklist, view and manage archive, backup, and restore jobs. Jobs that display in the Backup
Worklist are generated based on Backup Service policies that are configured and turned on in AdministraƟon > Data
Management > Backup Service.

Examples of data objects that may be stored may include, but are not limited to, aƩachments, backup-related databases, and
configuraƟon files.

You must have a license to use the Backup Worklist feature. Contact your sales representaƟve if you want to purchase a
Backup Worklist license for your PACS system.

Searching for backup job records in Backup Worklist

To search for a backup job record in Backup Worklist, perform the following steps.



1. Go to Transfers > Backup Worklist, and complete the following fields:
From: Select the source storage desƟnaƟon.
To: Select the desƟnaƟon storage desƟnaƟon.
Type Select the type of the data object that was stored. If you select the Study Type, then fields for PaƟent ID
and PaƟent's Name also display for data entry.
Status: Select the status of the backup job.

2. Select Search. The backup job records that match the criteria display, and a message confirms the number of records
that match the criteria.

3. Navigate page results of backup jobs by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Filter results by ascending or descending order by selecƟng a column header.

Retrying pending or failed jobs in Backup Worklist

To retry pending or failed jobs in Backup Worklist, perform the following steps.

1. Go to Transfers > Backup Worklist, and in the Status field, select Failed or Pending.
2. Select Search. The failed or pending backup job records that match the criteria display, and a message confirms the

number of records that match the criteria.
3. Select one or more backup jobs that you want to retry, and then select Retry. The system performs the job acƟon, and

the status displays.

DeleƟng failed backup jobs from Backup Worklist

To delete backup jobs from Backup Worklist that have the status Failed, perform the following steps.

1. Go to Transfers > Backup Worklist, and in the Status field, select Failed.
2. Select Search. The failed backup job records that match the criteria display, and a message confirms the number of

records that match the criteria.
3. Select one or more failed backup jobs that you want to delete, and then select Delete. The Delete Worklist Jobs dialog

displays.
4. Confirm the deleƟon, and select Yes. A message displays confirming the worklist job has been deleted.

HL7 Worklist

From Transfers > HL7 Worklist, view both inbound and outbound HL7 messages that have been received, sent, or are pending
to be sent by the HL7 Service configured in AdministraƟon > HL7 > HL7 Service. HL7 peers and message triggers are
configured in AdministraƟon > HL7 > HL7 Peers.

Searching for HL7 messages in HL7 Worklist

To search for HL7 messages in HL7 Worklist, perform the following steps.

1. Go to Transfers > HL7 Worklist, and select the Inbound tab or the Outbound tab.
2. Complete the following fields:

PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent in the HL7 message.
PaƟent's Name: Enter the name of the specific paƟent in the HL7 message.
Accession Number: Enter the number of the accession record.
Date: From the calendar date picker, select the date when the HL7 message was received if inbound or when the
HL7 message was sent if outbound.
Peer: Select the HL7 peer from which the message was received if inbound or to which HL7 peer the message
was sent if outbound.
Message Type: Select the type of message that was sent or received.
Trigger Event: Select the trigger event of the HL7 message. OpƟons to select are based on your Backup Worklist
selecƟon in the Message Type field; if you select All, then you cannot select a trigger event.
Status: Select the status of the HL7 message.

3. Select Search. The HL7 messages that match the criteria display, and a message confirms the number of records that
match the criteria.

4. Navigate page results of HL7 messages by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Viewing details of HL7 messages in HL7 Worklist



To view details of inbound or outbound HL7 messages in HL7 Worklist, perform the following steps.

1. Go to Transfers > HL7 Worklist, and search for an HL7 message from the Inbound tab or the Outbound tab. The HL7
messages that match the criteria display, and a message confirms the number of records that match the criteria.

2. In the row that includes the HL7 message of which you want to view the details, select the Open folder icon. The HL7
message dialog displays each segment of the message. Expand each segment to view the contents of each field.

3. Select Close. The search results redisplay.

Retrying pending or failed HL7 messages in HL7 Worklist

To retry pending or failed inbound or outbound HL7 messages in HL7 Worklist, perform the following steps.

1. Go to Transfers > HL7 Worklist, and select the Inbound tab or the Outbound tab.
2. In the Status field, select Failed or Pending, and then select Search. The failed or pending HL7 message records that

match the criteria display, and a message confirms the number of records that match the criteria.
3. Select one or more HL7 messages that you want to retry, and then select Retry. The system performs the HL7 message

acƟon, and the status displays.

DeleƟng HL7 messages from HL7 Worklist

Completed HL7 message jobs are automaƟcally deleted from the HL7 Worklist aŌer the period of Ɵme configured from
AdministraƟon > HL7 > HL7 Service > Worklist tab.

To manually delete HL7 messages from HL7 Worklist, perform the following steps.

1. Go to Transfers > HL7 Worklist, and search for an HL7 message from the Inbound tab or the Outbound tab. The HL7
messages that match the criteria display, and a message confirms the number of records that match the criteria.

2. Select one or more HL7 messages that you want to delete, and then select Delete. The Delete HL7 Worklist Jobs dialog
displays.

3. Confirm the deleƟon, and select Yes. A message displays confirming the worklist job has been deleted.

ExporƟng HL7 messages from HL7 Worklist

To export HL7 messages from HL7 Worklist, perform the following steps.

1. Go to Transfers > HL7 Worklist, and search for an HL7 message from the Inbound tab or the Outbound tab. The HL7
messages that match the criteria display, and a message confirms the number of records that match the criteria.

2. Select one or more HL7 messages that you want to export, and then select Export.
If you select an inbound message, the Export Inbound HL7 Message dialog displays.
Select which inbound message to export, or select All, and then select OK.
The HL7 file is downloaded to the locaƟon that you designate for downloaded files.

ASTRA Worklist

From Transfers > ASTRA Worklist, view and manage ASTRA™ Cloud jobs that have been configured in AdministraƟon > ASTRA
> ASTRA Peers.

You must register the PACS appliance with ASTRA™ Cloud to access the ASTRA Worklist. Go to AdministraƟon > ASTRA >
ASTRA Service > RegistraƟon tab.

Searching for ASTRA Cloud jobs in HL7 Worklist

To search for ASTRA Cloud jobs in ASTRA Worklist, perform the following steps.

1. Go to Transfers > ASTRA Worklist, and complete the following fields:
Status: Select the status of the ASTRA Cloud job.
Type: Select the type of ASTRA Cloud message.
AcƟon: Select the acƟon that the ASTRA Cloud peer is performing.

2. Select Search. The ASTRA Cloud job records that match the criteria display, and a message confirms the number of
records that match the criteria.

3. Navigate page results of ASTRA Cloud job records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.

Viewing details of ASTRA Cloud jobs in ASTRA Worklist



To view details of ASTRA Cloud jobs in ASTRA Worklist, perform the following steps.

1. Go to Transfers > ASTRA Worklist, and search for an ASTRA Cloud job. The ASTRA Cloud jobs that match the criteria
display, and a message confirms the number of records that match the criteria.

2. In the row that includes the ASTRA Cloud job of which you want to view the details, select the Open folder icon. The
ASTRA dialog displays the job details.

Retrying ASTRA Cloud jobs in ASTRA Worklist

To retry ASTRA Cloud jobs in ASTRA Worklist, perform the following steps.

1. Go to Transfers > ASTRA Worklist, and search for an ASTRA Cloud job. The ASTRA Cloud jobs that match the criteria
display, and a message confirms the number of records that match the criteria.

2. Select one or more ASTRA Cloud jobs that you want to retry, and then select Retry. The system performs the ASTRA
Cloud job acƟon, and the status displays.

DeleƟng ASTRA Cloud jobs from ASTRA Worklist

To manually delete ASTRA Cloud jobs from ASTRA Worklist, perform the following steps.

1. Go to Transfers > ASTRA Worklist, and search for an ASTRA Cloud job. The ASTRA Cloud jobs that match the criteria
display, and a message confirms the number of records that match the criteria.

2. Select one or more ASTRA Cloud jobs that you want to delete, and then select Delete. The Delete Worklist Jobs dialog
displays.

3. Confirm the deleƟon, and select Yes. A message displays confirming the worklist job has been deleted.



Reports

From Reports, access the following modules:

StaƟsƟcal Reports - View system usage reports.
Audit Trail - View messages of audited system events.
XDS Registry Objects - View metadata for all submission sets, folders, and documents registered with the XDS Registry.
XDS Repository Objects - View documents currently stored on the XDS Repository.

StaƟsƟcal Reports

From Reports > StaƟsƟcal Reports view system-generated reports based on current data in the system. The following reports
are available in the system:

General StaƟsƟcs: Provides staƟsƟcs related to the number of studies, series, and images in each local AE Ɵtle and the
number for all AEs combined.
Modality StaƟsƟcs: Provides staƟsƟcs related to the total number of images per modality type in each local AE.
AE Storage Usage: Provides the study storage usage informaƟon for each local AE.
Studies per Month: Provides staƟsƟcs related to the number of studies that were generated each month on each local
AE based on the study date.

GeneraƟng staƟsƟcal reports

1. Go to Reports > StaƟsƟcal Reports.
2. From the dropdown list, select the name of the report you want to view.
3. Select one of the following opƟons:

Show Report: Display the report informaƟon that was generated at midnight. The Ɵmestamp of the report
designates the Ɵme when the report was generated.
Generate Report: Display the report informaƟon that is generated in real Ɵme. This report may take some Ɵme to
complete. The report is generated based on the exisƟng data on the system and the selecƟon that you made.

Audit Trail

From Reports > Audit Trail, view messages of audited system events. Each audit message corresponds to one audited event.

Audit messages may be used for surveillance, troubleshooƟng, disclosure logs, or for forensic invesƟgaƟons mandated aŌer a
security breach or any kind of policy violaƟon has been detected.

Viewing audit trail messages

To view audit trail messages, perform the following steps.

1. Go to Reports > Audit Trail, and complete amy of the following fields:
Event Date Time Range: Select a date Ɵme range for the event search.
Refined Event Date Range: Select the date from the calendar date picker.
AE Title: Select a local or remote AE Ɵtle.
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
Study Instance UID: Enter the study instance UID of a specific study.
Event ID: Select the specific audited event.
Event ID Type: Select the category of event.

2. Select Advanced, and complete any of the following fields:
ParƟcipant: Select the acƟve parƟcipant for the audit event.
ApplicaƟon: Select the applicaƟon involved for the audit event. This opƟon is only available when you select
ApplicaƟon in the ParƟcipant field.
Real Name: Enter the registered real name of the user who is involved in the audit event. This opƟon is only
available when you select User in the ParƟcipant field.
Sign-In Name: The registered sign-in name of the user who is involved in the audit event. This opƟon is only
available when you select User in the ParƟcipant field.
Outcome: Select the outcome of the audit event.
AcƟon: Select the acƟon type of the audit event.

3. Select Search. The audit event records that match the criteria display, and a message confirms the number of records
that match the criteria.

4. Navigate page results of audit event records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.



Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Filter results by ascending or descending date by selecƟng the arrow next to the Date column header.

5. In the row that includes the audit event of which you want to view the details, select the Open folder icon. The View
Audit Message dialog displays the XML version of the audit message.

6. Select Close. The search results redisplay.

XDS Registry Objects

From Reports > XDS Registry Objects, view metadata for all submission sets, folders, and documents registered with the XDS
Registry, if your system is acƟng as one.

Viewing objects registered with XDS Registry

To view objects registered with XDS Registry, perform the following steps.

1. Go to Reports > XDS Registry Objects, and select the Submission Sets tab, the Folders tab, or the Documents tab.
2. Complete any of the following fields:

Unique ID: Enter the unique idenƟfier for the submission set, folder, or document.
Entry UUID: Enter the entry UUID for the submission set, folder, or document.
PaƟent ID: Enter the primary idenƟficaƟon number for the paƟent.
Title: Enter the Ɵtle of the submission set, folder, or document.
Source ID: Enter the unique idenƟfier of the XDS source that registered the submission set. This field only
displays on the Submission Sets tab.
Repository ID: Enter the unique idenƟfier of the XDS repository where documents are stored. This field only
displays on the Documents tab.

3. Select Search. The XDS Registry records that match the criteria display, and a message confirms the number of records
that match the criteria.

4. Navigate page results of records by performing any of the following acƟons:
Go to a specific page of results by selecƟng a page number from the Page dropdown list.
Go to the next page or previous page of results by selecƟng the respecƟve arrow next to the Page dropdown list.
Filter results by ascending or descending unique ID by selecƟng the arrow next to the Unique ID column header.

5. In the row that includes the XDS Registry records of which you want to view the details, select the Open folder icon.
The XDS Registry dialog displays the metadata of the object selected.

XDS Repository Objects

From Reports > XDS Repository Objects, view documents currently stored on the XDS Repository, if your system is acƟng as
one.

Viewing objects stored on XDS Repository

1. Go to Reports > XDS Registry Objects.
2. In the Unique ID field, enter the unique idenƟfier for the document, and select Search. The XDS document records that

match your criteria display, and a message confirms the number of records that match the criteria.
3. Save a copy of the document to your computer by selecƟng the Download icon in the row of the document record.



Help & TroubleshooƟng

From Help & TroubleshooƟng, access the following modules:

Remote Assistance - View contact informaƟon for the technical support center.
DiagnosƟc Tools - Capture and collect relevant system data used by technical support to troubleshoot issues.
Network Tools - Perform some simple network tests, and view a list of concurrent network connecƟons.
Network AcƟvity - View network acƟvity.
Server Logs - View server logs.
Documents - View help documents.

Remote Assistance

From Help & TroubleshooƟng > Remote Assistance, view contact informaƟon for technical support center.

ContacƟng Technical Support

To contact technical support, perform the following steps.

1. Go to Help & TroubleshooƟng > Remote Assistance > Contact InformaƟon tab.
2. Contact technical support by sending an email message to support@candelis.com.
3. Contact US technical support directly via phone by dialing +1.800.800.8600.
4. Contact internaƟonal technical support directly via phone by dialing +1.949.852.1000.

ConnecƟng to the Technical Support Center

AŌer contacƟng technical support, you may be asked to connect the PACS appliance server to the Technical Support Center
(TSC) so that the engineers may remotely access your PACS appliance. This can be done via the PACS appliance Help &
TroubleshooƟng > Remote Assistance > Technical Support Center tab.

To open a Technical Support Center (TSC) connecƟon, perform the following steps.

1. Go to Help & TroubleshooƟng > Remote Assistance > Technical Support Center tab, and complete the following fields:
Host Address: Enter the host address for the Technical Support Center.
Support Token: Enter the support token provided to you by the support staff.

2. Select Connect. The connecƟon Status displays Connected.

If you are unable to open a TSC connecƟon, your server may be located behind a firewall that prevents remote access to your
site. Contact your network administrator to open the appropriate ports.

Support engineers may also guide you through alternaƟve methods, such as HTTP tunneling, for remotely accessing your
device.

DiagnosƟc Tools

From Help & TroubleshooƟng > DiagnosƟc Tools, capture and collect relevant system data used by technical support to
troubleshoot issues.

Performing data capture tesƟng sessions

From Help & TroubleshooƟng > DiagnosƟc Tools, capture system logs and network packets during a test session. The results
of data capture can be used by technical support staff to diagnose issues.

To perform a data capture tesƟng session, perform the following steps.

1. Go to Help & TroubleshooƟng > DiagnosƟc Tools, and select Start. The Start Data Capture dialog displays.
2. Complete the following fields:

Maximum Capture Time: Enter in minutes how long the data capture will last. The default value is 5 minutes.
Enable: In Log Capture, select Enable to turn on log capture.
Log Level: Select the log level to be set for the log capture.
Enable: In Packet Capture, select Enable to turn on packet capture.
Interface: Select the interface to be filtered for the packet capture.
Host Address: Enter the host address to be filtered for the packet capture.
Port: Enter the port number to be filtered for the packet capture.
Enable: In System Report, select Enable to include the system report in the capture.



3. Select OK. The data capture starts.
4. Perform the appropriate acƟons for the test session, such as send a study, receive a study.
5. Select Stop when the test is complete.
6. Download the result file by selecƟng Download next to the result file.
7. Delete the result files by selecƟng Delete next to the result file. Select Delete All to delete all the result files.

GeneraƟng diagnosƟc reports

From Help & TroubleshooƟng > DiagnosƟc Tools, generate diagnosƟc reports that contain informaƟon pertaining to your
server hardware, storage configuraƟon, and some system logs that may be useful for diagnosing potenƟal issues with the
server.

The system can maintain up to five of the most recent generated diagnosƟc reports.

To generate a diagnosƟc report, perform the following steps.

1. Go to Help & TroubleshooƟng > DiagnosƟc Tools > DiagnosƟc Reports tab.
2. Select Create Report. The report generates, but it may take a few minutes.
3. Save a copy of the report to your workstaƟon by selecƟng Download next to the report.
4. Delete a report by selecƟng Delete next to the report you want to delete.

Network Tools

From Help & TroubleshooƟng > Network Tools, perform simple network tests and view a list of concurrent network
connecƟons.

Performing network connecƟvity tests

From Help & TroubleshooƟng > Network Tools, assess the network connecƟvity of your PACS appliance using the following
tests:

Ping: This test checks your connecƟvity from the PACS appliance to another server or appliance on the network.
Trace Route: This test shows the path of networks used to access another server or appliance from the PACS appliance.

Both tests can provide response Ɵmes in milliseconds, which can be useful in demonstraƟng the network speed between the
PACS appliance and a selected network desƟnaƟon.

To perform network connecƟvity tests, perform the following steps.

1. Go to Help & TroubleshooƟng > Network Tools.
2. From the Specify host address dropdown list, select the host, or enter the valid host address of the desƟnaƟon you

would like to test.
3. Select Ping or Trace Route. The test runs, and the test results display in the text box on the page.
4. Select Stop to stop a test that is in progress.

Network AcƟvity

From Help & TroubleshooƟng > Network AcƟvity, view all concurrent network connecƟons.

Select Refresh to display the current network acƟvity.

Server Logs

From Help & TroubleshooƟng > Server Logs, check server logs that the PACS appliance maintains for all of its services. Server
logs may be useful for troubleshooƟng possible errors. Before contacƟng technical support, check the logs for possible errors.

Viewing logs

In addiƟon to the current log, the system will maintain up to ten backlogs for each service.

To view (and download) logs, perform the following steps.

1. Go to Help & TroubleshooƟng > Server Logs > View Logs tab.
2. From the Service dropdown list, select the service whose logs you want to view. If you select All Services, the log

combines only the most criƟcal messages from all services. AddiƟonal messages may be provided by the logs for an
individual service, depending on the logging level currently configured.



3. From the Log dropdown list, select the log you would like to view. OpƟons depend on the service you select.
4. Select View. The log contents load in your browser.
5. Export the log file to your workstaƟon by selecƟng Download.

Viewing per-associaƟon logs

From Help & TroubleshooƟng > Server Logs > Per-AssociaƟon Logs tab, view per-associaƟon logs for the DICOM Service,
MWL Tracker, and RouƟng/Fetching Service.

To view (and download) the per-associaƟon logs, perform the following steps.

1. Go to Help & TroubleshooƟng > Server Logs > Per-AssociaƟon Logs tab.
2. From the Service dropdown list, select the service whose per-associaƟon logs you want to view.
3. Complete the following fields:

DICOM OperaƟon
From AE Title
To AE Title
Date/Time

4. Select View. The per-associaƟon log contents load into your browser.
5. Export the per-associaƟon log file to your workstaƟon by selecƟng Download.

Configuring logging levels

From Help & TroubleshooƟng > Server Logs > Log Levels tab, configure the logging level for specific services. This may be
useful for troubleshooƟng or for providing addiƟonal informaƟon to technical support.

For each service, choose to turn on the most criƟcal messages (INFO) or to turn on more detailed logs (DEBUG).

To configure the logging levels, perform the following steps.

1. Go to Help & TroubleshooƟng > Server Logs > Log Levels tab.
2. Select the logging level for each service.
3. Select Save to commit your changes.
4. Restore the logging levels for all services to their defaults by selecƟng Reset.

Seƫng up remote syslog logging

From Help & TroubleshooƟng > Server Logs > Remote Syslog tab, configure the PACS appliance to send its log messages to a
remote syslog server. This may be useful for consolidaƟng the log messages from mulƟple PACS appliances for analysis. You
are responsible for seƫng up the remote server; consult your IT administrator.

To set up remote logging, perform the following steps.

1. Go to Help & TroubleshooƟng > Server Logs > Remote Syslog tab.
2. Select Enable.
3. Complete the following fields:

Remote Syslog Host: Enter the host address of the remote syslog server you have already set up for your site.
Remote Syslog Facility: Select the syslog facility to use for all log messages from this PACS. Your remote syslog
server will filter the log messages it receives based on this seƫng.

4. Select Save.

Documents

From Help & TroubleshooƟng > Documents, view reference documents for the PACS system.



Study transfer measurements

The following study transfer measurements are theoreƟcal calculaƟons, not actual measurements. Use the informaƟon as a
guide to plan resources to ensure you have sufficient bandwidth to maintain system operaƟons.

TheoreƟcal study transfer rate based upon bandwidth

Bandwidth Transfer rate

1000 Mb/s 29.50 MB/sec

100 Mb/s 12.59 MB/sec

20 Mb/s 2.39 MB/sec

10 Mb/s 1.20 MB/sec

4 Mb/s 474.14 KB/sec

2 Mb/s 236.02 KB/sec

512 Kb/s 58.30 KB/sec

TheoreƟcal Ɵme to transfer data based on Ethernet speed

Speed 10 Mbps 100 Mbps 1000 Mbps

1MB < 1s < 1s < 1s

2MB 1.66s < 1s < 1s

5MB 4.17s < 1s < 1s

10MB 8.33s < 1s < 1s

20MB 16.67s 1.59s < 1s

50MB 41.67s 3.97s 1.69s

100MB 1m 23s 7.94s 3.39s

200MB 2m 47s 15.89s 6.78s

500MB 6m 57s 39.71s 16.95s

1GB 14m 13s 1m 21s 34.71s

TheoreƟcal Ɵme to transfer data based on connecƟon bandwidth

Speed 512 Kbps 2 Mbps 4 Mbps 20 Mbps

100KB 1.72s <1s <1s <1s

200KB 3.43s <1s <1s <1s

500KB 8.58s 2.12s 1.05s <1s

1MB 17.56s 4.34s 2.16s <1s

2MB 35.13s 8.68s 4.32s <1s

5MB 1m 28s 21.69s 10.80s 2.09s

10MB 2m 56s 43.39s 21.60s 4.18s

20MB 5m 51s 1m 27s 43.19s 8.37s

50MB 14m 38s 3m 37s 1m 48s 20.92s

100MB 29m 16s 7m 14s 3m 36s 41.84s

200MB 58m 33s 14m 27s 7m 12s 1m 24s

500MB 2h 26m 22s 36m 09s 18m 3m 29s



Speed 512 Kbps 2 Mbps 4 Mbps 20 Mbps

1GB 4h 59m 46s 1h 14m 03s 36m 52s 7m 08s



License agreement and warranty

The following license agreement appears when the web administraƟon interface is accessed for the very first Ɵme. The user
must accept the license agreement before using the soŌware.

This license agreement must be accepted by an authorized representaƟve of the user of this product prior to conƟnuing this
installaƟon process. If you are a VAR or a SE (System Engineer), please insure that the user has accepted this license
agreement prior to conƟnuing.

License agreement and warranty for PACS appliances uƟlizing soŌware and/or hardware

Important Read carefully before opening this package or using the soŌware in any way: Opening this package or using this
soŌware in any way indicates your acceptance of these terms and condiƟons and is a representaƟon by you that you have the
authority to accept them. If you do not agree with these terms and condiƟons, you should promptly return the unopened
package and your money will be refunded.

This End-User License Agreement and Warranty (“Agreement”) is a binding legal agreement between you (either an individual
or a legal enƟty) and Candelis, Inc. (“Candelis”). By opening this Candelis soŌware (the “SoŌware”) package or by using the
PACS appliance and associated hardware products (the “Hardware”) and the SoŌware in any way, you agree to be bound by
the terms of this Agreement. (The term SoŌware includes the computer soŌware, the associated media, any printed
materials, and any “online” or electronic documentaƟon and any updates we provide to you in the future.) If you do not
agree to the terms of this Agreement, Candelis is unwilling to license the SoŌware to you. In such event, you may not install,
use or copy the SoŌware, and you should promptly contact your retailer for instrucƟons on return of the unused product(s)
for a refund.



SoŌware license and warranty

The SoŌware is protected by copyright laws and internaƟonal copyright treaƟes, as well as other intellectual property laws
and treaƟes. The SoŌware is licensed to you, not sold. Candelis retains all right and Ɵtle to the SoŌware and related
documentaƟon.

Grant of license: This Agreement grants you the following rights: - SoŌware: You may install and use one copy of the SoŌware
on one server computer. In addiƟon, any license, if applicable, is valid for no more than the number of concurrent users for
which the license is purchased. For iMed-Stor products, the license, if applicable is valid for no more than the number of
remote AE Ɵtles for which the license is purchased. - Backup copy: You may not make back-up copies of the SoŌware. During
the period of this license, or any paid support period, if you require a copy, Candelis will provide a copy to you.

DescripƟon of other rights and limitaƟons: LimitaƟons on Copying and DistribuƟon: Except as provided in secƟon 1 above,
you may not copy, transmit, or distribute the SoŌware, except and only to the extent that such acƟvity is expressly permiƩed
by applicable law despite this limitaƟon. You may not modify the SoŌware to increase the number of allowed concurrent
users or if applicable, remote AE Ɵtles.

LimitaƟons on reverse engineering and modificaƟon: You may not reverse compile, reverse engineer, decompile,
disassemble, convert to a humanly comprehensible form, modify or create works derivaƟve of the SoŌware. You may not
disguise, obfuscate or aƩempt to use the SoŌware in order to use it elsewhere. You may not tamper with the operaƟng
system or any keylock or copy protecƟon features or use the SoŌware in a manner or for a task it was not designed to
operate. If the SoŌware is serialized, you may not modify or disable the serial number features nor copy protecƟon
mechanisms contained in the SoŌware.

SeparaƟon of components: This SoŌware is licensed as a single product for use with the hardware that accompanies the
SoŌware. You may not add addiƟonal hardware components to those which accompany the SoŌware at the Ɵme of sale. The
addiƟon of addiƟonal storage, memory or other hardware to the SoŌware and the Candelis hardware will be a violaƟon of
this license agreement and the remedies shown in “TerminaƟon” shall apply. The components of the Candelis Hardware and
SoŌware may not be separated for use on more than one computer.

Sublicense, rental and third-party use: You may not sublicense, rent, and Ɵmeshare, loan or lease the SoŌware, or directly or
indirectly permit a third party to use or copy the SoŌware.

SoŌware transfer: You may permanently transfer your rights under this Agreement, provided you (i) retain no copies; (ii)
transfer all of the SoŌware (including all components, the media, all printed materials, any upgrades, and this Agreement);
(iii) provide Candelis with wriƩen noƟce of the transfer within ten (10) days; and (iv) obtain and provide Candelis with the
wriƩen consent of the third party to abide by the terms and condiƟons of this Agreement. Any other assignment by you of
this agreement shall be void. If the SoŌware is an upgrade, any transfer must include all prior versions of the SoŌware.

TerminaƟon: Without prejudice to any other rights, Candelis may terminate this Agreement if you fail to comply with the
terms and condiƟons set forth in this Agreement. In such event, you must return all copies of the SoŌware and all of its
components and documentaƟon to Candelis or cerƟfy that you have destroyed all such copies. In such event, the license to
use the SoŌware will be terminated and Candelis may enjoin any user of the SoŌware from further use. Candelis will
vigorously enforce its license, copyrights and other legal rights. In addiƟon to terminaƟng the license, Candelis may refuse to
provide any conƟnuing warranty service or repair. A terminaƟon of the license also serves to void the warranƟes on the
SoŌware and the Candelis Hardware.

Export: You may not export the SoŌware without prior wriƩen approval from Candelis. If the SoŌware was purchased in the
United States of America, you agree to comply with all applicable United States laws and regulaƟons pertaining to export
controls. If the SoŌware was purchased outside the US, you may not re-export the SoŌware except as permiƩed by the laws
of the United States and the laws of the jurisdicƟon in which you purchased the soŌware.

Copyright and ownership: All Ɵtle and copyrights in and to the SoŌware, including, but not limited to, any images,
photographs, animaƟons, video, audio, music, text, incorporated in the SoŌware, the accompanying printed materials, and
any copies of the SoŌware, are owned by Candelis or its suppliers. You may not copy the printed materials accompanying the
SoŌware.

Statement of use: You acknowledge that you are not uƟlizing the SoŌware to diagnose or treat medical condiƟons, and that
all of your use of the SoŌware will be fully compliant with any laws and regulaƟons. Specifically, You acknowledge that HIPAA
compliance is your responsibility and further, You acknowledge that you will not use the SoŌware in any manner in which You
do not fully comply with any HIPAA statutes and/or regulaƟons. You acknowledge that HIPAA requires that you maintain
backup copies of all paƟent data in duplicate locaƟons.

Limited warranty: Candelis warrants that the SoŌware will perform substanƟally in accordance with the applicable Candelis
published documentaƟon prevailing at the Ɵme of shipment for a period of ninety (90) days from the date of receipt, and that
the Hardware will perform substanƟally in accordance with the applicable Candelis published documentaƟon prevailing at the



Ɵme of shipment for a period of one (1) year from the date of receipt, unless a different warranty period has been offered in
wriƟng. Candelis warrants that any media accompanying the SoŌware will be free from defects in materials and workmanship
under normal use and service for a period of ninety (90) days from the date of receipt. Any implied warranƟes on the
SoŌware and media are limited to ninety (90) days. Some states or jurisdicƟons do not allow limitaƟons on the duraƟon of an
implied warranty, so the above limitaƟon may not apply to you.

Customer remedies: Candelis enƟre liability and your exclusive remedy shall be, at Candelis opƟon, either (a) return of the
price paid, or (b) repair or replacement of the SoŌware or Hardware that does not meet the limited warranty in SecƟon 6
above and which is returned to Candelis with a copy of your receipt. Any replacement SoŌware or Hardware will be
warranted for the remainder of the original warranty period or thirty (30) days, whichever is longer.

No other warranƟes: You acknowledge and agree that the use of the soŌware and/or the hardware is at your own risk. To the
maximum extent permiƩed by applicable law, Candelis and its suppliers disclaim all other warranƟes, either express or
implied, including, but not limited to, implied warranƟes of non-infringement, merchantability and fitness for a parƟcular
purpose. Candelis does not warrant that the funcƟons contained in the soŌware or hardware will meet your specific
requirements, or that the operaƟon of the soŌware will be uninterrupted or error-free, or that defects in the soŌware and
related documentaƟon will be corrected. Furthermore, Candelis does not warrant or make any representaƟons regarding the
use of the results of the use of the soŌware or related documentaƟon in terms of their correctness, accuracy, reliability, or
otherwise.

No oral or wriƩen informaƟon or advice given by Candelis or a Candelis authorized representaƟve shall create a warranty or
in any way increase the scope of this warranty. This limited warranty gives you specific legal rights. You may have others
which vary from state or jurisdicƟon to state or jurisdicƟon.

No liability for consequenƟal damages: To the maximum extent permiƩed by law, in no event shall Candelis or its suppliers
be liable for any damages whatsoever (including, without limitaƟon, special, incidental, consequenƟal, or indirect damages
for personal injury, loss of data, loss of images, loss of business profits, business interrupƟon, loss of business informaƟon,
loss of medical informaƟon, corrupƟon of medical informaƟon, misdiagnosis of a medical condiƟon, loss of image quality, loss
of image fidelity, violaƟon of HIPAA laws and regulaƟons or any other loss) arising out of the use or inability to use the
soŌware or the hardware, even if Candelis has been advised of the possibility of such damages. In any case, Candelis’s enƟre
liability under any provision of this agreement shall be limited to the price paid for the soŌware or the hardware prorated for
your period of use, up to a maximum of 24 months. Because some states or jurisdicƟons do not allow the exclusion or
limitaƟon of liability for consequenƟal or incidental damages, the above limitaƟon may not apply to you.

Data storage, backups, and updates: Candelis requires that you maintain an effecƟve system to ensure that your data and
images are backed up rouƟnely and frequently to prevent data loss, that backup media is stored in a locaƟon geographically
separate from that of the system that is being backed up, that backup procedures commence immediately upon system
installaƟon and that both backup and restore operaƟons are tested regularly to provide for the highest probability of accurate
and complete data recovery. You acknowledge that Candelis may refuse to provide system updates, soŌware patches, archive
expansion, data migraƟon, installaƟon or rouƟne service to the SoŌware unless you have maintained, and are maintaining, an
effecƟve backup system. You agree that if Candelis offers updates to the SoŌware, you will allow such updates, including
access to your system and network where necessary, and if you do not arrange such access for such updates, the warranƟes
will no longer apply to the SoŌware. You agree that Candelis shall not be responsible for any inherent conflicts between your
operaƟng systems and the SoŌware and its updates, if any, or for any damage, data loss or condiƟon which arises during or
occurs as a consequence of such update.

Data integrity and compression: You acknowledge that the PACS system may uƟlize various methods and techniques to
compress images. You acknowledge that if certain compression techniques are uƟlized, you will experience a loss of image
quality. Candelis is not responsible for the degradaƟon of any image quality or when lossy compression or other compression
techniques are uƟlized. Where specific PACS features modify any images (such as CLAHE, MIP, MPR and the like), you must
rely on the original image as acquired by the modality.

Indemnity: The SoŌware is not intended to replace the skill and judgment of a qualified medical pracƟƟoner and should only
be used by people that have been appropriately trained in the SoŌware’s funcƟons, capabiliƟes and limitaƟons. For example,
and without limitaƟon, various funcƟons of the SoŌware, including CLAHE, Maximum/Minimum Intensity ProjecƟon (MIP),
MulƟ-Planar ReconstrucƟon (MPR) and the like, are intended for use only as an adjunct to two-dimensional medical image
display techniques. You agree to hold harmless, indemnify and defend Candelis, its suppliers, officers, directors and
employees, from and against any personal injury or property damage or other losses, damages, fines and expenses (including
aƩorneys’ fees and liƟgaƟon costs) arising out of or relaƟng to your use of the SoŌware. The enƟre risk arising out of your
use of the soŌware and documentaƟon remains with you.


